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1 INTRODUCTION

SECURITY is an increasing worry for most computing
system administrators. Computing systems are more

and more vital for most companies and organizations, while
these systems are made more and more vulnerable by new
user requirements and new services (groupware and other
information sharing facilities, interconnection to insecure
networks, and powerful applications whose complexity
may hide serious security flaws; etc.). On the other hand, for
most users of current computing systems, security is not a
main concern and they are not prepared, for the sake of
security, to waive their system ease of use or to give up
information sharing facilities. In such conditions, it is
difficult to reach an acceptable degree of security since
users play an important role in the computing system
security: Even the best system, designed for the highest
security, would be insecure if badly operated by casual
users and a lax use of the most efficient protection
mechanisms would introduce flaws that could be exploited
by possible attackers.

Thus, one of the main tasks of most computing system

administrators is to negotiate with users to make them

change their careless behavior and improve the system

security. And this is not an easy job: Why would a user

renounce his bad habits if he considers that he does not own

sensitive data or applications? It may be difficult for him to

understand that the flaws he introduces in the system are

endangering other user accounts, possibly with more

sensitive information. The set of tools presented here aims

at facilitating this administrator's task: By providing a

quantitative assessment of the current system security level,

these tools can help the administrator to identify those

security flaws which can be eliminated for the best security
improvement with the least effect on users. Such quantita-
tive evaluation tools should also enable him to monitor the

evolution of global system security with respect to mod-
ifications of the environment, of the configuration, of
applications, or of user behavior.

The measurements delivered by the evaluation tools

should represent as accurately as possible the security of the
system in operation, i.e., its ability to resist possible attacks
or, equivalently, the difficulty for an attacker to exploit the

vulnerabilities present in the system and defeat the security
objectives. Several characteristics can be deduced from
these definitions:

. The security measure characterizes the security of
the system itself, independently of the threats it has
to face: The system is the same (and its security
measure should be the same) whether there are
many or few potential attackers with high or low
competence and tenacity. But, of course, a given
system (with a given security measure) will be more
probably defeated by many competent, tenacious
attackers than by few lazy ones!

. The security measure is directly related to security
objectives: A system is secure as long as its main
security objectives are respected, even if it is easy to
perform illegitimate actions which do not defeat the
objectives. For instance, a system can be secure even
if it is easy for an intruder to read some public
information.

. The main use of security measures is to monitor the
security evolution of a given system rather than rate
absolutely the security of different systems: It is
more important to know if the security of a given
system is improving or decaying than to compare
the security of independent systems with different
objectives, applications, users, environments, etc.
Moreover, the security measures should be sensi-
tive to system modifications that bring new
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vulnerabilities or correct previous ones that influ-
ence security significantly, and these measures
should evolve accordingly.

A theoretical framework has been developed at LAAS to
identify and compute such measures [1], [2], [3], [4]. This
framework is based on a: 1) theoretical model, the privilege
graph, exhibiting system vulnerabilities, 2) definition of
security objectives, and 3) mathematical model based on
Markov chains to compute the security measures. To
demonstrate the feasibility of the approach, this theoretical
framework has been implemented by a set of software tools
which can compute the security measures of large Unix
systems.

But, a major question is raised by such an approach: Do
the obtained measures accurately represent system secur-
ity? In this domain, no direct validation is expected: Real
attacks on real systems are too rare for a precise correlation
to be obtained between the computed measures and a
success rate of attacks. Even a tiger team approach would
probably be ineffective since such attacks are not necessa-
rily representative of real attacks and, to obtain accurate
results, tiger team attacks must be numerous and applied to
a stable system [5], while our measures are intended to rate
the dynamic evolution of system security. So, the only
practical validation is experimental: We have chosen to
observe the security measures computed on a real full-scale
system during a long period and to analyze each significant
measure change with respect to the events triggering these
changes.

This paper presents this experiment. Section 2 presents a
description of the theoretical framework. Section 3 presents
the experiment itself and discusses the results. Finally,
Section 4 draws a conclusion.

2 PRESENTATION OF THE APPROACH

2.1 Formal Description of Operational System
Vulnerabilities

It has been shown in [6] that the vulnerabilities exhibited by
an operational computing system can be represented in a
privilege graph. In such a graph, a node X represents a set of
privileges owned by a user or a set of users (e.g., a Unix
group). An arc represents a vulnerability. An arc exists from
node X to node Y if there is a method allowing a user
owning X privileges to obtain those of node Y . Three
classes of vulnerabilities may be identified:

. A first class of arcs corresponds to privilege subsets
directly issued from the protection scheme. For
instance, in Unix systems, there is an arc from each
node representing the privilege set of a group
member to the node representing the privilege set
of the group.

. A second class corresponds to direct security flaws,
such as an easily guessed password or bad directory
and file protections enabling the implantation of a
Trojan horse.

. A third class of arcs contains the vulnerabilities
which do not correspond to security flaws. Instead,
they can result from the use of a feature designed,
for instance, to improve security.

To illustrate the third class, we consider three examples

based on Unix:

. The .rhosts file. To log in a Unix system, a
password is normally required. However, there is a
mechanism in Unix that allows remote trusted users
to access a local system without supplying a pass-
word. This functionality is based on the .rhosts

file, which enables the standard password-based
authentication to be bypassed. Therefore, a user U1
can grant most of his privileges to another user U2
without disclosing his password. This is not a security
flaw if U1 trusts U2 and needs U2 to undertake some
tasks for him (less secure solutions would be to give
his password or reduce his protections). But, if U2 also
grants similar privileges to U3 (U2 trusts U3), then by
transitivity, U3 can reach U1's privileges, even if U1
does not trust U3. This corresponds to a vulnerability
associated with the privilege transfer mechanism
provided by Unix. It is also noteworthy that any user
who can write the.rhosts file of U1 can get the set of
privileges of U1. It is clearly a bad idea to grant such
permission and it corresponds generally to a direct
security flaw.

. The .xinitrc file. When starting, the X Window
system looks for a specific file in the user's home
directory, called .xinitrc, to run as a shell script
to start client programs. Daily practice shows that
novice users have trouble configuring this file
correctly. If a novice user trusts another user, more
expert in X Window than himself, he may prefer
using the expert's configuration file. An easy
solution to do so is to establish a symbolic link
between his own configuration file and the expert's.
Afterward, the novice user will enjoy any enhance-
ment made by the expert. From a security point of
view, this can be a good solution. If the novice
chooses inappropriate options or commands, how-
ever, this file will become a trapdoor, leaving his
data unprotected. Using the file of the expert, who
should be aware of the vulnerabilities, the novice's
data security is indeed enhanced. However, he is at
the mercy of this expert who can introduce a Trojan
horse in his configuration file and then acquire most
of the novice's privileges.

. The setuid files. In Unix, every process inherits its
privileges from the user for whom the process is run.
However, it is possible to let a process get the
privileges of the owner of the program rather than
the privileges of the user initiating the process. This
is particularly useful when an operation needs more
privileges than those held by the user. An example
of this is the program /bin/passwd that changes
user passwords: Every user must be able to change
his own password but this operation requires
writing in a protected file (usually the /etc/

passwd file) to which no user has write access
except the superuser; to do so, /bin/passwd uses
the setuid facility to run with superuser privileges
on behalf of less privileged users. This functionality
has many other applications, all of them being

634 IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 25, NO. 5, SEPTEMBER/OCTOBER 1999



examples of granting sets of privileges by the owner
of the program to the user of the program. As long as
these setuid programs are correct and no low
privileged user can create or modify such programs,
the security is satisfactory. Indeed, this feature
strengthens security since, without this feature,
users should be granted more privileges constantly.
But if a setuid program owner trusts another user
and gives him write access to his program, he is at
the mercy of this user.

In the same way as in the field of penetration analysis [7],
these examples show also that vulnerabilities can be
identified by analyzing the system configuration and, in
particular, the file system: Each specific vulnerability
corresponds to some specific information in a file or a
directory.

Fig. 1 gives an example of such a privilege graph, with
arcs being labeled by vulnerability classes. In this figure,
each node corresponds to the set of privileges of users
�A;B; F � or groups of users �Xadmin; P1�. The node insider
represents the minimal privileges of any registered user
(e.g., the privilege to execute login, to change his own
password, etc.).

Some sets of privileges are highly sensitive (e.g., the
superuser privileges). These nodes are called ªtargetº nodes
since they are the most likely targets of attacks. On the other
hand, it is possible to identify some nodes as the privileges
of possible attackers; these nodes will be called ªattackerº
nodes. If a path exists between an attacker node (e.g.,
insider) and a target node (e.g., A), then a security breach
can potentially occur since an attacker can exploit system
vulnerabilities to obtain the target privileges.

In most real systems, such paths exist because a lot of
possible vulnerabilities exist, even if an attacker cannot
exploit most of them. For instance, all passwords can be
guessed with some luck, but some passwords can be easily
obtained by all ªinsidersº because they are in a dictionary
and automatic tools such as crack [8] can identify them in
a short time, while other passwords are much more
complex and the only practical means to get them is by
exhaustive search. This is true for each class of arcs. Some
vulnerabilities are easily exploitable by an attacker (e.g., the
arc corresponding to a group membership), while others
may require knowledge, competence, tenacity, or luck. This
means that, even if a path exists between an attacker node
and a target node, the system security has a low probability

of being defeated if an attacker needs a lot of cleverness,
competence, or time to run through all the arcs composing
the path. With the definition given in Section 1, a measure
of the difficulty for the attackers to reach the targets would
be a good measure of the security of the system.

2.2 Single Vulnerability Rating

To assess this measure, each arc in the privilege graph is
assigned a weight corresponding to the ªeffortº needed for
a potential attacker to perform the privilege transfer
corresponding to this arc. This notion of effort encompasses
several characteristics of the attack process, such as the
availability of attack tools, time needed to perform the
attack, computing power available for the attacker, etc. [9].
For example, the effort needed to obtain a password can be
assessed by estimating the computing power and the time
needed by crack to identify the password. For a Trojan
horse attack, the effort depends on the competence needed
to design the Trojan horse, the time needed to implant it in a
program that can be executed by the target user, and the
time needed for the target user to activate it (the latter does
not depend on the attack process, but only on the user
behavior).

The effort weight assigned to an arc is thus a compound
parameter which can be represented as a rate of success for
the corresponding elementary attack. Ideally, the choice of
the set of significant variables should be based on the
analysis of all known intrusion scenarios and their
associated relevant parameters. Unfortunately, such de-
tailed intrusion data is not available. However, it is possible
to rely on information provided by security experts and use
general parameters to obtain a sensible and meaningful
rating of each vulnerability considered. These data could
further be complemented by additional information coming
from user profiles built by intrusion detection tools [10].

The ITSEM [11] evaluation manual also provides a
similar framework for such a quantification. In the ITSEC
[12], three levels are defined to rate the strength of security
mechanisms: basic, medium, and high (ITSEC, 3.6-3.8). The
ITSEM provides guidance on more objective means for
rating these strengths. Different factors are identified:
expertise, time, equipment, and collusion1 (ITSEM, 6.C.30).
Some rules are further provided to obtain the strength of a
particular mechanism once these factors have been eval-
uated (ITSEM, 6.C.31-6.C.33).

Clearly, several parameters should be considered to
evaluate the weight assigned to each class of vulnerabilities.
To be able to rank these classes according to the difficulty
for an attacker to exploit them, a single value, the effort,
incorporating the contribution of each significant parameter
for the class considered, should be defined (e.g., using a
method similar to the one proposed in the ITSEM). Precise
estimation of the various parameters involved in the
computation of this effort, using system analysis tools,
would allow improving further the rating of each vulner-
ability.

The following section presents a model to compute the
global privilege graph security measure from the elemen-
tary arc weights.
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1. In the ITSEM, time and equipment correspond to two specific types of
resources and collusion is a specific form of opportunity (other aspects of
opportunity include chance and detection).

Fig. 1. Example of a privilege graph. Vulnerability Classes: 1) Y's
.rhosts is writable by X; 2) X can guess Y 's password; 3) X can
modify Y 's .tcshrc; 4) X is a member of Y ; 5) Y uses a program
managed by X; 6) X can modify a setuid program owned by Y ; 7) X is in
Y 's .rhosts.



2.3 Attacker Behavior

In order to evaluate quantitative measures characterizing
the operational security based on the privilege graph, it is
necessary to identify the scenarios of attacks that may be
attempted by a potential attacker to reach the target.
Minimal assumptions describing the attacker behavior are
necessary to build all these scenarios. Here, first, we assume
that the attacker is sensible and he will not attempt an
elementary attack that would give him privileges that he
already possesses. Additional assumptions are required to
characterize the progress of the attacker toward the target.
Different models can be defined depending on the
assumptions considered about the behavior of the attacker.
The first model that can be considered is to assume that the
attacker chooses the shortest path leading to the target
(denoted as SP in the following), i.e., the one that has the
lowest mean value of cumulative effort. The shortest path
can be evaluated directly from the privilege graph, taking
into account the rates assigned to the arcs.

We assume that, initially, the attacker has no information
about vulnerabilities (except from the starting point in the
graph) and only learns about vulnerabilities through
successful attacks that give him more privileges. Indeed,
the attacker would need a global view of the system
vulnerabilities to be able to deliberately exploit the shortest
path. Yet, to build the whole privilege graph, the attacker
needs all the sets of privileges described in the graph (e.g.,
the root privileges). If the attacker already has these
privileges, he does not need to build the graph! In fact,
without such a global view of the system, the shortest path
is simply not available to an attacker. Clearly, the shortest
path assumption is not satisfactory. In the following, we
will introduce two alternative assumptions and show that
the corresponding security measures are more instructive
for the security administrators than measure SP.

The attacker's privilege increases as a result of his
progress toward the target can be characterized by a state-
transition graph where each state identifies the set of
privileges that he has already gained and transitions
between states occur when the attacker succeeds in an
elementary attack, allowing him to acquire new privileges.
In order to fully characterize the attack state graph, we need
to specify an additional assumption defining which steps
will be attempted by the attacker at each stage of the attack.
Two different assumptions are discussed hereafter, each of
them corresponding to a specific attack model (i.e., attacker
profile):

Total memory (TM) assumption. At each stage of the attack, all
the possibilities of attacks are considered (i.e., those from
the newly visited node of the privilege graph and those
from the already visited nodes that he did not apply
previously). At each step, the attacker may choose one
elementary attack among the set of possible ones.

Memoryless (ML) assumption. At each newly visited node of
the privilege graph, the attacker chooses one of the
elementary attacks that can be issued from that node
only (without considering the other attacks from the
already visited nodes that he did not apply previously).

For both assumptions, it is assumed that the attack stops
when the target is reached. We do not consider situations
where attackers may give up or interrupt their process.

Fig. 2 plots the attack state graph corresponding to the
example given in Fig. 1 when assumptions TM and ML are
considered. It is assumed that insider is the attacker node
and A is the target node. To improve the clarity of the
figure, Xadmin and insider are respectively referred to as X
and I. It can be seen that the scenarios of attacks
represented in Fig. 2b correspond to a subset of those
identified in Fig. 2a.

To illustrate the main difference between assumptions
TM and ML, let us assume that a new vulnerability is added
to the privilege graph, such as an additional path is offered
to the attacker to reach the target. For an attacker behaving
according to TM, this new vulnerability will ease his attack.
When he reaches the node corresponding to the new
vulnerability, he has the possibility of choosing at each
further stage of the attack, the easiest vulnerability that will
lead him to the target (among the set composed of the new
vulnerability and those identified during previous steps),
whatever the difficulty of the new vulnerability. However,
for an attacker behaving according to ML, this new
vulnerability may have a positive or a negative impact on
his attack. Indeed, if this vulnerability is easy, but followed
by very difficult ones in the path leading to the target, the
attacker does not have the possibility of backtracking and
try other paths that probably will lead him to reach the
target with less effort.

As an example, let us consider the privilege graph
presented in Fig. 1 and the corresponding attack process
graphs presented in Fig. 2. From the description of the
attack methods mentioned in Fig. 1, we can see that
vulnerability 1 is easier to exploit than vulnerability 2 (we
assume it is easier to configure and activate a common
privilege transfer mechanism of Unix than to perform a
successful dictionary attack on a specific encrypted pass-
word). However, afterward, exploiting vulnerability 3 may
be more difficult than exploiting successively vulnerabilities
2, 4, and 6 if A does not use the tcsh shell program in his
default configuration.2 Under assumption ML, we see, in
Fig. 2, that, once the attacker has chosen to exploit
vulnerability 1, he will not backtrack and try
vulnerability 2. Therefore, in this case, the existence of
vulnerability 1 may slow him, even though it is easier than
vulnerability 2. However, with assumption TM, the attack-
er, even if he has chosen to exploit vulnerability 1 first, can
decide later to exploit the path 2, 4, 6.

2.4 Mathematical Model

In order to be able to compare the evolution of the security
measures corresponding to assumptions TM, ML, and SP,
we need to specify the mathematical model that is used to
evaluate the mean effort for an attacker to reach the target.
Our investigations led us to choose a Markovian model that
satisfies some intuitive properties regarding security evolu-
tion (see [2], [3] for further details). The Markov model is
based on the assumption that the probability of success in a
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given elementary attack before an amount of effort ªeº is

spent is described by an exponential distribution given by:

P �e� � 1ÿ exp�ÿ�e�;
where � is the rate assigned to the attack. Practical

considerations derived from the use of this distribution

are the following:

. the potential attacker will eventually succeed in
reaching the target, if a path leading to the target
exists, provided that he spends enough effort;

. the mean effort to succeed in a given elementary
attack is given by 1=�.

The last point is particularly valuable since the knowl-

edge of the attack rates is sufficient to characterize the

whole distribution. The first point deserves some clarifica-

tion. In fact, as our aim is to evaluate system resiliency to

successful attacks with respect to a specified target, we only

consider scenarios of attacks that eventually lead to the

target and not the scenarios which may be aborted during

the attack process.
Based on the Markovian assumption, each transition in

the attack state graph is rated with the success rate of the

corresponding vulnerability. Various probabilistic mea-

sures can be derived from the model, among these, the

mean effort for a potential attacker to reach the specified

target, denoted as mean effort to security failure (METF), by

analogy with mean time to failure (MTTF). This metric

allows easy physical interpretation of the results: the higher

the METF the better the security. Moreover, simple

analytical expressions can be easily obtained and analyzed

in order to check the plausibility of model results.
The METF is given by the sum of the mean efforts spent

in the states leading to the target, which are weighted by the

probability of visiting these states. The mean effort spent in

state j, denoted as Ej, is given by the inverse of the sum of

state j output transition rates:

Ej � 1

� X
i2out�j�

�ji : �1�

out�j� is the set of states reachable in a single transition from
state j and �ji is the transition rate from state j to state i.

Let us denote by METFk the mean effort when state k is
the initial state and Pki the conditional probability transition
from state k to state i, then:

METFk � Ek �
X

i2out�k�
Pki �METFi ; Pki � �ki � Ek �2�

According to this model, the highest output conditional
probabilities values correspond to the transitions with the
highest success rates.

Clearly, the complexity of the METF computation
algorithm is related to the size of the attack state graph
and, thus, to the assumption adopted. For assumption TM,
the number of paths leading to the target to be considered is
higher than the number of paths corresponding to assump-
tion ML.

2.5 Assumptions TM, ML, and SPÐExpected
Behaviors

In the following, we analyze the expected behaviors of the
METF when assumptions TM, ML, and SP are considered.

2.5.1 Single Path

Let us consider first the example of a privilege graph
containing a single path between the attacker node and the
target node (see Fig. 3). In this case, the METF is given byX

j�1::k

1=�j ;

where k is the number of arcs in the path and �j is the
success rate associated to the elementary attack j. The same
value of the METF is obtained when either assumption TM,
ML, or SP is considered. Clearly, as the number of arcs
increases, the METF increases and the security improves.
Also, when the values of �j increase, the METF decreases
and the security degrades.

2.5.2 Multiple Paths

As regards the SP assumption, the shortest path is obtained
by identifying, in the privilege graph, all the direct paths

ORTALO ET AL.: EXPERIMENTING WITH QUANTITATIVE EVALUATION TOOLS FOR MONITORING OPERATIONAL SECURITY 637

Fig. 2. Attack state graphs corresponding to the example of Fig. 1. (a) TM assumption; (b) ML assumption.



from the attacker node to the target node and evaluating the
minimum value of the METF among the values computed
for each direct path. A direct path from the attacker to the
target is such that each node that belongs to this path is
visited only once. The expression of METFSP is:

METFSP � minfU1; . . . ;Ung ;
where Ul �

P
1=�i, �i is the rate assigned to the arc i that

belongs to direct path l, n is the number of direct paths.
The METF values corresponding to assumptions TM or

ML can be obtained by processing the corresponding
attack state graph. Let us consider the example of Fig. 4,
where A is the attacker and D is the target. The privilege
graph (Fig. 4a) indicates the presence of two paths
leading to the target. The Markov models corresponding
to assumptions ML and TM are given in Fig. 4b and
Fig. 4c, respectively. Application of (1) and (2) leads to
the following expressions:

METFML � 1

�1 � �3
� �1

�1 � �3
� 1

�2
� �3

�1 � �3
� 1

�4

METFTM � 1

�1 � �3
� �1

�1 � �3

� 1

�2 � �3
� �3

�2 � �3
� 1

�2 � �4

� �
� �3

�1 � �3
� 1

�1 � �4
� �1

�1 � �4
� 1

�2 � �4

� �
:

It could be seen that, for any value of �1, �2, and �3, the

expression of METFTM is always lower than 1=�1 � 1=�2

(which corresponds to the case where only the first path
exists), and to 1=�3 � 1=�4 (which corresponds to the case

where only the second path exists). This result illustrates

the fact that the addition of new paths leading to the target

in the privilege graph surely leads to a decrease of METFTM

that indicates security degradation. This result can be
generalized; further details can be found in [2].

However, assumption ML leads to a different behavior
since METFML may increase or decrease depending on the
values of the parameters. For instance, METFML is lower
than 1=�1 � 1=�2 only if 1=�4 < �1=�1 � 1=�2), i.e., when the
mean effort spent in obtaining the privileges of node D from
node C is lower than the mean effort corresponding to the

initial path. This is due to the fact that, with assumption ML

and contrary to assumption TM, when the attacker chooses

a given path, he never backtracks until he reaches the target.

If the modifications introduced in the privilege graph lead

to some additional paths which are shorter than those

derived from the initial privilege graph, then METFML

decreases; otherwise the METFML may increase.
From the previous discussion, it can be concluded that

METFTM is always lower than the mean effort calculated

based on the shortest path only (METFTM � METFSP). For

assumption ML, METFML may be lower or higher than

METFSP depending on the values of the parameters and the

structure of the privilege graph.
The last property that is worth mentioning concerns the

comparison of METFML with METFTM. Since the attack

scenarios corresponding to assumption ML are a subset of

those obtained with assumption TM, it can be proven that,

for the same privilege graph, assumption ML leads to

higher METF values than assumption TM: METFML �
METFTM.

2.6 Discussion

Based on the results of the previous section, Table 1

summarizes the expected behavior for measures METFML

and METFTM when an event happens such that the number

of paths between the attacker and the target set of privileges

increases, due to one new vulnerability appearing in the

system.
When only one modification of the privilege graph

occurs, we should expect that:

. if the number of paths increases because of the
addition of a new vulnerability, METFTM decreases
since this new path weakens the security of the
target;

. when the shortest path between the attacker and the
target decreases, METFTM decreases and shows a
degradation of security;

. as discussed in the previous section, two kinds of
behavior may be observed for METFML:

- if the new path decreases the probability of
taking another relatively easy path to the benefit
of a longer new one, METFML may increase
(indicated as behavior 2 in Table 1);

- otherwise, METFML should have the same
evolution as METFTM. It should decrease as
the number of paths increases and reveal a
degradation of security (behavior 1).
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By analyzing the variation of the measures together with
the modifications introduced in the privilege graph, the
security administrators can assess whether these modifica-
tions have a significant impact on security. Based on these
results, they can identify the most critical paths in the
privilege graph and take appropriate decisions: either
correct some system weaknesses (when security decreases)
or keep the system configuration unchanged if the risks
induced by the modifications are not significant (either
security increases or only a small decrease in the METF is
observed).

With the Markov model, both measures METFTM and
METFML exhibit the expected behavior (see Section 2.3).
With respect to assumptions TM and ML a potential
question is which type of attacker profile is more realistic.
It is difficult to answer this question because of lack of real
data. In fact, both behaviors correspond to different attacker
profiles and are plausible. In the experiment presented in
the following section, we will see that both models provide
to security administrators valuable information about
security evolution.

Concerning the shortest path, it is clear that the
information provided by this measure is incomplete, as
only one path in the privilege graph is taken into account.
Therefore, the security variation due to the presence of the
other paths will not be identified if only the shortest path is
computed to monitor the operational security.

3 EXPERIMENT

In order to validate the measures presented previously, we
developed several tools integrated into a single prototype
called ESOPE. Using ESOPE, an experiment has been
carried out on a real computer system.

3.1 Tools Description

The set of tools supporting the experiment presented in this
section corresponds to the main steps of the evaluation
process:

1. Definition of the security policy. For each security
objective chosen for the system, the relevant security
targets (sets of privileges that must be protected) and
the potential attackers (sets of privileges against
which targets should be protected) are identified.
Each attacker-target pair corresponds to two sets of
nodes in the privilege graph for which one quanti-
tative evaluation is needed. A tool has been
developed to describe formally the security objec-
tives from which all pairs are identified and
gathered into a file.

2. Probing the system and building the privilege
graph. We have developed a tool named ASA, for

Automatic Security Advisor, which looks for known
vulnerabilities in the Unix system under study and
builds the related privilege graph. The tool runs with
extended privileges in order to be able to analyze all
parts of the system. So far, ASA uses many
procedures included in the COPS package [13].
More precisely, like COPS, some Unix scripts scan
the Unix file system, gathering information about the
access permissions of several files either for each
user or for specific directories. A crack program is
run to guess user passwords using a standard
dictionary. Each time a vulnerability is detected in
the system, an arc is added to the privilege graph
under construction. The output of the ASA tool is
therefore a privilege graph describing all known
vulnerabilities of the target system at the time of the
snapshot. After probing the system, the privilege
graph built is recorded in an archive.

3. Evaluation. Subsequently, another tool computes
the security measures presented in Section 2 for each
security objective. These computations can be
applied to either a single privilege graph or a whole
archive.

4. Identification of security-relevant events. Last, to
ease the analysis of the security measures computed,
a tool identifies, for each significant variation of a
measure, the security events that have caused it.
More precisely, it looks for the arcs involved in the
paths between the attacker and target nodes that
changed between two consecutive privilege graphs.
This helps to identify the event(s) that caused this
measure evolution. An example of the output of this
tool is given in Appendix A.

3.2 Target System Description

The system under observation in this experiment is a large
distributed computer system composed of several hundred
different workstations connected to a local area network.
There are about 700 users sharing one global file system.
During the experiment, the total number of users changed
frequently due to the arrival and departure of temporary
staff (a frequent event for the target system). The probing of
security vulnerabilities was made on the global file system.
In this experiment, the system was observed for 21 months
on a daily basis, starting in June 1995 until March 1997. The
archive of privilege graphs contains 674 items (one for each
day).

In the target system of this experiment, security is not a
main concern of the users. Since no critical information is
stored in the system, it is not necessary to enforce a strong
global security policy, even if some users or the system
administrators might worry about it for personal reasons or
for safety reasons. This explains the significant number of
known vulnerabilities that will be shown hereafter. It is
noteworthy that most vulnerabilities persist and are
accepted because they often provide useful and convenient
functionalities.

Furthermore, our main objective being to validate the
behavior of the security measures, we only observed the
ªnaturalº evolution of the system. We did not try to
improve the system security by convincing the users to
remove the vulnerabilities we had identified.
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3.3 Experiment Settings

3.3.1 Security Objectives

Evaluating security measures requires that relevant sets of
target(s) and attacker(s) be defined. These pairs are related
to the security objectives that one would like the system to
fulfill. For a Unix system, one important target to protect
against attacks is the root account and, more generally,
every account allowed to obtain superuser privileges.
Another interesting target to study is the group of all
system administrators, giving access to all the data they
share. As an attacker, we choose the ªinsiderº set of
privileges defined in Section 2.1. Table 2 summarizes these
case studies.

For the analysis of the second security objective, one
problem appears due to the existence of superusers in Unix.
A superuser is able to get all the privileges of any other user
in the system. Thus, when we consider a target set of users
to protect, this mechanism implicitly leads us to include the
superuser in it (as this set of privileges includes any other
set). If we had considered that, security objective 2 would
have included objective 1 since if one sequence of privilege
transfer methods enables defeating objective 1, it also
defeats objective 2. In order to have completely distinct
case studies, we did not consider vulnerabilities linked to
superuser properties for objective 2. We then removed from
the privilege graphs all the instantaneous arcs going
directly from the superuser to the admin_group set of
privileges.

3.3.2 Vulnerabilities

From all the known vulnerabilities in Unix, we monitored
13 of the most common, including: password checking
(with crack software); user-defined privilege transfer
methods (.rhosts); incorrect/exploitable permissions on
setuid files, .rhosts files or initialization files (.pro-
file, .cshrc, etc.); incorrect path search that allows
Trojan horse attacks; etc. A more detailed review of all the
classical Unix vulnerabilities can be found in [14]. In
addition to this, specific arcs are defined to represent the
first class of vulnerabilities identified in Section 2.1: the
inclusion of privilege sets, for example, between one user
node and all the nodes of the Unix groups he belongs to.

Security state modifications, or events, occur when
vulnerabilities are either created or eliminated (arcs in the
privilege graph are added or deleted) or when the value
associated with one vulnerability (the weight assigned to an
arc) changes. Such events occurred frequently during the
experiment.

3.3.3 Quantification

For the experiment, we defined a four-level classification
scale to rate the different vulnerabilities (see Table 3), where
the levels differ from each other by one order of magnitude:
level1 corresponds to the easiest elementary attacks and
level4 to the most difficult ones.

The various levels assigned to each elementary attack are
reasonable, taking into account the method involved, but
they remain rather arbitrary. Evaluating precisely the
success rate of the various attacks present in the system
(see Section 2.2) would have required additional tools (such

as for recording user profiles) that are not currently
available in our prototype. However, this is not a serious
drawback as this experiment aims primarily at validating
relative changes in the security measures over time rather
than rating the security of the system on an absolute scale.

3.4 Experiment Results

The results of this experiment corresponding to objectives 1
and 2 are presented in Fig. 5 and Fig. 6, respectively. The
measures presented are: the number of paths found
between attacker and target nodes, METFSP, METFTM,
and METFML, corresponding, respectively, to the METF for
the shortest path and for the TM and ML attacker behaviors.
The numbers indicated on the graphs refer to the complete
list of security events, given in Appendix A.

When the number of paths between the attacker and
the target increases, the size of the attack state graph
associated with assumption TM may grow very fast
(depending on the topology of the privilege graph) and
our tools are not always able to build it. This precluded
the computation of measure METFTM in some cases.
Thus, the thick line curves in the two graphics present
some gaps (e.g., in November 1995).

For each significant measure variation, the cause has
been analyzed and a detailed description is given in
Appendix A. Many of the events mentioned in
Appendix A are indicated on the figures for convenience.
The events marked in gray correspond to events that did
not have a strong impact on the measures for the given
objective, but implied a noticeable variation for the other
objective.

3.5 Experiment Feedback

In the following, we analyze a subset of the events included
in Appendix A to check the assumptions and expected
behaviors discussed in Section 2.

Some events deserve to be analyzed more precisely in
order to verify the various assumptions made on METFTM

and METFML: no. 2, no. 7, no. 11, no. 16, no. 21, no. 29, and
no. 56 indicated on Fig. 5 and Fig 6. We will also inquire
further on events no. 6, no. 13, no. 29, and no. 79 that had a
great impact on the evolution of the measures as well as on
the number of paths.
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3.5.1 Events no. 2, no. 7, no. 11 for Objective 1 and

no. 21 for Objective 2

Events no. 2, no. 7, and no. 11 for objective 1, and event

no. 21 for objective 2 exhibit a global behavior of type 1

(see Table 1). Each of these events satisfies the conditions

in which such behavior should be observed: They add

one new vulnerability to those already available to the

attacker to reach the root or the admin_group target,

therefore increasing the total number of possible paths

between the attacker node and the target. Furthermore,

the shortest path does not evolve because these new
paths are not shorter than the previous shortest one.
More precisely, the vulnerabilities corresponding to these
events are described in Table 4 (extracted from Table 5).

As can be seen in Fig. 5 and Fig. 6 and in the detailed
table of Appendix A, METFTM always decreased as the
result of occurrence of each of these events, showing a
degradation of security. The amplitude of this evolution is
variable (depending on the difficulty related to the new
vulnerability and on its relative position with respect to
previously existing paths). In fact, this has been verified for
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METFTM on every single degradation of the security, but,
sometimes, the relative variation of this measure is very
small and is not visible on the plots. Therefore, in the whole
experiment, the behavior of METFTM was in agreement
with the expectations. Moreover, for each of the events no. 2,
no. 7, no. 11, and no. 21, METFML evolution is similar to the
evolution of METFTM.

3.5.2 Events no. 11 and no. 56 for Objective 2

For objective 2, event no. 11 has a different impact on the
security measures that illustrates behavior 2. In this case, an

increase in the number of paths between the attacker and

the target led to a decrease of METFTM and an increase of

METFML. We expected that the METFML and METFTM

measures would not always evolve in the same direction.

This happens when a secondary path appears that length-

ens a previous path. It influences the METFML that

indicates an improvement by reducing the probability of

selecting a fast path, while METFTM, only affected by the

fact that a new path has been created, indicates a

degradation.
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The opposite variation appears for event no. 56 with
respect to objective 2. In this case, a small decrease in the
number of paths is associated with an increase of METFTM

and a decrease of METFML. This corresponds to the fact that
a secondary path disappears. Such events confirm that the
evolution of both measures may be different in some
circumstances due to the different assumptions made on the
attacker behavior.

3.5.3 Event no. 29 and Period P for Objective 1

At the beginning of March 1996, a strong decrease of the
shortest path between the attacker and the target occurred
(event no. 29, objective 1). Fig. 5 shows that METFML and
METFTM decrease as a result of this evolution.

The period P that followed event no. 29 also exhibits an
interesting behavior. During this period, it can be seen by
comparing the two curves of Fig. 5 that METFTM was
nearly equal to METFSP.3 The influence of the shortest path
is so important here that its length directly controls the
value of METFTM and the behavior of METFML. We are in
the case where it is possible for the attacker to reach the
target in a few very easy steps.

In such a situation, it is clear that the target is not well
protected. Furthermore, as its security is directly affected by
the vulnerabilities appearing in the shortest path, it would
be mandatory to react and disable such vulnerabilities.
However, in practice, this situation lasted until the end of
the experiment. As can be seen in Table 5, Table 6, and
Table 7, even though some of the most dangerous
vulnerabilities were disabled (see no. 45, no. 47, no. 52,
no. 56, no. 79), not all of them were eliminated, and some of
them reappeared (see no. 46, no. 59). The origin of this
situation has not been completely clarified. However, it is
probably due to the local installation of a new complex
piece of software.

3.5.4 Events no. 29, no. 79, and Period P0 for

Objective 2

The impact of event no. 29 on objective 2 corresponds to an
important increase of the number of paths between the
attacker and the target admin_group. However, most of

these new paths are secondary paths, usually difficult to
exploit. This change in the topology of the privilege graph
induces a major increase of METFML, while METFTM

indicates a minor degradation. This behavior is similar to
the one described in Section 3.5.2. We can see that the
absolute values of the two measures differ significantly
during all period P0. However, they both react similarly to
security events occurring during this period. Event no. 79
corresponds to the correction of many vulnerabilities
associated to this security objective (see in Section 3.7). At
the end of period P0, most of the secondary paths were
eliminated.

3.5.5 Event no. 6 for Objective 2 and Event no. 13 for

Objectives 1 and 2

On both Fig. 5 and Fig 6, we also observed a similar
phenomena: sudden important increases of the number of
paths (at November 1995 for objective 1, and at the end of
August 1995 and November 1995 for objective 2). The
problem involved was an incorrect positioning of the write
permission for the others or group fields of Unix
permissions on one user's important initialization files
(.rhosts for event no. 6, .profile and .xinitrc for
event no. 13). These specific events opened a path to the
target for every user in the system and, thus, allowed the
insider user to use any vulnerable user as a starting point.

This phenomenon is normal and is a very security-
relevant event, but interferes with the evaluation of security
for two reasons:

1. first, the dramatic increase in the number of paths
precludes the computation of METFTM (that should
have shown a decrease in security);

2. second, all the new paths being longer than the
previous ones, METFML increases. In fact, the
ªinsiderº attacker is much more likely to choose a
long path and spend a lot of effort in the system
before reaching the target, and the METFML is
sensitive to that.

However, in these cases, the dramatic increase of the
number of paths between the attacker and the target
indicates directly that thorough security analysis must be
performed.
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TABLE 4
Examples of Vulnerabilities Leading to Behavior 1

3. In fact, the difference between measures TM and SP is very small
�� 10ÿ3�. Of course, this is not directly visible on the plot.



3.5.6 Event no. 16 for Objective 2

In order to validate our modeling assumptions, we do not
consider the simultaneous occurrence of several modifica-
tions of the privilege graph (addition or deletion of
vulnerabilities or modification of the rates assigned to the
vulnerabilities). Different simultaneous modifications may
influence diversely the system security and, thus, it is
difficult to predict the type of behavior to be observed for
the security measures. For instance, the consequence of
event no. 16 on objective 2 seems to contradict the
conclusions of Section 3.5.1. It shows an increase of the
number of paths between the attacker and the target while
both security measures METFTM and METFML increase.
But, this evolution is due to the occurrence of several
security events within the period of one observation of the
system (one day). Such a situation occurred more than once
during the experiment.

In fact, when looking more closely at the definition of
event no. 16 in Table 5, it can be seen that three
vulnerabilities have been disabled for two different users
and that one user has enabled a new one. The first two
events should have a positive influence on security while
the last one should have an opposite effect (it increases the
number of paths). The evolutions of the measures seem to
indicate that the last one has the least impact.

3.5.7 Consecutive Symmetrical Events

Some of the events indicated on Fig. 5 and Fig. 6 are
grouped in pairs. These events correspond to opposed
modifications in the system, occurring within a few days of
each other. Such events occur frequently and can have a
significant impact on the security measures (see nos. 21-23,
nos. 45-46, nos. 60-62, nos. 69-70, nos. 82-83, nos. 84-85, and
nos. 94-95).

It is noteworthy that many of these events correspond to
a security improvement followed shortly by a degradation.
The improvement is generally due to some access rights
modification performed by the users themselves. But, these
corrections appeared inconvenient to these users and they
canceled them. This observation has confirmed that some of
the vulnerabilities existing on the target system correspond
to functions that users need. Therefore, the efficient and
persistent elimination of these specific vulnerabilities is not
a simple problem and should involve a negotiation with the
users who require specific functionalities, but may compro-
mise security when trying to obtain them.

3.6 Comparison of the Various Measures

In addition to the results discussed in Section 3.5, we make,
in the following, some other remarks about the comparison
of the different measures shown in Fig. 5 and Fig. 6.

3.6.1 Shortest Path

During the period covered by the experiment, METFSP was
less sensitive to system modifications than METFML and
METFTM. This measure provides interesting information
about the easiest path of the weighted graph representing
the system; however, it is not dynamic enough to be useful
for operational monitoring of the security evolution. As
indicated in Section 2.5, in comparison with METFTM, the

value of the shortest path does not take into account the fact

that several equivalent paths could be available. In fact,

more than its length, it is the nature of this path and of the

vulnerabilities involved that will be of interest to improve

the security, as it is the path that seems to have the major

impact on METFML and METFTM.

3.6.2 Number of Paths

The number of paths between the attacker and the target is

a sensitive indicator (it varies a lot), but it seems difficult to

use alone for operational security monitoring.
First, it can be noticed that a security event leading to a

decrease or an increase in the number of paths between the

attacker and the target does not necessarily lead to a

significant variation of the other security measures (see

nos. 1, 18, 19, 20, 22 of Table 5). Theoretically, it seems

possible to ignore such security events that have a minor

influence on the mean effort to be spent by an attacker to

reach the target. We are in the situation where the impact of

the addition or deletion of arcs in the privilege graph is

relatively small compared to the global effort values, even if

the number of paths varies.
On the contrary, we have identified some events that led

to a significant evolution of METFML or METFTM, whereas

the number of paths changed slightly. See nos. 2, 3, 4, 11, 12,

16, 17, 21, 23 in Table 5. We are, therefore, able to detect that

these particular events have an important influence on the

security of the system without significantly affecting the

number of paths between the attacker and the target.
Globally, we can see that the number of paths existing

between the attacker and the target is a measure that would

raise a significant number of alarms, among which some

may be relatively uninteresting. Moreover, not all important

security events would raise an alarm. Consequently, this

measure seems more difficult to use than METFML and

METFTM and it is less reliable.

3.6.3 METFTM and METFML

The measures METFML and METFTM exhibit an interesting

behavior, with stability periods separated by several

variations. As can be seen in Appendix A, each of these

variations can be related to a security-relevant event.

However, we can also see that METFTM cannot be

computed all the time, which is a main drawback, and that

METFML sometimes exhibits a delicate behavior in which it

shows an increase of the effort needed by the attacker to

reach the target when the number of paths between them

increases (behavior 2).
However, it seems possible to rely on METFML to reveal

the degradation of the security of the target and to react

adequately to the most significant security events (contrary

to the number of paths).
Among all the measures, METFTM seems to exhibit the

most plausible behavior. Additional work would be needed

to reduce the complexity of the algorithm used to compute

it and then to obtain the missing values for a complete

comparison with METFML.
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3.7 Comparison with Other Security Monitoring
Tools

Usually, tools dedicated to operational security analysis,
such as COPS or SATAN, limit their action to a direct
checking of the system that ends with a list of all the known
vulnerabilities present in it, possibly sorted in different
classes according to their severity. As the prototype
presented in this paper is heavily based on such tools (see
ASA description in Section 3.1), we gathered these data and
it is also interesting to compare the information provided on
security at the end of this first step of the prototype and
after the complete evaluation method is performed.

Fig. 7 plots the evolution of the number of known
vulnerabilities in the system during the whole experiment.
Fig. 8 shows the same results, but details the distribution of
the vulnerabilities audited among the various severity
levels considered.

First, we can note that a significant decrease in the total
number of vulnerabilities has been observed in the target
system on 4 December 1996. Some of these vulnerabilities,
those related to objectives 1 and 2, appear in event no. 79 of
Table 7. This evolution is due to a system wide operation
performed by the system administrators on this date on the
most sensitive configuration files of all system users in
order to enforce restrictive access rights. The purpose of this
action was to eliminate common user misconfigurations
accumulated in the system. This action was initiated after
the system administrators used some classical security
analysis tool, and reviewed their reports. However, we can
note that, even though many vulnerabilities were disabled,
a significant number of them remain. Furthermore, the

paths allowing a potential attacker to defeat either security
objective 1 or 2 were not particularly targeted and the
impact of this global operation on the security measures
presented in Fig. 5 and Fig. 6 is variable. Only METFTM

revealed a significant improvement for objective 2.
Second, if we were to use directly the information

provided by Fig. 7 or Fig. 8 to monitor the security of the
system, we can see that the number of alarms we would
face is very significant. In fact, each time a new security
event occurs in the system, we would be obliged to analyze
it precisely, even if it is a minor event, because we do not
know exactly its influence on the security objectives.
Probably, to reduce the number of alarms, one would try
to take into account the severity level of the new
vulnerabilities involved. However, we can see, by compar-
ing Fig. 8 and Fig. 5 and Fig. 6, that an evolution of the
number of severe vulnerabilities (level1 or level2)
present in the system and a decrease of the overall security
are not always correlated. Finally, we have seen previously
that global corrections do not automatically bring signifi-
cant improvements.

Of course, our intention is not to depreciate the value of the
results obtained by such automatic tools. It is an essential first
step to handle operational security monitoring and our
evaluation method is mostly based on the data provided by
these tools. However, and it is a well-known problem, the
number of alarms raised by such tools is significant and they
cannot always be taken care of easily. The evaluation
measures presented in the previous section enable the
security administrator to extract from all these variations
the ones that would really need reaction. Therefore, the
results obtained by our evaluation method are complemen-
tary to those derived from classical security analysis tools.

4 CONCLUSION

In this paper, we have presented an approach to the
quantitative evaluation of the security of operational
systems. The evaluation is based on a theoretical model,
called the privilege graph, which describes the system
vulnerabilities that may offer opportunities to potential
attackers to defeat some security objectives. We have studied
several modeling assumptions and discussed the validity of
these assumptions based on an experimental study per-
formed on a real system. Three different models are
discussed corresponding to three assumptions about the
attacker behavior: SP, TM, and ML. The experimental results
show that both assumptions TM and ML are satisfactory
because the behavior of the corresponding measures
provides useful feedback to the security administrators in
order to monitor the security of their system, i.e., evaluate
the impact of the system vulnerabilities on the security
objectives and identify the vulnerabilities which may lead to
security degradation. Unfortunately, the security measure
associated with assumption TM cannot always be computed
due to the complexity of the algorithm. On the other hand,
the computation of the measure related to assumption ML is
easier. However, these two measures correspond to different
assumptions on the attacker behavior. In an operational
system, both measures should be used when possible, and
any of their variation should be carefully analyzed. Finally, it
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is concluded that the shortest path, the number of

vulnerabilities and the number of paths are not sufficient

to characterize the operational security evolution.
The experimental results presented in this paper and

the modeling assumptions considered constitute a pre-

liminary investigation about the feasibility of security

evaluation of operational systems, taking into account

their dynamic evolution, and about the benefits of these

kinds of evaluations. Currently, work is in progress at

LAAS to extend the monitoring tools used in this
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Analysis of Security Events for Objectives 1 and 2, Events 1-28
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Analysis of Security Events for Objectives 1 and 2, Events 29-56
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TABLE 7
Analysis of Security Events for Objectives 1 and 2, Events 57-80



experiment to analyze a networked Unix system. Modern
systems contain many different interconnected computers
and each of these computers may exhibit local vulner-
abilities, e.g., associated with locally defined user
accounts. Global users accounts may still exhibit global
vulnerabilities available through numerous workstations.
Finally, the vulnerabilities related to networking func-
tionalities, as well as the trust relationships between the
different computers, are an important factor with an
increasing influence on the opportunities available to an
attacker. A new version of ESOPE currently provides a
convenient architecture for performing a detailed analysis
of a system composed of numerous workstations. This
architecture is based on a meta-object approach that
successfully provides distribution transparency, and
allows monitoring programs to execute on remote
computers with minor modifications. ESOPE also allows
the computation of the security measures presented in this
work. The integration of additional network-related
vulnerabilities will be addressed soon. A graphical user

interface based on the Amulet toolkit [15] is also currently

developed. An important issue that remains to be ad-

dressed is the extension of this tool to heterogeneous

systems, to take into account the vulnerabilities of different

operating systems. This tool will bring additional experi-

mental results concerning the security measures evolution

in such a complex computer system. Such results will help

to improve the accuracy of the measures considered in

order to improve our confidence in them. We hope this tool

will help the security administrators in better monitoring

the security of their systems.

APPENDIX A

DETAILED ANALYSIS OF SECURITY EVENTS

A detailed description of each cause of a major security

measure variation appearing in Fig. 5 and Fig. 6 is given in

Table 5, Table 6, Table 7 and Table 8. Not all the security

events that have occurred during the experiment are
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TABLE 8
Analysis of Security Events for Objectives 1 and 2, Events 81-97



addressed here. We only considered those that led to a
significant evolution of one of the measures. In this table,
�NP designates the absolute variation of the number of
paths, and �ML and �TM the relative variation of
METFML and METFTM. ªÐºmeans that the value was not
computable, and ª� 0º that the relative variation is less
than 0.5 percent.
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