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Outline

= Statement of the Problem

= The Context

= Experimental Data and User Viewpoint
= Managing Experiment Outcomes

= Concluding Remarks
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Background

= Typical Scenario

Activity Valid
Target Outr Error
System Signaling
Faults Invalid

s [he Attributes

The Workload The Readouts |
The Faultload The Measureme/nts
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Output Domain: Experiment Data
= Evaluation of the coverage of FT
mechanisms and of failure modes

s Detalled examination of the observation
and analysis of experimental outcomes

= Developer vs. End-user viewpoints

= EXperimentation: tedious, often costly,
time-consuming exercise

= How to enhance result usage:

—> Try to get the most out of it! ©
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About Fault Injection Research

= [arget System: an “ever moving target”

s Assessment of a fault-tolerant system
and of its FT algorithms & mechanisms

= Dependability Benchmarking:
Fair and reproducible comparison
of systems and components
wrt Dependability features

—> Disclosure of procedure and results
Repeat experiments for confirmation

The AMBER project Data Repository
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Experimental Data and User Viewpoint

= Weighting of Experimental Results

= Ordering and Severity
of the Observed Outcomes
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Conducting a Fl experiment (1/2)

= Clustering of data

Target System

# Faults 150 | 150 | 150 450
# Detections 100 110 140 350
Coverage (%) 67 73 93 78

Arlat & Moraes
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Conducting a Fl experiment (2/2)

= Clustering of data

Target System

# Faults 252 | 145 53 450

# Detections 198 | 125 27 350
Coverage (%) 79 86 51 /8
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Weighting of Experimental Results

= Clustering of data

<O

Target System

Failure rate = A, (h1)| 80 10° | 1510°| 510° | 10+

P{fault} = pf. (%) 100 | 110 | 140 | 100

pfi=A /E)Li Co= ECDMi x pfvi = 69%
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Ordering & Severity of Outcomes (1/2)
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Ordering & Severity of OQutcomes (2/2)
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EC: Error Code WA: WL Aborted 4: Detection, then Failure
XC: Exception  WI: WL Incorrect 5: Failure prior to Detection
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Ordering & Severity of OQutcomes (2/2)

End-user Viewpoint
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1 0 EC

EC: Error Code WA WL Aborted
XC: Exception  WI: WL Incorrect Responsiveness
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Managing Experimental Outcomes

= Planning the Experiments

= Collecting the Outcomes

Arlat & Moraes
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Planning the Experiments

= Fault Injection Experiments = Controled
Experimentation

= Interplay between Input and Output

Domains
@ Reset
A U R R .
N —3—
notification recovery wrong result
: J Ii ' Reset
_~\
5 W WA
_E >

wrong result

2011-04-27 Arlat & Moraes

14



LADC-2011

About Data and Timing Measurements

= TIming measurement usually quite
demanding

= Accuracy vs. intrusiveness [Freeze clock!]

Il System A
I System B

D

Notification

distribution 20
(%)

0-10ms 10-100ms L0Oms-1s  1-10s 10-100s L00-110s B
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Concluding Remarks

= Experiment data repository (e.g., AMBER)
very much useful and probably a “must”

= Perennial management: community,
orofessional Societies,...?

s Raw data should be documented to make it
parsable and exploitable by end-users

= Sharing data via relational database
—> petter analysis, manipulation & updating

From: “l have the feeling that it is (resp. not) working well

To: “l have evidence that it is (resp. not) working well”

2011-04-27 Arlat & Moraes 16



LADC-2011

The Way Forward

Combining Analytical and Empirical Approaches

Activity
(Workload)

Faults
(Faultload)
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Benchmark

Target(s)
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Processing J

Benchmark >
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Experimental J
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Thanks!

Several Colleagues and PhD Students:
= Yves Crouzet LAAS-CNRS (France)
= Tania Basso UNICAMP (Brazil)

= Afonso Araujo Neto, Naaliel Vicente Mendes,
Nuno Manuel dos Santos Antunes
University of Coimbra (Portugal)

UNICAMP Visiting Professor Program & FAEPEX:

Jean Arlat stay at FT, Limeira, Brazil (08 2010)
CAPES Post Doctoral Support Program:
Regina Moraes stay at LAAS-CNRS (02-07 2011)

RobustWeb (CAPES-COFECUB Program):
Eliane Martins UNICAMP
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" Thank you! Questions?
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