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Fault Models and Off-line/On-line Testing

m Historical Presentation based on Seminal Work Carried out
at LAAS-CNRS (1975-1980)

m Study Directed by Christian in the Frame of an Industrial
Research Contract and of My PhD

m First Work By Christian Devoted To Hardware Testing

m Fac Simile "Vintage” Slides from Christian and myself.. ©

Y. Crouzet, C. Landrault Design of Self-Checking MOS-LSI Circuits - Application to a Four-Bit Microprocessor
FTCS-9, Madison, Wisconsin (USA), June 1979, pp. 189-192

J. Galiay, Y. Crouzet, M. Vergniault Physical vs. Logical Faults Models in MOS-LSI Circuits - Impact on Their Testability
FTCS-9, Madison, Wisconsin (USA), June 1979, pp. 195-202.

Y. Crouzet Fault Models in Single Channel MOS Technology
1st European Workshop on Design for Testability, Sept. 29 - Oct. 1 1982, Toulon, France.



FAULT MODELS

IN MONOCHANNEL MOS TECHNOLOGY

—» FIRST PART OF A RESEARCH
AND DEVELOPMENT PROJECT

~
.........

PROJECT SPONSORED BY D.R.ET.

AIM OF THIS PROJECT

DESIGN OF LST CIRCUITS WITH ENHANCED TESTABILITY
. EASILY TESTABLES CIRCUITS

«SELF-TESTING CIRCUITS



REALIZATION OF EASILY-TESTABLE
OR SELF-TESTING CIRCUITS

—» KNOW LEDGE. OF THE FAULT MDDELS IS CRUCIAL

STUCK-AT : THE MOST OFTEN-CONSIDERED FAULT MODEL
—» SATISFACTORY FOR SMALL-SCALE INTEGRATION

—» QUESTIONABLE VALIDITY FOR LARGE - SCALE
INTEGRATIDN

TO REPLY TO SUCH A QUESTION

—» CHARACTERL ZATION OF LSY FATLURE MODE:-

AN ASET AF FATIED (TRCUTTS AT THF
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DRETAA

- CHARACTERIZATION OF THE FAILURES 4

L e - -
D — e —

LAUTOMATIC PRELOCALIZING SEQUENCE : START-SMALL APPROACH
.DIVIDED INTO SEVERAL SUBSEQUENCES
HIERARCHICAL SUCCESSION OF THE SUBSEQUENCES
DIRECT INSPECTION ON THE CHIP
PARAMETRIC  MEASURING
SCHMOO  PLOT
.VISUAL  INSPECTION
.POTENTIAL CARTOGRAPHY

.PUNCTUAL  ANALYSIS



RESULTS OF PRACTICAL ANALYSIS ¢”§;§4ﬂ

- FAILURES UNIFORMLY DISTRIBUTED ON THE WHOLE CHIP

SHORT BETWEEN METALLIZATIONS 39 %
CUT OF A METALLIZATION 14 7
SHORT BETWEEN DIFFUSIONS 14 7
CUT OF A DIFFUSION b2
SHORT BETWEEN METALLIZATION AND SUBSTRATE 27
INOBSERVABLE . 10 2
INSTGNIFICANT 15 %

REMARK : NO SHORT BETWEEN METALLIZATION AND DIFFUSION



'

il _:,,“ HL

..r_ ..:.!_ ) -guieh o0 4 0.8

‘.’u =%

T .J.

o'.hns..!!‘.i.'l

IWE ) TRAE WD) B8
- e

Lol 4 Bl )
~

- newan
(LY TR IRVETV Y

.
. _
el . -
;-e o —_— -~
i .:._.l; — L

1“

m L]
. .l.l.lu,i...l.--l..tl.. mﬁ
(s " ) ¢ QI (G YD D | P 'O ¢
PP e Gl L . U8 L “
T YLR + Ror T T I R |
.n.i.l.li.l.!ti.!ili.l.!li ”
I1BID IGEDINIB DB W S)IEIN RS e
¢iD*tlICIEK!E* BB MNPIBIR AR ..‘,







)

; .-..a 5 ‘o.- L] Y - - g o ) g ‘l
nh-va..-wuau!lun\q—;uml'ﬂﬂt"’-‘-"‘.‘“J‘ . |

S L : \ . D r
PO R SR W R LA T

el it Lt L

t..‘ Boegl B

- o o "
nwoans | Pt

) :——-—‘ - : « . -
I M TR OV WS reacTare 013 2P

T

11



DEFINITIONS

FAILURE. : PHYSICAL DEFECT ( SHORT, OFEN,
THRESHOLD VOLTAGE DRIFT

FAULT : LOGICAL MODEL OF A FAILURE

STUCK- AT : MODEL MOST OFTEN USE]

ERROR ¢ DEVIATION OF THE OUTEBUT WITH

REFERENCE TO THE CORRECT OPERATION



Vop

LOAD TRANSISTDR

OUTEVY

—ir SWITCH NETWORK

Vsg

GATE WITH CLASSICAL STRUCTURE

GATE WITH NON-CLASSICAL STRUCTURE
GATES WITH CLASSICAL STRUCTURE —> GENERAL RESULTS

TWO CASES ARE CONSIDERED :

. ELEMENTARY GATES (AND, 0R STRUCTURE )

. COMPLEX GATES  (AND-OR OR-AND STRUCTURE)
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FATLURES IN ONE ELEMENTARY GATE

—

NAND GATE

FAULT MODELS

OPEN 1 —= OUTPUT STUCK-AT 1

ANY INRUT STUCK-AT O
SHORT 2 —= INEUT C STUCK-AT 41

SHORT 3 —= INBUTS B,C STUCK-AT 1

ERROR MODELS
OPEN —> ERROR-AT 1
SHORT — ERRDR-AT O
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NOR GATE

FAULT MODELS

SHORT 41 — OUTEUT STUCK-AT O

ANY INPUT STUCK-AT 4
OREN 2 —= INRUT B STuck-AT 0O
OPEN 3 —> INBUTS BC STUCK-AT O

ERRDR MODELS

OBEN —> ERROR-AT 41

SHORY —= ERROR-AT 0O
15



PRETA4A
[1. CONSEQUENCES OF FAILURE MODES ~

1) ALL FAILURES CANNOT BE MODELLED BY STUCK-AT FAULTS

Vo .
I
& b—ca'* 4
-

; e
N B |

- ALL SHORTS OR CUTS OF ONE TRANSISTOR (4, 2)
— STUCK AT FAULTS

- SHORTS OR CUTS OF INTERCONNECTIONS BETWEEN
TRANSISTORS CANNOT BE MODELLED BY STUCK-AT FAULTS (3,4 )
~—>p MODIFICATION OF THE FUNCTION



2) INADEQUACY OF THE LOGICAL DIAGRAM DRET4A
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ELECTRICAL DIAGRAM 17



EXAMPLE : CHECKER 2-OUT-OF-4 CODE

X1 —.-
5= D

>< ><
£ W

1000 X X, 4{1100 1001 X
- S—| b

0L X, Xy {0110  0%0X,

V55 —= e Vss

CUT NOT TESTED

DEPENDING ON Xg AND X,

(ANDERSON)

TEST VECTORS (4)

X1 X X
1 1 0
0 1 1
0 0 1
1 0 0

CUT TESTED

DRET4A

8
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PREMA
[I1. GENERATION OF TEST SEQUENCES g

HOW TO APPROACH THE TEST SEQUENCE GENERATION PROBLEM ?

—_— . e

40 DIRECT CONSIDERATION OF ALL SHORTS AND CUTS :
PB : NCED TO KNOW THE ELECTRICAL REPRESENTATION

CUTS ——= FEASIBLE

+SHORTS —=> GREAT DIFFICULTIES BECAUSE OF
VERY  NUMEROUS POSSIBILITIES OF SHORTS
+SHORT EFFECT ANALYSIS GENERALLY DIFFICULT

FOR SOME SHORTS THERE EXISTS NON PRE-
ESTABLISHED TEST SEQUENCE

Lo PREVENTION OF SOME FAILURE POSSIBILITICS IS A MORE
REALISTIC APPROACH : EASILY TESTABLE APPROACH —= LAYOUT

RULES
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B) LAYOUT RULES AT THE GATE LEVEL DRETAR
40

VDD— R

X =
o
X

% :LOAD TRANSISTOR
X :COMMAND TRANSISTOR
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Fault Models and Fault Tolerance Testing

m Dependable Circuits and Systems
—> Fault-Tolerant Architectures

m Assessment of Fault Tolerance

m Formal Verification, Analytical Evaluation, ..
—> Empirical Approach: Fault Injection

21



Fault Tolerance .. and Coverage

Handling
dIi2gnoesis -
passivation = ‘Aﬁfﬂ[ﬁkmx '
Becenfiguraten =
= = =
(0N}
=Ny

FAILURE
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The Fault Injection Attributes: FARM

Fault
Tolerance
FT Target System Deficiencies
Propagated é
Errors Outp ut;‘

>

b
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The Fault Injection Techniques

system " DEPEND, REACT, ...
RT Level = ASPHALT, ...

Logical

Gate ™ Zycad, Technost, ...

Switch " FOCUS, ...

.

~

Compile-time
Software Mutation
m SESAME, G-SWFIT

|

communication "= ORCHESTRR

node

CoFFEE

debugger " FIESTA
task m» FIAT
executive "> Ballista, (DE)FINE,

MAFALDA-RT,

memory " DEF.I, SOFIT, ...

instr. set " FERRARI
rocessor "» Xception, ...

Built-in test devices
zalt (SCIFT) " FIMBUL

usimulation " SST ICs
FPGA-based F1 » FADES

Wide Range "™ MEFISTO, VERIFY.,...
TARGET| SYSTEM
imulation Prototypes
Model Real System
Logical & | gimylation- SW- /
M Information based Implemented
E
A .
Physical
N physical | Programmable (HWI)
- HW /Heavy—ions e FIST,. ..

EM perturbations " TU Vienna
Pins " MESSALINE, Scorpion,

DEFOR, RIFLE, AFIT, ...
\LASER beam

J
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The Fault Injection Techniques

system "» DEPEND, REACT, ...
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Logical
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CoFFEE

debugger " FIESTA
task m» FIAT
executive "> Ballista, (DE)FINE,

MAFALDA-RT,

memory " DEF.I, SOFIT, ...

instr. set " FERRARI
rocessor "» Xception, ...

Built-in test devices
zalt (SCIFT) " FIMBUL

usimulation " SST ICs
FPGA-based F1 » FADES

Wide Range » MEFISTO, VERIFY....
TARGET| SYSTEM
imulation Prototypes
Model Real System
Logical & | gimylation- SW- /
M Information based Implemented
E
A :
Physical
N physical | Programmable (HWI)
- HW /Heavy—ions e FIST,. ..

EM perturbations " TU Vienna
Pins " MESSALINE, Scorpion,

DEFOR, RIFLE, AFIT, ...
\LASER beam

J

25



Target System Levels and Fault Pathology

)

)

- O O)=— O

1 OO0 >—-= 00
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Target System Levels and Fault Pathology

- O O)=— O

1 OO0 >—-= 00
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FI Experiments on MARS: Dual Objectives

B Extensive Assessment of the "Building Block” of the VUT
MAintainable Real-time System (MARS) FT Architecture:
the Fail-Silent Node

B Compare the 4 Fault Injection Techniques Considered
(Heavy-lon Radiations, PIn-Forcing, EMI and Compile-Time SWIFI)

<

Shadow

noqge I | I l
FTU Y Node 1
\ Node 0 —= |

I~

Redundant
Real-Time Bus

Communication
Unit
(68070 + MMU)

Application
Unit
(68070 + MMU)

J. Arlat, Y. Crouzet, J. Karlsson, P. Folkesson, E. Fuchs, G. H. Leber PI F
Comparison of Physical and Software-Implemented Fault Injection Techniques
IEEE TC, 52 (9), pp.1115-1133, September 2003
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The Fault Injection Techniques

® Heavy-Ion Radiation (HIR) ® Electro-Magnetic Interference (EMI)
+ Reachability (Internal IC faults) + Flexibility (adaption to several systems)

Irradiated IC A/CF'252 Source EMI Probe

I\:J | l L:j L= @ o

Target IC v

- \ N M -

i uis Burst : :
[TTTTTTTET T Shutter Generator
Plates

® Pin-level Injection by Forcing (PIF) e Software-Implemented Fault Injection

+ Controllability (Compile Time)
(distribution among ICs, timing) + Ease of application

29



The Testbed

Dual CPU
Appl. & Comm. Local Area Network
[ ) Status
MARS Node UNIX Workstation »w S
APPL. o f—mete R Injectors _ _ _ _
comMM | A g ‘%- Heavy lons (Chalmers UT)
‘ Pin Forcing (LAAS-CNRS)
L Egﬁnr N‘i'ata_ f\gg"l—daté} EM Interference: (TU Vienna)
= unt unt _SWIFI code & data (TUVienna)
Gateway G Injection . Control )
Faults é
A 2k A *
RS232 Target AL 7 RS232 k
RQQCQD IC
Power |« ALS ggftf%l:t
| | | L]
= : . o : . — : . —
Data Generator Golden Node N-U-T Camparison Node
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The Error Detection Mechanisms (EDMs)

mlevel 1 — Hardware

& CPU: Bus Error, Address Error, Illegal Opcode, Privilege Violation,
Zero Divide, efc.

¢ NMI: W/D Timer, Power, Parity, FIFO Mngmt, Memory Access,
NMI from other Unit, etc.

mlevel 2 — Software

¢ Operating System (OS): Processing time overflow, various assertions
in the OS, efc.

¢ Compiler Generated Run-Time Assertions (CGRTA): Value range
overflow, efc.

mLevel 3 — Application
¢ Message Checksum
¢ Double Execution (Checksum Comparison)

31



Error Distributions

[All Error Detection Mechanisms Enabled]

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Hardware Software Application [1 other Unit No Error [] Fail Silence
L— Error Detection Mechanims —— Information Violation




Detailed Contribution of HW EDMS

[All EDMs Enabled]

80% | _Non Supported
: - — Exceptions

60% |

40%

__ Predefined
CPU Exceptions |

20% | ]

0% | s . . . .
SWD SWC EMI PIF HIR




Some Lessons Learned
about the Fault Injection Techniques

Properties “ Heavy-lon

Pin Forcing EMI CT SWIFI
Reachability high medium medium low to medium
Controllability low high low high
wrt Space
Controllability none low to medium low medium to high
wrt Time
Repeatability none to low medium to high none to low high
Reproducibility medium to high high low high
Non Intrusiveness low medium high high
Time measurement || low to medium high low medium to high
Efficacy high high high low
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About Fault Model Representativeness

Essential with respect to
m Off-line Testing —> Actual Manufacturing Defects

m Design of Fault-Tolerant Circuits and Systems
—> Operational faults

m Assessment of the Fault Tolerance

Many Valuable Efforts and Progress made...
But, Still a Challenging Issuel
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