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Fault Models and Off-line/On-line Testing 

  Historical Presentation based on Seminal Work Carried out  
at LAAS-CNRS (1975-1980)   

  Study Directed by Christian in the Frame of an Industrial 
Research Contract and of My PhD 

  First Work By Christian Devoted To Hardware Testing 

  Fac Simile “Vintage” Slides from Christian and myself…   

Y. Crouzet, C. Landrault   Design of Self-Checking MOS-LSI Circuits - Application to a Four-Bit Microprocessor 
FTCS-9, Madison, Wisconsin (USA), June 1979, pp. 189-192 
J. Galiay, Y. Crouzet, M. Vergniault   Physical vs. Logical Faults Models in MOS-LSI Circuits - Impact on Their Testability 
FTCS-9, Madison, Wisconsin (USA), June 1979, pp. 195-202. 
Y. Crouzet   Fault Models in Single Channel MOS Technology 
1st European Workshop on Design for Testability, Sept. 29 - Oct. 1 1982, Toulon, France.  
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Fault Models and Fault Tolerance Testing 

  Dependable Circuits and Systems  
              —> Fault-Tolerant Architectures 

  Assessment of Fault Tolerance 

  Formal Verification, Analytical Evaluation, … 

   —> Empirical Approach: Fault Injection  
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The Fault Injection Techniques 
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FI Experiments on MARS: Dual Objectives 
  Extensive Assessment of the "Building Block" of the VUT 

MAintainable Real-time System (MARS) FT Architecture:  
the Fail-Silent Node 

  Compare the 4 Fault Injection Techniques Considered 
(Heavy-Ion Radiations, PIn-Forcing, EMI and Compile-Time SWIFI) 
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J. Arlat, Y. Crouzet, J. Karlsson, P. Folkesson, E. Fuchs, G. H. Leber 
Comparison of Physical and Software-Implemented Fault Injection Techniques 
IEEE TC, 52 (9), pp.1115-1133, September 2003 



© J. Arlat — LAAS-CNRS — 2008
 29 

The Fault Injection Techniques 
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The Testbed 
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The Error Detection Mechanisms (EDMs) 

  Level 1 — Hardware  
 CPU: Bus Error, Address Error, Illegal Opcode, Privilege Violation,  

      Zero Divide, etc. 
 NMI: W/D Timer, Power, Parity, FIFO Mngmt, Memory Access,  

       NMI from other Unit, etc. 

  Level 2 — Software 
 Operating System (OS): Processing time overflow, various assertions 

in the OS, etc. 
 Compiler Generated Run-Time Assertions (CGRTA): Value range 

overflow, etc. 

  Level 3 — Application 
 Message Checksum 
 Double Execution (Checksum Comparison) 
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Error Distributions 
[All Error Detection Mechanisms Enabled] 
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Detailed Contribution of HW EDMS 
[All EDMs Enabled] 
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Some Lessons Learned  
about the Fault Injection Techniques 

Properties Heavy-Ion Pin Forcing EMI CT SWIFI 
Reachability 

Controllability 
wrt Time 
Repeatability 

Non Intrusiveness 
Reproducibility 

Time measurement 
Efficacy 

Controllability 
wrt Space 
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About Fault Model Representativeness  

Essential with respect to  
  Off-line Testing —> Actual Manufacturing Defects 

  Design of Fault-Tolerant Circuits and Systems  
—> Operational faults 

  Assessment of the Fault Tolerance 

Many Valuable Efforts and Progress made… 
                          But, Still a Challenging Issue! 
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