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Paradigm shift towards wireless control archltectures

DO NOT TOUCH
ANY OF THESE
WIRES

“Removing cables undoubtedly saves cost, but often the real cost gains lie in the radically
different design approach that wireless solutions permit. [...] In order to fully benefit from
wireless technologies, a rethink of existing automation concepts and the complete design

and functionality of an application is required.” Jan-Erik Frey, R&D Manager ABB




Wireless Control Network

A collection of cooperating algorithms (controllers) designed to achieve
a set of common goals, aided by interactions with the environment

through distributed measurements (sensors) and actions (actuators)
exchanged via a wireless communication network /; w7
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Opportunities vs scientific challenges with Wireless Control Networks

Lower costs, easier installation

e Suitable for emerging markets

Broadens scope of sensing and control

» Easier to sense/monitor/actuate: opens new application domains
Compositionality

* Enables system evolution via composable control loops

Runtime adaptation and reconfiguration

* Control can be maintained in response to failures and malicious attacks

Complexity

» Systems designers and programmers need suitable abstract models to hide the
complexity from wireless channels and communication protocols

Reliability

* Need for robust and predictable behavior despite wireless non-idealities

Security

* Wireless technology is vulnerable: security mechanisms for control loops
Take into account communication protocol dynamics
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Control loop over a P2P wireless network

* Sensing and actuation data are relayed via the protocol stack layers

Plant control law

(e.g. PID, MPC) \q
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Control loop over a P2P wireless network

* Sensing and actuation data are relayed via the protocol stack layers

* Inclassical control theory communication stack and medium are considered as
generic disturbances in the controller design

Plant control law
(e.g. PID,MPC) = ] u®=f@K) | - - =-=—=—======= ==



Control loops over a P2P wireless network

* Sensing and actuation data are relayed via the protocol stack layers

* In classical control theory communication stack and medium are considered as
generic disturbances in the controller design

* Several feedback control mechanisms within separate layers

Intra-layer control loops

Plant control law
(e.g. PID,MPC) = | u®=fFk) |- - =-===== === ===

TCP congestion control
(e.g. Tahoe, Reno, Cubic)
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Control loops over a mesh wireless network

Wireless
network

Network
~
[ Data/Link

eeeee

eeeee

eeeee
-
& o—
—

eeeee

Borderline between control over network
and control of network disappears



Control Ioops over a mesh W|reless network

leferent perspectives in terms of

* Time-scales
* Mathematical setting
* Performance metrics
. Constramts & non-idealities
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Control-aware networking and communication

Modify network protocols and radio links for better real-time control
performance

Control specification

@ Control loop

Wireless




Control-aware networking and communication

Modify network protocols and radio links for better real-time control

performance

[Park et al 2011], [Fischione et al 2009], ...
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Network-aware control

Modify control algorithms to cope with communication imperfections
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_—— T~

I_ Session t 1 Session
Presentation Presentation
A Network * a
I: Transport t non-idealities 2'( Transport N
I: Network t 1 Network
Data/Link Data/Link

Wireless

((




Network-aware control

Modify control algorithms to cope with communication imperfections

[Seiler&Sengupta 2001], [Jacobsson et al. 2004], [Sinopoli et al 2004], [Elia 2005],
[Imer et al 2006], [Braslavsky et al 2007], [Gupta et al 2007],
[Hespanha et al 2007], [Schenato et al 2007],

[Heemels et al 2011, 2012], [Chiuso et al 2014], ...
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Co-design

Joint design of the control algorithm and the network protocol
configuration
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Co-design
Joint design of the control algorithm and the network protocol
configuration

[Park et al 2011], [Mesquita et al 2012], [Pajic et al 2012],
[Antunes&Heemels 2013], [D’Innocenzo et al 2013], ...

Control specification

Controller &
network
co-design




Cross-layer adaptation & optimization

Desirable signalling between communication layers to improve
overall performance




Cross-layer adaptation & optimization

Desirable signalling between communication layers to improve

overall performance

Example: exploit plant and network feedback to decide actuation signal and power

[D’Innocenzo et al 2012], [Gatsis et al 2013], ...
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Cross-layer adaptation & optimization

Desirable signalling between communication layers to improve

overall performance
Example: exploit plant and network feedback to decide actuation signal coding
[Tatikonda&Mitter 2004], [Nair et al 2007], [Quevedo et al 2010], ... ¥
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Cross-layer adaptation & optimization

Desirable signalling between communication layers to improve
overall performance

Example: exploit plant and network feedback to decide actuation signal and access
to channel g
[Xu&Hespanha 2004], [Cogill et al 2007], [Li&Lemmon 2011],
[Tabuada 2007], [Molin&Hirche 2009], [Rabi&Johansson 2009],
[Anta&Tabuada 2010], [Donkers et al 2011],...
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Cross-layer adaptation & optimization

Desirable signalling between communication layers to improve

overall performance
Example: exploit plant and network feedback to decide actuation signal and routing
[Mesquita et al 2012], [Jungers et al. 2014], . % )f‘?\ e
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Opportunities vs scientific challenges with Wireless Control Networks

Lower costs, easier installation

e Suitable for emerging markets

Broadens scope of sensing and control

» Easier to sense/monitor/actuate: opens new application domains
Compositionality

* Enables system evolution via composable control loops

Runtime adaptation and reconfiguration

* Control can be maintained in response to failures and malicious attacks

Complexity

» Systems designers and programmers need suitable abstract models to hide the
complexity from wireless channels and communication protocols

Reliability

* Need for robust and predictable behavior despite wireless non-idealities

Security

* Wireless technology is vulnerable: security mechanisms for control loops
Take into account communication protocol dynamics



Role of communication in cyber-physical security research?

Y. Zacchia Lun, A. D’Innocenzo, I. Malavolta and M.D. Di Benedetto. Cyber-Physical Systems
Security: a Systematic Mapping Study. Submitted for publication, preprint on arXiv.

ymposium on Security and Privacy
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Experimental Security Analysis of a Modern Automobile

Pacemakers and Implantable Cardiac Defibrillators:
Software Radio Attacks and Zero-Power Defenses

Stuxnet
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Abstract—Modern automobiles are no longer mere mechan-
ical devices; they are pervasively monitored and controlled by
I computers coordinated via internal vehicular
networks. While his ransformation s diven malor advance,
ents in efficiency and safety, it has also introduced a range of
new potential risks. In this paper we experimentally evaluate
these issues on a modern automobile and demonstrate the
fragility of the underlying system structure. We demonstrate
any Electronic
Control Unit (ECU) can leverage this abilty to completely
al systems. Over o
ange o iments, both in the lab and in road tests, we
nem..nmu the ability to adversarially control a wide range
notive functions and complecly inore dever input—
nnlullmg diabing the brakes,seectivly braking individul
ing the engine, an

vy n is pmm " e rudimentary nmm xcunl)

pr
our car’s two internal subnets. We also pruenl mmpmm
attacks that

e ol in 2 e el wat an
that will completely erase any evidence of its presence after a
consh. Looking forwas, we dicussthe complex chalnges

these vulnerabilities while considering the existing
vt ecosystem.

Keywords—Automobiles, communication smmnds, commu-
nication system security, computer security, data

L INTRODUCTION

Through 80 years of mass-production. the passenger au-
d

ar user interface of steering wheel, throtile, gearshift,
and brake. However, in the past two s the underlying
control systems have changed dramatically. Today’s automo-
bile is no mere mechanical device, but contains a myriad of
computers. These computers coordinate and monitor sensors,
components, the driver, and the passengers. Indeed, one
recent estimate suggests that the typical luxury sedan now
contains over 100 MB of binary code spread across 50-70

independent computers — Electronic Control Units (ECUs)
in automotive vernacular n communicating over one
or more shared internal network buses [81, [13].

While the automotive industry has always considered
safety a critical engineering concern (indeed. much of this
new software has been introduced specifically to increase
safety, e.g.. Anti-lock Brake Systems) it is not clear whether
vehicle manufacturers have anticipated in their designs the
possibility of an adversary. Indeed, it seems likely that this
increasing degree of computerized control also brings with

opl
vices and communications features are incorporated into
vehicles. In the United States, the federally-mandated On-
Board Diagnostics (OBD-II) port, under the dash in vir-
twally all modern vehicles. provides direct and standard
access to internal automotive networks. User-upgradable
subsystems such as audio players are routinely attached to

these same internal networks, as are a variety of short-
range wireless devices (Bluetooth, wireless tire pressure
sensors, etc.). Telematics systems, exemplified by General
Motors’ (GM's) OnStar, provide value-added features such
as automatic crash response, remote diagnostics. and stolen
vehicle recovery over a long-range wireless link. To do
so. these telematics systems integrate internal automotive
sub:yslems with a remote command center via a wide-
area cellular connection. Some have taken this concept
even further — proposing a “car as a platform” model for

lications [22] while Ford me..uy announced that it will
open s Sync telematics system as a platform for third-party
applications [14]. Finally, proposed future vehicle-to-vehicle
(V2V) and vehicle-to-infastructure (V2X) communications
systems [S1. [6]. [7]. [25] will only broaden the attack
surface further.

Appears in 2010 IEEE Symposium on Security and Privacy. See http://www.autosec.org/ for more information. 1

Abstract—Our study analyzes the seeurity and privacy prop-
erties of an implantable cardioverter defibrillator (ICD). Tntro-
duced to the US. market in 2003, this model of ICD includes
nd i desgned
mu. & nearby &xlmml progran the 175 kHz frequency
. After partiall ngineering the 1CD's commun.
ot prtona il oscilloscope and a software radio, we
implemented. sevral sotvare radio-based. atacks that could
compromise patien and patient privacy. Motivated by
our et 10 ko patent s, and simdfuy of comenionat
radoff etwoen serity s orer conption ot resource-
constrained we introduce three new zero-power defenses
s on RE powex harvesing. Two o the detence are hman
centri, bringing patints into the loop with respect t the security
and privacy of their implantable medical devices (IMDs). Our
contributions provide a scientific bascline for understanding the
potential security and privacy risks of current and future IMIDs,
and introduce human-perceptible and zero-power mitigation
fechniques tha dres hos ik o he best o ur knowiedgs
this paper is the first in our community to use
Soltware Fadios 0 analyae and attack previously anknown radio
communications protocols.

L INTRODUCTION

Witelessly reprogrammable implantable medical devices

(IMDs) such as pacemakers, implaniable cardioverier defibril-

lators (ICDS), neurostimulators, and implantable drug pumps

use embedded computers and radios to monitor chronic dis

ders and treat patients with automatic therapies. For instance,
a rapid heartbeat can administer an elec-

trical shock o restore a normal heart rhythm, then later report

*Comesponding faculy authors:
+ Kevin Fu, Medical Device Security Center, Deparment of Computcr
Science, Univensity of Mussachusetts Amberst, 140 Governors Drve,
mhest, Massachusets 01003 (xovin futcs . umass

eau):

e Since and Enginein, Univesy of Wihingaon, B 352350
i

this event 0 a health are praciioner who uses o conmercial
device pmgrammer' with wireless capabilities t0 extract data
from the ICD or modify its settings without surgery. Between
1990 and 2002, over 2.6 million pacemakers and 1CDs were
implanted in patients in the United States [19]; clinical trials
have shown that these devices significantly improve survival
rates in certain populations [18]. Other research has discussed
potential security and privacy risks of IMDs [1]. [10]. but we
are unaware of any rigorous public investigation into the ob-
servable characteristics of a real commercial device. Without
such a study, it is impossible for the research community to
assess or address the security and privacy properties of past
current, and future devices. We address that gap in this paper
and, based on our findings. propose and implement several

tack-mitigation techniques
jgation was motivated by an interdiscipli
study of medical device safety and securiy, and tlied on
a divese team of sts. Team members from
!I\e security and pnwuy community have formal training
or ng, and clectrical

engincering. e One team member o the medica communs y
is  practiing cardiologist with undreds of paceker and
implantable_defibrillator s past chairperson
of the FDA's Circulatory Sy:lcm Vidio bovice Advisory
Pancl. Our technical contributions toward understanding and
improving the securiy, privacy, and safety of these devices
include: analyses: otvine o bsed methodol fologies: and
human-perceptible and zero-power (battery-free) defenses.

Overview of contributions. We assess the security and pri-
vacy properties of a common ICD and present attacks on
privacy, integrity, and availability. We show that the ICD
discloses senstve nformaton in the ear (wnncyptd)
we demonsrate a_ reprogramming attack that changes the
aperation of (and the nformation contained in the 10D and

e reader shold ot confuse th term “device programmer” with  person

i ecur ne.
s e . b i cach pacpats oy
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Sockty

housands of new mal-
ware appear in the wild
daily. Most are evolution
ary variants of existing
families and don't have a widespread
impact. However, occasionally a
noteworthy new piece of malware
will change the security landscape
For example, the 1988 Morris attack
showed that an aggressive worm
could bring down a substantial part of
the Arpanet, and the 2005 SQL Slam.
‘mer attack demonstrated that a simple
user datagram protocol (UDP)-based
worm could create devastating net-
work congestion
Stuxnet is teaching the secu:
rity community new lessons. Since
VirusBlokAda discovered the Win-
dows worm in Belarus in July 2010,
researchers have studied it intensely.
‘They believe Stuxnet spread for sev-
eral months before discovery and

vulnerabilities—an unusually high
number. The code is approximately
500 Kbytes and written in multiple
languages. As a reference, the SQL
Slammer worm was 376 bytes: the
Code Red worm was approximately
4 Kbytes: the Nimda worm was 60
Kbytes: and variants of the Zeus bank

lines, refineries. and power plants. It
attacks Windows PCs that program
specific Siemens programmable logic
controllers—specialized comput-
ers that control automated physical
processes, such as robot arms, in
common industrial control systems.
PLCs can have elaborate inputloutput
i

ing 150

Kbytes. Virtually all malware is less
than 1 Mbyte.

Based on Stuxnet’s code. experts
have speculated on its creators and
intention. Its sophistication sug-
gests that the creators had detailed
Knowledge of its target and access
to immense resources. perhaps with
government backing, Its choice of tar-
getsalso suggests a political motive.

TARGET SELECTION
Unlike most malware, Stuxnet tar-
gets industrial control systems, which

that it has already its
intended target.

in different physical environments
‘They often have sensors on the inputs
(for example, for temperature). and
the outputs typically operate equip-
ment such as motors, switches, and
relays

Stuxnet targets vulnerable PCs run-
ning WinCCfStep 7 control software,
which is normally used to program
PLCs. When an infected PC connects
to a Siemens Simatic PLC, Stuxnet
installs a malicious dll file. replac
ing the PLCs original .dIl file. The
‘malicious dll file lets Stuxnet moni-

As Table 1 shows, Stuxnet differs

from past malware in several ways.
First, most malware tries to infect as

many computers as possible, whereas

Stuxnet appears (o target industrial

control systems and delivers its pay

load under very specific conditions.
Second, Stuxnet is larger and more

complex than other malware. It con-

tains exploits for four unpatched

, bly | tor and intercept all communication
Table 1. Stuxnet’s novel characteristics.
Aspect Stuxnet Common malware
Targeting Extremely selective Indiscriminate
Type of target Computers
Size. 500Kbytes Lessthan 1 Mbyte
vector
Exploits Fourzero-days Possibly one zero-day

0018-9162/11/526.00 © 2011 IEEE
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Role of communication in cyber-physical security research?

Y. Zacchia Lun, A. D’Innocenzo, I. Malavolta and M.D. Di Benedetto. Cyber-Physical Systems
Security: a Systematic Mapping Study. Submitted for publication, preprint on arXiv.

A systematic mapping study is a research methodology intended to provide an unbiased,
objective and systematic instrument to identify, classify, and analyze existing research on a
specific research area: cyber-physical systems security in our case.

K. Petersen, S. Vakkalanka, and L. Kuzniarz, “Guidelines for conducting systematic mapping

studies in software engineering: An update,” Information and Software Technology, vol. 64,
pp. 1-18, 2015
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Experimental Security Analysis of a Modern Automobile

Pacemakers and Implantable Cardiac Defibrillators:
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‘They often have sensors on the inputs
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centric, bringing patients into the loop with respect to the aeﬂnll! assess or address the sccurity and privacy propertics of past,
and privacy of their implantable medical devices (IMDs). Our oo g it S e o B B e
contributions provide a scientific baseline for understanding the " 5 s that gap in this pape

of automtiv funcions and completely ignoe driver input — Compounding this issue, the attack surface for modern
ively
iles

automobi growing swiftly as more sophisticated ser-

inching mnlﬂmg the brakes, sdc akin individual
ing the

vy n is pmm " e md.mnm, ..mmk xcnnl)
the

Sur car’s two Internal subneis. We also present compasite
attacks that everage ndividual weaknesss,including an atack
hat embeds mallous code in & car’s felematics unit and
that will compleely erase any evidence of s presence ater a
crash. Looking forward, we discuss the complex challenges in
addresing these vulnerabiltes whie considering the existing
Sutomotive ecosystem.

Keywords—Automobiles, communication stanc
nication system security, computer security, data buses.

L INTRODUCTION

Through 80 years of mass-production. the passenger au-
in

familiar use
ind brake, However,in the st two decaudes the underlying
control systems have changed dra ly. Today’s automo-
bile is no mere mechanical device, but contains a myriad of
computers. These computers coordinate and monitor sensors,
components, the driver, and the passengers. Indeed, one
recent estimate suggests that the typical luxury sedan now
contains over 100 MB of binary code spread across 50-70

vices and communications features are incorporated into
vehicles. In the United States, the federally-mandated On-
Board Diagnostics (OBD-II) port, under the dash in vir-
tually all modem vehicles, provides direct and standard
access to internal automotive networks. User-upgradable
subsystems such as audio players are routinely attached to
these same internal networks, as are a variety of short-
range wireless devices (Bluetooth, wireless tire pressure
sensors, etc.). Telematics systems, exemplified by General
Motors’ (GM's) OnStar, provide value-added features such
as automatic crash response, remote diagnostics. and stolen
vehicle recovery over a long-range wireless link. To do
so. these telematics systems integrate internal automotive
subsystems with a remote command center via a wide-
area cellular connection. Some have taken this concept
even further — proposing a “car as a platform” model for
third-party development. Hughes me.mum has described
plans for developing an “App Store” for automotive ap-
plications [22] while Ford mgﬁml) " nounced that 1t sl
open its Sync telematics system as a platform for third-party
applications [14]. Finally, proposed future vehicle-to-vehicle
(V2V) and vehicle-to-infastructure (V2X) communications
systems [51, [6]. [7], [25] will only broaden the attack
surface further.

Appears in 2010 IEEE Symposium on Security and Privacy. See http://www.autosec.org/ for more information. 1

potential security and privacy risks of current and future
I introduce. human-perceptible and. zero-power mitigaion
techniques that address those risks. To the best of our knowledge,
this paper is the first in our community to use general-purpose
Software radios to analyze and attack previously unknown radio
communications protocols.

L INTRODUCTION

Wilewly repogrummable inplatable medial devices
(IMDs) such as pacemakers, implantable cardioverter defibril-
lators (ICDS), neurostimulators, and implantable drug pumps
use embedded computers and radios to monitor chronic disor-
ders and treat patients with automatic therapies. For instance,
an ICD that senses a rapid heartbeat can administer an clec-
trical shock o restore a normal heart rhythm, then later report
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based on our findings, propose and implement several
prototype attack-m

estigation was motivated by an interdisciplinary
of medical device safety and securiy, and telied on
a diverse team of area spe Team members  fror

{he secority and prvacy community have formal waining
in computer s ng, and clectrical
engineering. One team member from the medical community
i 5 practicin canfologit ith hundreds of pacenaker and
implantable defibrillator patients and was past chairpe

of the FDA'S Circlatory System Medical bevice Advisery
Pancl. Our technical contributions toward understanding and

improving the security, privacy, and \um of these devices
include: analyses: software ethodologies; and
human percaptbl and ero-power (batery ree) dofenses

Overview of cotributions We ases the scuriy and pi
vacy properties of 2 common ICD and present attacks on
vy, gty and avalabit. W show that the 1CD
ive informaion in the clesr (wencrypicd:
we demonsrate 4. reprogrammin;
operation of (and the information py .m he 10D b

Ihe eader should o confss he rm i prorammer” i peson

dditionsl bttt/ fun. secus S
1 Co-suadent Ieads listd in alphabetical order: cach pariipated equall.

978-0-7695-3168-7 /08 525,00 © 2008 [EEE
DOL10.1109/SP.2008.31

The former
Wilh o st stings on  IMD.

129 @ computer

Sockty

‘mer attack demonstrated that a simple
user datagram protocol (UDP)-based
worm could create devastating net-
work congestion

Stuxnet is teaching the secu:
rity community new lessons. Since
VirusBlokAda discovered the Win-
dows worm in Belarus in July 2010,
researchers have studied it intensely.
They believe Stuxnet spread for sev-
eral months before discovery and

have speculated on its creators and
intention. Its sophistication sug-
gests that the creators had detailed
Knowledge of its target and access
to immense resources. perhaps with
government backing, Its choice of tar-
getsalso suggests a political motive.

TARGET SELECTION
Unlike most malware, Stuxnet tar
getsindustrial control systems, which

that it has already its
intended target.

the outputs typically operate equip-
ment such as motors, switches, and
relays

Stuxnet targets vulnerable PCs run-
ning WinCCIStep 7 control software,
which is normally used to program
PLCs. When an infected PC connects
to a Siemens Simatic PLC, Stuxnet
installs a malicious dll file. replac
ing the PLC's original .dll file. The
‘malicious dll file lets Stuxnet moni-

rable 1 shows, Stuxnet differs

from past malware in several ways.
First, most malware tries to infect as

many computers as possible, whereas

Stuxnet appears (o target industrial

control systems and delivers its pay
load under very specific conditions.

Second, Stuxnet is larger and more
complex than other malware. It con-

tains exploits for four unpatched

fact bly | tor and intercept all communication
Table 1. Stuxnet’s novel characteristics.
Aspect Stuxnet Common malware
Targeting Extremely selective Indiscriminate
Type of target Computers
Size. 500Kbytes Lessthan 1 Mbyte
vector
Exploits Fourzero-days Possibly one zero-day

0018-9162/11/526.00 © 2011 IEEE

Published by the IEEE Computer Society
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Search strategy
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Publication trends

Distribution of primary studies over the years*

| 9(9.38 %)

Publication v o Cornell University | #Studies
University of California Berkeley | | 8 (8.33 %)
IEEE Transact KTH Royal Institute of Technology | | 19 (16.10%)
IEEE Confere: University of Pennsylvania | | 7 (7.29 %) 11 (9.32%)
IEEE Transact University of lllinois at Urbana—Champaign | | 9 (7.62%)
American Cor Carneglg Melllon University | | 6(6.25 %) 6 (5.08%)
University of Houston | |
IEEE Journal ¢ University of California Los Angeles [ ] 4 (4.17 %) 6 (5.08%)
IEEE Confere: University of California Riverside [ | 6 (5.08%)
International Shanghai Jiaotong University [ | 4(3.38%)
: Texas A&M University [ ]
(HiCoNS)
‘ Massachusetts Institute of Technology [ |
IEEE Control: . o 3 (2.54%)
Purdue University [ | 3(3.12%)

Global Comm California Institute of Technology [ | 3 (2.54%)
IEEE Transact Peking University [ | 3 (2.54%)
IEEE Transact University of Toronto [ ] 3 (2.54%)
Automatica University of California‘ at Santa Barbgra [ ] 2 (1.69%)
ACM S Princeton University [ | > (1.69%)

.ympos Chalmers University of Technology [ | P70
Security (ASIHong Kong Univ. of Science and Technology [ 2 (2.08 %)
Cyber Physice - 2 (1.69%)
International , . . __ _ __._____________ 0 2 4 6 8§ _10_12 | 2(1.69%)
TOTAL - 81 (68.64%)

(*) partial data for 2015




Characteristics and foc

Generic linear
dynamical
systems; 28

(Unmanned) aerial systems [l 5

Linear dynamical systems in... [l 4

Generic dynamical systems [l 4

Building automation (e.g. HVAC) F 1

us of research: application fields

(Unmanned) ground vehicles ¥l 6

Irrigation and water supply [l 5

0

Power transmission
Electricity market
Power distribution

Power generation

Any combination of the...

10 20 30 40 50

10 20 30 40 50



Characteristics and focus of research: security attributes

Integrity

76 (64.4%)

~——_Confidentiality
11 (9,3%)
9(7,6%) 2

12(1002%) 7

Availability



Characteristics and focus of research: controllers

Studies focusing on state estimation usually do not examine at all the controller.

In fact, in 82 (69,49% of 118 selected) studies the controller is not available.

Some of the remaining 36 studies consider more than one controller at once.

Novel
Sliding mode

Proportional-integral-derivative

Hoo (minimax)
Linear time-invariant feedback
Linear-quadratic regulator

Event-triggered & self-triggered




Attacks and their characteristics

Attack at physical layer
Zero dynamics attack
Topology poisoning attack
Switching attack

Reply attack

Packet scheduling attack
Load redistribution attack
Load altering attack

Leverage point attack

Generic deception attack
False Data Injection attack
Eavesdropping

Denial of Service (DoS) attack
Data Framing attack

Covert attack

Bias injection attack




Communication aspects and network-induced imperfections

Surprisingly, 100 out of 118 studies (i.e., 84,75%) do not explicitly consider any
communication aspect or imperfection, while only 6 studies (i.e. 5,08%) address
more than one aspect.

Synchronisation errors
Limited bandwidth
Packet loses and desorder
Variable Latency
Time-varying sampling

Routing

Transmission Scheduling

Error control coding

Surprisingly, very few papers (attempt to) provide non-trivial mathematical models
of the communication protocol, which indeed is a fundamental actor of almost any
CPS. In particular, only in 2 works a specific standard for communication is
explicitly considered in the CPS mathematical model.



Co-design over time-triggered communication protocols

Challenge: Co-design the control algorithm
and the communication protocol

Session

Presentation

Transport
A, \rgm
Network WirelessHART
Data/Link '
TTTTTTTTToTTmTmmmmmmeooee N oo :
: T T T T -_—___GR___l T T T _____'GO -7 :
| : Ve /- \/_\\ | ———m Pi- - - - D /“/ \/_\\ : !
| | S~ L | - | |
u(kT) | Ve NS V™ 2\ u(kT) 70H | G P v(t) A yikT) T\ ) : L y(kT)
— 1 | l — - — - - e ‘/ 1 — /'O —$
| :\C\?\ . v,/ o T vyt v,/ E |
: i N ~/ | T L N ~ L

_____________________________________________________________________

Controller




Co-design over time-triggered communication protocols

C [ >

Session

Challenge: Co-design the control algorithm
and the communication protocol
(scheduling, routing and control)

Presentation

Transport

Network

WirelessaART

Data/Link

B
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ISA100Wireless
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WirelessHART MAC (scheduling) and Network (routing) layers

" Time-triggered access to the channel
= Time divided in periodic frames
= Each frame divided in II time slots of duration A

A
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WirelessHART MAC (scheduling) and Network (routing) layers

" Time-triggered access to the channel
= Time divided in periodic frames
= Each frame divided in II time slots of duration A

A
Cycle n-1 |*—'| Cyclen Cycle n+1

\(3 LTIy 1123111111243 \h
\ \ Sout
‘ ‘ ‘ Sin
T=TIA
W w\’naaun“
IFrSiesSSrumn s

/7% :
ISA100Wireless



WirelessHART MAC (scheduling) and Network (routing) layers

= Time-triggered access to the channel

= Time divided in periodic frames

= Each frame divided in II time slots of duration A
=" Enables redundancy in data routing

Cycle n+1
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WirelessHiART

ISA100Wireless
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WirelessHART MAC (scheduling) and Network (routing) layers
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= Time divided in periodic frames

= Each frame divided in II time slots of duration A
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WirelessHART MAC (scheduling) and Network (routing) layers

= Time-triggered access to the channel

= Time divided in periodic frames

= Each frame divided in II time slots of duration A

= Enables redundancy in data routing

= Scheduling must guarantee relay via multiple paths

A
Cycle n-1 |'—'| Cyclen Cycle n+1
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WirelessHART MAC (scheduling) and Network (routing) layers

= Time-triggered access to the channel

= Time divided in periodic frames

= Each frame divided in II time slots of duration A

= Enables redundancy in data routing

= Scheduling must guarantee relay via multiple paths

Cycle n+1

Cycle n-1 |A'| Cyclen
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WirelessHART MAC (scheduling) and Network (routing) layers

= Time-triggered access to the channel

= Time divided in periodic frames

= Each frame divided in II time slots of duration A

= Enables redundancy in data routing

= Scheduling must guarantee relay via multiple paths

Cycle n+1

Cycle n-1 |A'| Cyclen

. [II-1

1
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WirelessHART MAC (scheduling) and Network (routing) layers

= Time-triggered access to the channel

= Time divided in periodic frames

= Each frame divided in II time slots of duration A
=" Enables redundancy in data routing

= Scheduling must guarantee relay via multiple paths

A

‘ Cycle n-1 |'—'| Cyclen | Cycle n+1
\(3 M- rmy 102 3 LI Irrf1 2 3\[\ S

‘ | ‘ " S, out

T=TIA in
W w\’naaun“
IFSiISSSramanm &
o
ISAT100\Wireless How to exploit redundancy optimally

w.r.t. control performance metrics?



Redundancy in data routing...

= _enables detection and = ...makes system robust to short-term

isolation of failures and link failures (e.g. packet losses)

malicious attacks

S,;t ™ -.makessystem
tolerant to long-
term link failures

1. Separation of concerns

2. Co-design




Wireless control networks as switching systems

A
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Wireless control networks as switching systems

A
Cyclen-1 || Cyclen Cycle n+1
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Cycle n-1

Wireless control networks as switching systems

Cyclen Cycle n+1

[1-1

I1

3

| K(®)

x(k)
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Wireless control networks as switching systems

Cycle n+1

\
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Different paths are associated with different delays.

| K(®)

x(k)

- e - o e - o - - -

- e e e e e e o e e Em e e e e em e e e o e e = o




Wireless control networks as switching systems

Cyclen-1 || Cyclen Cycle n+

\ . A
\(3 WL mmy1f2 3 I II| 123 ..
\

x(k)‘

| K(®)

- e - o e - o - - -

- e e e e e e o e e Em e e e e em e e e o e e = o

Different paths are associated with different delays.

Mathematical model: x(t + 1) = Ax(t) + B(a(t))v(t), t € N, where x(t) is the plant
and network state, o(t) € X depends on routing/scheduling. The switching signal is
considered as a disturbance.



Wireless control networks as switching systems

A
Cycle n-1 r-w Cycle n | Cycle n+1

-

M1 mf1]2/3 M- mf1|2]3].. x(k)

| K(®)

L=IIA

- e e e e e e o e e Em e e e e em e e e o e e = o

Different paths are associated with different delays.

Mathematical model: x(t + 1) = Ax(t) + B(a(t))v(t), t € N, where x(t) is the plant
and network state, o(t) € X depends on routing/scheduling. The switching signal is
considered as a disturbance.

Ap Bp O 0 0 350(1:),0\
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Wireless control networks as switching systems

A
Cycle n-1 r-w Cycle n | Cycle n+1

|-

3 x(k)

1

2

3 | s

[1-1

2

Im|1 [1-1| T1

| K(®)

L=IIA

- e e e e e e o e e Em e e e e em e e e o e e = o

Different paths are associated with different delays.

Mathematical model: x(t + 1) = Ax(t) + B(a(t))v(t), t € N, where x(t) is the plant
and network state, o(t) € X depends on routing/scheduling. The switching signal is
considered as a disturbance.

Problem: Design a controller K (t) s.t. the closed loop system is asymptotically stable.

Given a state-feedback controller K(t), the closed loop systems is asymptotically stable
iff the Joint Spectral Radius of {A + B(U(t))K(t)}a(t)ez is smaller than 1.



Wireless control networks as switching systems

A
Cycle n-1 r—j Cyclen | Cycle n+1

E

M1 mf1]2/3 M- mf1|2]3].. x(k)

| K(t)

L=IIA

- e - o e - o - - -

- e e e e e e o e e Em e e e e em e e e o e e = o

Different paths are associated with different delays.

Mathematical model: x(t + 1) = Ax(t) + B(a(t))v(t), t € N, where x(t) is the plant
and network state, o(t) € X depends on routing/scheduling. The switching signal is
considered as a disturbance.

Problem: Design a controller K (t) s.t. the closed loop system is asymptotically stable.

Given a state-feedback controller K(t), the closed loop systems is asymptotically stable
iff the Joint Spectral Radius of {A + B(U(t))K(t)}a(t)ez is smaller than 1.

Insights: Switching systems analysis and design is a crowded research area:

* Leverage special structure of matrices A and B(O‘(t)) to provide tailored results that
outperform classical results on general switching systems

» Decidability results on controllability and stabilizability depend on knowledge of a(t)
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Redundancy in data routing...

= _enables detection and = ...makes system robust to short-term

isolation of failures and link failures (e.g. packet losses)

malicious attacks

S,;t ™ -.makessystem
tolerant to long-
term link failures

1. Separation of concerns

2. Co-design




Redundancy in data routing..

= ...makes system robust to short-term
link failures (e.g. packet losses)

= __.enables detection and
isolation of failures and
malicious attacks

= ..makes system
tolerant to long-
term link failures

Investigate algorithms to merge redundant data:

* Objective: stabilize the closed-loop system or maximise control performance
* Best strategy: keep most recent packet vs. compute combination?

» Different paths are associated with different delays

* Not a trivial question, best strategy from the point of view of stability strongly
depends on plant and network: need for a control-theoretic approach



Motivational example

Network paths characteristics are often “at odds”
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Motivational example

Network paths characteristics are often “at odds”

Very reliable but slow




Motivational example

Network paths characteristics are often “at odds”

/ Very fast but unreliable \

Very reliable but slow

Optimally exploit the best of each path by co designing controller and routing



Network model

p1,d1,p1

v(k) e R™
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Network model

p1,d1,Dp1

‘(\c
*
x\\’b\e m p27d2ap2
Ay
R
)e/

. K(k) us(k) € R™ p3,d3, P3

Pr,dr, Dr

> AP,BP

TR

(k) € R

* Plant dynamics: xp(k + 1) = Apxp(k)+Bpv(k)



Network model

p1,d1,p1
R
$
\\1\6 p2,d2,p2
vy “&m
'wz(k
k) € R™ p3,d3, 3
B AN K(k) uy (k) , 43,
%
7 (%
N
Prydr, Dr

v(k) e R"™™

zp(k) € R

Send different actuation data trough the paths of the network

ui(k) = K; (k)xp(k),

K(k) =

K1 (k)T
K2 (k)

K.(k).

Controller can measure via sensors the plant state (state feedback architecure)

Controller is aware of the current and past actuation signals (memory)



Packet losses model

p1,d1,p1

R
¥
Q) p2,d3, P2
ol /\

- K(k) us(k) € R™ p3, d3, P3 \/

p'l‘ad'r'ap'l" N

) eR™ zp(k) € R

o; (k)= {0 LgIS(T is @ Markov chain modeling packet losses at time k on path i

o(k) = [o.(k) .. o,.(k)]occurrence of packet losses in the network - not
necessarily measurable



Routing redundancy control

p1,d1,p1

o
*
\\’»\6 ,02,d2,p2
WS GRm
'Ufl(k)
uz(k) € R™ p37d37p3
&,
(%
W
Pr;dr, Pr

Ip

(k) € R

* a;(k) models the choice at time k of sending a packet via path i

. ai(k)={

0 —SEND

1

SEND ’

a(k) = a1 (k)

ar (k)]



Routing redundancy control

p2,d2, p2

p3,d3, P3

zp(k) € R

Pr,dr, Dr

a; (k) models the choice at time k of sending a packet via path i
)0 =SEND _
ai(k)—{l senp 0 =laale) .. ar(k)]

a(k) is a control variable

Example: a(k) =[1,0,1,0,...,0] means that at time k we send actuation data
only on paths 1 and 3.



Network model

p1,d1,p1

p2, d2, P2

v(k) e R™ zp(k) € R

A A, Br
Prydr, Dr N

- K(k) uz(k) € R™ P3,d3,p3

e Actuate sum of received packets...

r

(k) = z wi(k — dy)

i=1



Network model

p1,d1,p1

p2, d2, P2

p3, ds, p3

v(k) e R™ zp(k) € R

Pr,dr, Dr

=U > AP;-BP

e Actuate sum of received packets...or actuate most recent received packet

r

v() = ) wilk - dy)

i=1

v(k) = u;(k — d;+), with i* the index of the path
associated to the smallest delay among received packets



Network model

p1,d1,p1

p2, d2, P2

v(k) e R™ zp(k) € R

=U AP)-BP

- K(k) uz(k) € R™ P3,d3,p3

prad'rapr

e Actuate sum of received packets...or actuate most recent received packet

r

v(k) = z u;(k —dy) v(k) = u;+(k — dj+), with i* the index of the path
. associated to the smallest delay among received packets

* When the actuator receives no packets, actuate zero...



Network model

p1,d1,p1

p2, d2, P2

- K(k) uz(k) € R™ P3,d3,p3

v(k) e R"™™

prad'rapr

AP)-BP

zp

(k) € R*

e Actuate sum of received packets...or actuate most recent received packet

r

v() = ) wilk - dy)

i=1

v(k) = u;(k — d;+), with i* the index of the path
associated to the smallest delay among received packets

* When the actuator receives no packets, actuate zero...or hold the previous actuation



Network model

p1,d1,p1

p2, d2, P2

v(k) e R"™™

=U AP;-BP

- K(k) uz(k) € R™ P3,d3,p3

zp(k) € R

Pr,dr, Dr N

Actuate sum of received packets...or actuate most recent received packet

r

v(k) = z w;(k —d;) v(k) = u;+(k — d;j+), with i* the index of the path

i=1

associated to the smallest delay among received packets

When the actuator receives no packets, actuate zero...or hold the previous actuation

Optimal design of K (k), a(k) allows determining what is the best protocol to apply at

the actuator



Mathematical model

p1,d1,p1

p2,d2, p2

T

p3,d3, p3

rm k) € Rf
v(k) eR Ap, Bp zp(k) €

—

z(k) = [zp(k) zn (k)]



Bak) =

Mathematical model

p1,d1,p1

v(k) € R™

Pr,dr, Dr

APaBP

Tp

(k) € R*

Az(a(k)) Ar(o(k))]
0 0
I's 0 c REHV(r)xL+u(r)
0 r., |
0
0
€4, 0 € RE—H}(T)

a, (k)edr_

I;

O] c RZxd ,
0
1
O-




MJLS mathematical framework

We leverage discrete-time Markov-jump linear systems (MJLS). A MJLS is a switching
linear system where the switching signal is a Markov chain. The transition probability
matrix (TPM) P (k) of the Markov chain o (k) can be used to model the stochastic
process that rules packet losses due to wireless communication.

(x(k +1) = Ae(k)x(k) n Be(k)u(k): x(k) € C" is the state vector,
) x(0) = x,, u(k) € C™is the input vector, k € N,
\ 6(0) =6, Aoy € CV", By(x) € C™™ are the state and

input matrices associated with mode 0 (k)



Example

p1,d1,Dp1

v(k) = ui(k —dy) + us(k — d2)

p2,da, p2

APaBP

zp(k) € R*

* 4-dimensional unstable plant
* 2 routing paths: p; = 1/,,d; =1;p, =0,d, =5
* 5k Monte Carlo simulations

 Compare 3 routing policies:
— LQR using only path 1 for any k
— LQR using only path 2 for any k

— LQR using both paths for any k



Use only path 1 for any k

8— _ Averaged state
trajectories via
rl path1
6— [ » State trajectories
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Use only path 2 for any k

State space evolution sending data only trough path 2
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Plant state plot

State trajectories
via path1 e path2

Averaged state
trajectories via
path1 e path2

State trajectories
via path2

Averaged cost

Via path 1 ~900
Via path 2 ~ 250
Via paths 1 and 2 ~ 100




Use both paths for any k

Actuation signals plot

V= U, (k=d }+u (k=)
vik)=u,(k-d,)
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MJLS mathematical framework

We leverage discrete-time Markov-jump linear systems (MJLS). A MJLS is a switching
linear system where the switching signal is a Markov chain. The transition probability
matrix (TPM) P (k) of the Markov chain o (k) can be used to model the stochastic
process that rules packet losses due to wireless communication.

(x(k +1) = Ae(k)x(k) n Be(k)u(k): x(k) € C" is the state vector,
) x(0) = x,, u(k) € C™is the input vector, k € N,
\ 6(0) =6, Aoy € CV", By(x) € C™™ are the state and

input matrices associated with mode 0 (k)

Extension 1: In general wireless channels are time-varying and packet loss probability
not easy to compute/measure, thus P(k) is unmeasurable and time-varying

Extension 2: We want to control the routing policy: MJLS where H(k) is a Markov-
decision process
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time-inhomogeneous MJLS

MJLS is time-inhomogeneous, i.e. a Markov chain has its TPM varying over time,
with variations that are arbitrary within a polytopic set of stochastic matrices.

Formally, TPM P(k) = [pij(k)]NxN ,k €Ny, N,L€EN,
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MJLS is time-inhomogeneous, i.e. a Markov chain has its TPM varying over time,
with variations that are arbitrary within a polytopic set of stochastic matrices.

Formally, TPM P(k) = [pij(k)]NxN ,k €Ny, N,L€EN,

L L
PI) = D WP, 1K) 20, ) M) =1,
£=1 =1

{Pp}eeraf1,..1y = Ppis a given set of vertices

So, the TPM P(k) = [pl-j (k)]NXN is a stochastic NXN matrix with entries p;; (k).



Stability of autonomous time-homogeneous MJLS
The noiseless autonomous discrete-time time-homogeneous MILS (S) is

(x(k +1) = Agaoyx (k) , x(k) € C" is the state vector, k € N,
Agk) € CV*™ the state matrix,
L 6(0) = 6, associated with the operational mode 6 (k)
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moment of the state vector x(k), is< 1
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For a time-homogeneous MILS, the system is Mean Square Stable (MSS) if and

only if a spectral radius of the augmented matrix A , associated to the second
moment of the state vector x(k), is < 1, where
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0 KN®AN_

Kl- is the conjugate of A; , and PTis transpose of P.
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(x(k +1) = Agaoyx (k) , x(k) € C" is the state vector, k € N,
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For a time-homogeneous MILS, the system is Mean Square Stable (MSS) if and

only if a spectral radius of the augmented matrix A , associated to the second
moment of the state vector x(k), is < 1, where

B B -K1®A1 0
A 2 (PT®L,2) diag [A;®4;], diag [A;®A;] 2| : :

0 KN®AN_

Kl- is the conjugate of A; , and PTis transpose of P.

Does a similar condition hold also for time-inhomogeneous MIJLS?



lllustrative example

Let us consider the MJLS (S) with N = 3 operational modes, where
the state matrices associated with the operational modes are

10 _ [1.13 0 103 013
A1 = [0 1.2]’ Az= 0.16 0.48 ] As = 0.16 1.14
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the state matrices associated with the operational modes are
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The time-varying probability matrix P (k) is uncertain and belongs to a polytope
with L = 2 vertices
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Any probability matrix within a polytope is represented by
P(k) = A(k)P; + (1 — 2(k))P,



lllustrative example

Let us consider the MJLS (S) with N = 3 operational modes, where
the state matrices associated with the operational modes are

10 _ [1.13 0 103 013
A1 = [0 1.2]’ Az= 0.16 0.48 ] As = 0.16 1.14

The time-varying probability matrix P (k) is uncertain and belongs to a polytope
with L = 2 vertices

0 0.35 0.65
0.6 0.4 0
0.4 0.6 0

0 06 0.4
0 0.4 0.6

P1=

025 0.75 0
) PZ — )

Any probability matrix within a polytope is represented by
P(k) = A(k)P; + (1 — 2(k))P,

The spectral radii p of augmented matrices from the previous slide, here denoted
by A;, are
p(A1) = 0901601 < 1, p(A,) = 0.905686 <1

Thus, the time-homogeneous MILS with TPM Py, P, are mean square stable.



x1(k): state variable 1

x2(k): state variable 2

350

lllustrative example

Sample trajectories of the system state vector having for all time instants either
TPM P; (left) or P,(right), for x5 = [1805()] and initial probability distribution py =
[0.33 0.34 0.33]

One of the possible trajectories of x 1(k) when TPM is P2

100[p>

200

One of the possible trajectories of xz(k) when TPM is P2

150

(k): state variable 1

Xy

x2(k): state variable 2

350

One of the possible trajectories of x1(k) when TPM is P1
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200

..........
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k: discrete time

One of the possible trajectories of xz(k) when TPM is P1
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k: discrete time



lllustrative example

However, when the transition probability matrix is time-inhomogeneous and is
switching between P;and P,, a trajectory for the same conditions may become

One of the possible trajectories of x_ (k) when TPM is switching between P, and P,
350 T T T T T T T T T

300
250
200
150
100[E

x1(k): state variable 1

50

k: discrete time

One of the possible trajectories of X, (k) when TPM is switching between P, and P,
200 . . ; ‘

T T T T T

150

100 7

50

x2(k): state variable 2

k: discrete time



lllustrative example

However, when the transition probability matrix is time-inhomogeneous and is
switching between P;and P,, a trajectory for the same conditions may become

One of the possible trajectories of x 1(k) when TPM is switching between P2 and P 4
350 T T T T I

300
250
200
150 |-
100[E

.

x1(k): state variable 1

k: discrete time

One of the possible trajectories of X, (k) when TPM is switching between P, and P,
200 T T T T T T

150 |-

100

)

x2(k): state variable 2

k: discrete time

The system is clearly unstable. Hence, some perturbations on transition probability
matrix P can make a stable MJLS system unstable.

In the following we prove N&S conditions, based on the notion of Joint Spectral
Radius, that will show that the considered system is indeed unstable.
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Related works on stability of time-inhomogeneous MJLS

Only sufficient stability conditions have been derived for MILS with time-

inhomogeneous Markov chains having TPM arbitrarily varying within a polytopic set
of stochastic matrices:

« a sufficient condition for stochastic stability (SS) in terms of linear matrix

inequality feasibility problem is provided in
S. Aberkane, "Stochastic stabilization of a class of nonhomogeneous Markovian jump linear systems,”
Syst. & Control Lett., vol. 60, no. 3, pp. 156-160, 2011.

« a sufficient condition for MSS of MILS with interval TPM, which in turn can be

represented as a convex polytope, is presented in relation to spectral radius in
S. Chitraganti, S. Aberkane, and C. Aubrun, "Mean square stability of non-homogeneous Markov jump

linear systems using interval analysis,” in Proc. of the 2013 European Control Conf. (ECC), 2013, pp.
3724-37209.



Stability of time-inhomogeneous MJLS

Our contribution:

We provide a necessary and sufficient condition for MSS of discrete-time MJLS

with time-inhomogeneous polytopic TPM, which require to decide whether the

joint spectral radius of a finite family of matrices is smaller than 1

Y. Zacchia Lun, A. D'Innocenzo, M.D. Di Benedetto. On stability of time-inhomogeneous Markov jump
linear systems. 55th IEEE Conference on Decision and Control, Las Vegas, US, December 12-14, 2016.



Stability of time-inhomogeneous MJLS

Our contribution:

We provide a necessary and sufficient condition for MSS of discrete-time MJLS
with time-inhomogeneous polytopic TPM, which require to decide whether the

joint spectral radius of a finite family of matrices is smaller than 1
Y. Zacchia Lun, A. D'Innocenzo, M.D. Di Benedetto. On stability of time-inhomogeneous Markov jump
linear systems. 55th IEEE Conference on Decision and Control, Las Vegas, US, December 12-14, 2016.

We provide a necessary and sufficient condition for “practical” MSS with

bounded disturbances

Y. Zacchia Lun, A. D'Innocenzo, M.D. Di Benedetto. On robust stability of time-inhomogeneous
Markov jump linear systems. In preparation for submission.



Joint Spectral Radius (JSR)
Introduced by Rota and Strang in 1960, Joint Spectral Radius (JSR)

* characterizes the maximal asymptotic growth rate of the norms of long
products of matrices taken in a set;

* s subject of intense research due to its role in the study of wavelets, switching
systems, approximation algorithms, curve design, and many other topics.
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Joint Spectral Radius (JSR)
Introduced by Rota and Strang in 1960, Joint Spectral Radius (JSR)

* characterizes the maximal asymptotic growth rate of the norms of long
products of matrices taken in a set;

* s subject of intense research due to its role in the study of wavelets, switching
systems, approximation algorithms, curve design, and many other topics.

.....

where M, € C"™™. Consider the set IT;, (M), k € N, be a set of all possible
products of length k whose factors are elements of M, that is

M (M) = {Mp My, -+ My |¢y, ..., ¢ € L}.

Definition. For any matrix norm ||+|| on C™*™ consider the supremum among the
normalized norms of all products in [T, (M), i.e.

1
pr(M) £ sup ||k, k€N
HEHk(M)

The joint spectral radius of M is defined as

p(M) £ lll_{{)lo Pr (M)



Stability of time-inhomogeneous MJLS

Y. Zacchia Lun, A. D'Innocenzo, M.D. Di Benedetto. On stability of time-inhomogeneous Markov jump linear
systems. 55th IEEE Conference on Decision and Control, Las Vegas, US, December 12-14, 2016

Theorem 1. Given a discrete-time MILS (S) with polytopic TPM, it is MSS if and

only if JSR of A; is < 1, where A, is a set of all vertices of the polytope associated
to the second moment of x (k).

A T . N
Formally, A, = {Ag}peseqn, 1} Ao 2 (Pp ®l,2) diag [A;QA,]
(The JSR of the set of TPMs of the system provided in the illustrative example is p(A;) > 1)
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Theorem 2. Given a discrete-time MILS (S) with polytopic TPM, unless P = NP,

there is no polynomial-time algorithm that decides whether it is MSS.
(by reduction from the matrix semigroup stability)
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Theorem 2. Given a discrete-time MILS (S) with polytopic TPM, unless P = NP,

there is no polynomial-time algorithm that decides whether it is MSS.
(by reduction from the matrix semigroup stability)

Theorem 3. The following assertions are equivalent for a system (S):
i.  (S)is mean square stable (MSS).

ii. (S)is exponentially mean square stable (EMSS), i.e.
E[llx(O)II%] < Bclixoll5,  Vxo€CHLkEN,,f=>1,0<¢<1,P,,0,.

iii. (S)is stochastically stable (SS), i.e.
ZI?:OE[”x(k)HZ] < ®© va € (Cn)k € NO,PO,H()-



MJLS mathematical framework

We leverage discrete-time Markov-jump linear systems (MJLS). A MJLS is a switching
linear system where the switching signal is a Markov chain. The transition probability
matrix (TPM) P (k) of the Markov chain o (k) can be used to model the stochastic
process that rules packet losses due to wireless communication.

(x(k +1) = Ae(k)x(k) n Be(k)u(k): x(k) € C" is the state vector,
) x(0) = x,, u(k) € C™ is the input vector, k € N,
\ 6(0) =6, Aoy € CV", By(x) € C™™ are the state and

input matrices associated with mode 0 (k)

Extension 1: In general wireless channels are time-varying and packet loss probability
not easy to compute/measure, thus P(k) is unmeasurable and time-varying

Extension 2: We want to control the routing policy: MJLS where H(k) is @ Markov-
decision process




Robust LQR on MJLS with continous and discrete inputs
(x(k + 1) = Aguoyx (k) + Bogoyu(k), x(k) € C™is the state vector,
x(0) = xq, u(k) € C™ is the input vector, k € N,
\ 6(0) = 9, Ag ) € C™", Bg(x)y € C™*™ are the state and

input matrices associated with mode 6 (k)

A

where 0 (k) is a Markov-decision process with discrete input a(k)
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Robust LQR on MJLS with continous and discrete inputs
(x(k + 1) = Aguoyx (k) + Bogoyu(k), x(k) € C™is the state vector,
x(0) = xq, u(k) € C™ is the input vector, k € N,
\ 6(0) = 9, Ag ) € C™", Bg(x)y € C™*™ are the state and

input matrices associated with mode 6 (k)

A

where 0 (k) is a Markov-decision process with discrete input a(k)

Problem: design an optimal state-feedback control policy a*(x(k)) € A, u* (x(k)),
with u*(x(k)) = K*(k)x(k) and a*(x(k)): R™ — A, minimizing the cost function:

J(z(0),u(0),a(0)) = E { 2_: (' (k) Mz (k) + v (k) Ru(k)) + cc’(N)Qa;(N)|NO}

k=0
Only suboptimal solutions in the literature [Vargas et al., CDC’10]. Our contribution:

* Suboptimal LQR, optimal for a specified subset of initial conditions —
homogeneous MDP [Di Girolamo et Al., NecSys’15]
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Future work

Take into account infinite horizon LQR & Stability
Co-design control and transmission power
Co-design control and network coding

Co-design control and tx time (static PETC)

Develop FDI techniques on our model (CPS security)
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Abstract of the course:

The massive deployment of smart and wirelessly interconnected devices in cyber-physical systems such as smart
grids, networks, and intelligent transport systems, is providing extensive information from the physical world
through distributed sensing mechanisms. With the emergence of low-cost controllers/actuators that can be
potentially embedded in everything (e.g., vehicles, robots, buildings, human body), the sensed information can be
utilized to act and perform control, estimation and monitoring at an unprecedented scale. This is demanding the
development of fundamental design principles for Wireless Sensor Network and Actuators Networks (WSAN) so
to reliably and certifiably observe the physical world, processing the data, making decisions based on the sensor
observations and performing appropriate control actions. In addition, due to the vulnerability of wireless
networks to cyber-physical malicious attacks, security is a primary concern for WSAN.

This course is devoted to the study of WSANSs: a co-design approach of Control Systems and Networks
supporting control applications over WSAN will be presented. In particular, we will discuss the following
scenarios:
Control-aware network design, when the protocol parameters can be adapted by an optimization problem whose
objective is a network utility, and the constraints are the reliability and latency of the messages as requested by a
control application;
Network-aware controller design, when the controller can be adapted to guarantee some control specifications
robustly with respect to networking non-idealities and malicious attacks;
Cross-layer optimization, where desirable signaling between communication layers enable simultaneous
computation of control actions and networking configuration to improve the overall system performance;
Distributed optimization, including privacy constrains, where the nodes of a WSAN jointly cooperate to solve
network global optimization problems that may possibly include privacy constraints.
Topics: ¢ Mathematical modeling of networks for WSANs

¢  Mathematical modeling of closed-loop systems over WSANs

* Robust, resilient and secure control co-design over WSANs

e Distributed optimization over WSANs

* Discussion of open problems and opportunities for research
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