
Jamming-resilient self-triggered coordination

D. Senejohnny, P. Tesi, C. De Persis

Engineering and Technology Institute
Jan Willems Center for Systems and Control

University of Groningen

Co4: Control subject to Computational
and Communication Constraints

CNRS-LAAS Toulouse, 26–28 October 2016



Outline

1 Coordination, consensus, constraints

2 Hybrid coordination system: self-triggered interactions
System description
Interpretation
Jamming signals (DoS)
DoS-resilient consensus

3 Conclusion

Senejohnny-Tesi-De Persis (UG) Jamming-resilient self-triggered coordination CNRS-LAAS, 27-10-2016 2 / 30



Coordination problem: consensus

The simplest and best known example of coordination:

Consider n systems

ẋi = ui i ∈ I := {1, . . . , n}

linked by an undirected connected graph G = (I ,E ).
Ni is the set of neighbors of system i

Control problem: Design inputs ui , i ∈ I ,

which depend on xi and {xj : j ∈ Ni} (local information),
such that

xi − xj → 0 ∀i , j
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Why (still) studying consensus?

It is a prototypical problem:
solutions can be extended to more complex scenarios
It is useful in many application fields:

power networks,
flow networks,
opinion dynamics,
load balancing
robotic networks,
sensors networks,

It is well studied:

Proposition (Standard consensus)

If the graph G is connected, the control law ui =
∑

j∈Ni

(xj − xi ) guarantees

that lim
t→∞

xi (t) = c for all i , where c =
n∑

j=1

xj(0)

n
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A constrained coordination problem

Standard requires continuous acquisition of information from neighbors....
yes this is not strictly required...

Average max-min consensus

ẋ = sign(
∑

j∈Ni

(xj − xi ))

Convergence to
maxi (xi (0)) + mini (xi (0))

2
Cortès. “Finite-time convergence gradient flows with applications to network

consensus.” Automatica 42, 1993-2000, 2006.

Binary control protocols

ẋ =
∑

j∈Ni

sign(xj − xi ) + sign(x0 − xi )

Chen, Lewis, Xie. “Finite-time distributed consensus via binary control protocols”.

Automatica 47, 1962-1968, 2011.
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A constrained coordination problem

Standard requires continuous acquisition of information from neighbors

This is too demanding!

We instead want a scenario in which

sensors collect information only upon need

the continuous-time systems “naturally” interacts with the
discrete-time information acquisition

the whole system is robust against network uncertainties
(delays, poor synchronization of local clocks, limited data rate
communication, noise)

Nowzari, Cortés. “Self-triggered coordination of robotic networks for optimal
deployment”. Automatica, 48(6), 1077–1087, 2012.
Seyboth, Dimarogonas, Johansson. “Event-based broadcasting for multi-agent average
consensus”. Automatica 49(1), 245–252, 2013.
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Self-triggered coordination
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A hybrid coordination system I

State variables (i ∈ I )

consensus variables: xi ∈ R
control variables: uj

i ∈ {−1, 0,+1} (ternary controls)

local clock variables: θji ∈ R
Continuous evolution when no information exchange occurs





ẋi =
∑

j∈Ni

uj
i

u̇j
i = 0

θ̇ji = −1

Jumps occur at every t such that the set

J (θ, t) = {{i , j} ∈ I × I : j ∈ Ni and θji (t) = 0} 6= ∅

Note: the law ui =
∑

j∈Ni
sign(xj − xi ) implies finite-time convergence
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A hybrid coordination system II

Discrete evolution: how the exchange of information affects the systems





xi (t+) = xi (t) ∀i ∈ I

uj
i (t+) =

{
signε

(
xj(t)− xi (t)

)
if {i , j} ∈ J (θ, t)

uj
i (t) otherwise

θji (t+) =

{
f j
i (x(t)) if {i , j} ∈ J (θ, t)

θji (t) otherwise

signε(z) =

{
sign(z) if |z | ≥ ε
0 otherwise

ε > 0 is a sensitivity parameter

Note: the law ui =
∑

j∈Ni
sign(xj − xi ) implies finite-time convergence
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A hybrid coordination system III

Next sampling time is chosen by θji (t+) =

{
f j
i (x(t)) if {i , j} ∈ J (θ, t)

θji (t) otherwise

f j
i (x(t)) =





|xj − xi |
2(degi + degj)

if |xj − xi | ≥ ε
ε

2(degi + degj)
if |xj − xi | < ε

so that

sign(xj − xi ) is constant during inter-sampling interval [t ijk , t
ij
k+1]

“dwell time” property holds: t ijk+1 − t ijk ≥
ε

2(degi + degj)
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Main result

Theorem (Practical consensus)

For every initial condition x̄, let x(t) be the solution to the self-triggered
control algorithm such that x(0) = x̄ . Then x(t) converges in finite time
to a point x∗ belonging to the set

E = {x ∈ Rn : |xj − xi | < ε ∀ {i , j} ∈ E}

Time cost (time to converge)

T := inf{t ≥ 0 : x(t) ∈ E} ≤ degmax +1

ε

∑

i∈I
x̄2
i

Communication cost (# updates to converge)
De Persis, Frasca. “Robust self-triggered coordination with ternary controllers”. IEEE

Transactions on Automatic Control, 58(12), 3024–3038, 2013.
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Simulations
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Extra features

Asymptotic consensus (ε(t)→ 0, ẋi = γ(t)
∑

j∈Ni
uj
i , ε(t)/γ(t)) ≥ c)

Robustness to bounded delays, quantization, clock skews (θ̇ji = −R j
i )

Node-based polling algorithms (mimics ẋ = sign(
∑

j∈Ni
(xj − xi )))

De Persis, Frasca. “Robust self-triggered coordination with ternary controllers”. IEEE

Transactions on Automatic Control, 58(12), 3024–3038, 2013.

Senejohnny-Tesi-De Persis (UG) Jamming-resilient self-triggered coordination CNRS-LAAS, 27-10-2016 13 / 30



Jamming

(Denial-of-Service)
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DoS signals
3

do not add much to the present investigation and will be
therefore omitted. We refer the interested reader to [15] for
a discussion on how these aspects can be dealt with.

III. PROBLEM FORMULATION: NETWORK RESILIENCE
AGAINST DENIAL-OF-SERVICE

We shall refer to Denial-of-Service (DoS, in short) as the
phenomenon by which communication between the network
nodes is interrupted. We shall consider the very general
scenario in which in which the network communication links
can fail independent of each other. From the perspective of
modeling, this amounts to considering multiple DoS signals,
one for each network communication link.

A. Assumptions: Class of DoS signals

Let {hij
n }n∈Z≥0

with hij
0 ≥ 0 denote the sequence of DoS

off/on transitions affecting the link {i, j}, namely the sequence
of time instants at which the DoS status on the link {i, j}
exhibits a transition from zero (communication is possible) to
one (communication is interrupted). Then

Hij
n := {hij

n } ∪
[
hij

n , hij
n + τ ij

n

[
(8)

represents the n-th DoS time-interval, of a length τ ij
n ∈ R≥0,

during which communication on the link {i, j} is not possible.
Given t, τ ∈ R≥0, with t ≥ τ , let

Ξij(τ, t) :=
⋃

n∈Z≥0

Hij
n

⋂
[τ, t] (9)

and
Θij(τ, t) := [τ, t] \ Ξij(τ, t) (10)

where \ denotes relative complement. In words, for each
interval [τ, t], Ξij(τ, t) and Θij(τ, t) represent the sets of time
instants where communication on the link {i, j} is denied and
allowed, respectively.

The first question to be addressed is that of determining
a suitable modeling framework for DoS. Following [13], we
consider a general model that only constrains DoS attacks in
terms of their average frequency and duration. Let nij(τ, t)
denote the number of DoS off/on transitions on the link {i, j}
occurring on the interval [τ, t].

Assumption 1 (DoS frequency): For each {i, j} ∈ E , there
exist ηij ∈ R≥1 and τ ij

f ∈ R>0 such that

nij(τ, t) ≤ ηij +
t − τ

τ ij
f

(11)

for all t, τ ∈ R≥0 with t ≥ τ . !

Assumption 2 (DoS duration): For each {i, j} ∈ E , there
exist κij ∈ R≥0 and τ ij

d ∈ R>1 such that

|Ξij(τ, t)| ≤ κij +
t − τ

τ ij
d

(12)

for all t, τ ∈ R≥0 with t ≥ τ . !

In Assumption 1, the term “frequency” stems from the fact
that τ ij

f provides a measure of the “dwell-time” between any
two consecutive DoS intervals on the link {i, j}. The quantity
ηij is needed to render (11) self-consistent when t = τ = hij

n

on

off

τ1 = 3sec τ2 = 4sec τ3 = 1.5sec

0 3 6 9 13 18.5 20 t

Fig. 1. Example of DoS signal on the link {i, j}. Off/on transitions are
represented as ↑, while on/off transitions are represented as ↓. The off/on
transitions occur at 3sec, 9sec and 18.5sec, and the corresponding intervals
have duration 3sec, 4sec and 1.5sec, respectively. This yields for instance:
nij(0, 1) = 0, nij(1, 10) = 2 and nij(10, 20) = 1, while Ξij(0, 1) = ∅,
Ξij(1, 10) = [3, 6[ ∪ [9, 10[ and Ξij(10, 20) = [10, 13[ ∪ [18.5, 20[.

for some n ∈ Z≥0, in which case nij(τ, t) = 1. Likewise,
in Assumption 2, the term “duration” is motivated by the fact
that τ ij

d provides a measure of the fraction of time (τ ij
d > 1)

the link {i, j} is under DoS. Like ηij , the constant κij plays
the role of a regularization term. It is needed because during
a DoS interval, one has |Ξij(hij

n , hij
n + τ ij

n )| = τ ij
n ≥ τ ij

n /τ ij
d

since τ ij
d > 1, with τ ij

n = τ ij
n /τ ij

d if and only if τ ij
n = 0.

Hence, κij serves to make (12) self-consistent. Thanks to the
quantities ηij and κij , DoS frequency and duration are both
average quantities. Figure 1 exemplifies values of nij(τ, t) and
Ξij(τ, t) for a given DoS pattern on the link {i, j}.

Remark 1: Throughout this paper, we will mostly focus on
the case where DoS is caused by malicious attacks. Of course,
DoS might also result from a “genuine” network congestion.
We shall address this case in Section V-C. !

B. Control objective

The control objective is to design variants to the basic
protocol (4)-(6) that guarantee robustness against the class
of DoS signals described in Section III-A, i.e., variants that
preserve consensus despite the occurrence of periods of DoS.
We will show in Section IV that variants do exist that rely on
a modification of both control and communication protocols.
In this respect, we will provide an explicit characterization of
DoS frequency and duration (τ ij

f , τ ij
d ) at the various network

links under which consensus can be preserved. We will also
provide an explicit characterization of the effects of DoS on
the consensus time.

C. Discussion

The considered assumptions only pose limitations on the
frequency of the DoS status and its duration. As such, this
characterization can capture many different scenarios, includ-
ing trivial, periodic, random and protocol-aware jamming
attacks [6], [17]-[18]. For the sake of simplicity, we limit
out discussion to the case of radio frequency (RF) jammers,
although similar considerations can be made with respect to
spoofing-like threats [25].

Consider for instance the case of constant jamming, which
is one of the most common threats that may occur in a wireless
network [5], [26]. By continuously emitting RF signals on the

For each link {i , j}
on/off DoS instants {hij

n}n∈Z≥0

n-th DoS interval H ij
n := {hij

n} ∪
[
hij
n , h

ij
n + τ ijn

[
(duration τ ijn ≥ 0)
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DoS signals 3

do not add much to the present investigation and will be
therefore omitted. We refer the interested reader to [15] for
a discussion on how these aspects can be dealt with.

III. PROBLEM FORMULATION: NETWORK RESILIENCE
AGAINST DENIAL-OF-SERVICE

We shall refer to Denial-of-Service (DoS, in short) as the
phenomenon by which communication between the network
nodes is interrupted. We shall consider the very general
scenario in which in which the network communication links
can fail independent of each other. From the perspective of
modeling, this amounts to considering multiple DoS signals,
one for each network communication link.

A. Assumptions: Class of DoS signals

Let {hij
n }n∈Z≥0

with hij
0 ≥ 0 denote the sequence of DoS

off/on transitions affecting the link {i, j}, namely the sequence
of time instants at which the DoS status on the link {i, j}
exhibits a transition from zero (communication is possible) to
one (communication is interrupted). Then

Hij
n := {hij

n } ∪
[
hij

n , hij
n + τ ij

n

[
(8)

represents the n-th DoS time-interval, of a length τ ij
n ∈ R≥0,

during which communication on the link {i, j} is not possible.
Given t, τ ∈ R≥0, with t ≥ τ , let

Ξij(τ, t) :=
⋃

n∈Z≥0

Hij
n

⋂
[τ, t] (9)

and
Θij(τ, t) := [τ, t] \ Ξij(τ, t) (10)

where \ denotes relative complement. In words, for each
interval [τ, t], Ξij(τ, t) and Θij(τ, t) represent the sets of time
instants where communication on the link {i, j} is denied and
allowed, respectively.
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f ∈ R>0 such that
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exist κij ∈ R≥0 and τ ij

d ∈ R>1 such that

|Ξij(τ, t)| ≤ κij +
t − τ
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d

(12)

for all t, τ ∈ R≥0 with t ≥ τ . !
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that τ ij

f provides a measure of the “dwell-time” between any
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Fig. 1. Example of DoS signal on the link {i, j}. Off/on transitions are
represented as ↑, while on/off transitions are represented as ↓. The off/on
transitions occur at 3sec, 9sec and 18.5sec, and the corresponding intervals
have duration 3sec, 4sec and 1.5sec, respectively. This yields for instance:
nij(0, 1) = 0, nij(1, 10) = 2 and nij(10, 20) = 1, while Ξij(0, 1) = ∅,
Ξij(1, 10) = [3, 6[ ∪ [9, 10[ and Ξij(10, 20) = [10, 13[ ∪ [18.5, 20[.

for some n ∈ Z≥0, in which case nij(τ, t) = 1. Likewise,
in Assumption 2, the term “duration” is motivated by the fact
that τ ij

d provides a measure of the fraction of time (τ ij
d > 1)

the link {i, j} is under DoS. Like ηij , the constant κij plays
the role of a regularization term. It is needed because during
a DoS interval, one has |Ξij(hij

n , hij
n + τ ij

n )| = τ ij
n ≥ τ ij

n /τ ij
d

since τ ij
d > 1, with τ ij

n = τ ij
n /τ ij

d if and only if τ ij
n = 0.

Hence, κij serves to make (12) self-consistent. Thanks to the
quantities ηij and κij , DoS frequency and duration are both
average quantities. Figure 1 exemplifies values of nij(τ, t) and
Ξij(τ, t) for a given DoS pattern on the link {i, j}.

Remark 1: Throughout this paper, we will mostly focus on
the case where DoS is caused by malicious attacks. Of course,
DoS might also result from a “genuine” network congestion.
We shall address this case in Section V-C. !

B. Control objective

The control objective is to design variants to the basic
protocol (4)-(6) that guarantee robustness against the class
of DoS signals described in Section III-A, i.e., variants that
preserve consensus despite the occurrence of periods of DoS.
We will show in Section IV that variants do exist that rely on
a modification of both control and communication protocols.
In this respect, we will provide an explicit characterization of
DoS frequency and duration (τ ij

f , τ ij
d ) at the various network

links under which consensus can be preserved. We will also
provide an explicit characterization of the effects of DoS on
the consensus time.

C. Discussion

The considered assumptions only pose limitations on the
frequency of the DoS status and its duration. As such, this
characterization can capture many different scenarios, includ-
ing trivial, periodic, random and protocol-aware jamming
attacks [6], [17]-[18]. For the sake of simplicity, we limit
out discussion to the case of radio frequency (RF) jammers,
although similar considerations can be made with respect to
spoofing-like threats [25].

Consider for instance the case of constant jamming, which
is one of the most common threats that may occur in a wireless
network [5], [26]. By continuously emitting RF signals on the

For each link {i , j}, for any t ≥ τ ≥ 0

DoS frequency nij(τ, t) ≤ ηij +
t − τ
τ ijf

nij(τ, t) # on/off transitions

DoS duration |Ξij(τ, t)| ≤ κij +
t − τ
τ ijd

Ξij(τ, t) =
⋃

n∈Z≥0

H ij
n
⋂

[τ, t]
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Problem

Jamming-resilient self-triggered coordination

Given a class of DoS signals characterized by

frequency τ ijf
duration τ ijd

redesign the self-triggered control algorithm to preserve consensus

quantify performance deterioration

De Persis, Tesi. “Resilient control under Denial-of-Service”. Proc. 19th IFAC World
Congress, pp. 134–139, 2014.
De Persis, Tesi. “Input-to-state stabilizing control under denial-of-service”. IEEE
Transactions on Automatic Control, 60, pp. 2930–2944, 2015.

De Persis, Tesi. “Networked control of nonlinear systems under Denial-of-Service”.

Systems & Control Letters, 96, pp. 124–131, 2016.
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DoS-resilient consensus
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DoS-resilient hybrid coordination I

Continuous dynamics as before





ẋi =
∑

j∈Ni

uj
i

u̇j
i = 0

θ̇ji = −1

Jumps occur at every t such that the set

J (θ, t) = {{i , j} ∈ I × I : j ∈ Ni and θji (t) = 0} 6= ∅
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DoS-resilient hybrid coordination II

Discrete dynamics





x i (t+) = x i (t) ∀i ∈ I

uj
i (t+) =





signε(xj(t)− xi (t)) if (i , j) ∈ J (θ, t) ∧ t 6∈ Ξij(0, t)

0 if (i , j) ∈ J (θ, t) ∧ t ∈ Ξij(0, t)

uj
i (t) otherwise

θji (t+) =





f j
i (x(t)) if (i , j) ∈ J (θ, t) ∧ t 6∈ Ξij(0, t)

ε

2(degi + degj)
if (i , j) ∈ J (θ, t) ∧ t ∈ Ξij(0, t)

θji (t) otherwise
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Convergence of the solutions

Proposition (Point convergence)

Let x(t) be the solution to the DoS-resilient self-triggered control
algorithm. Then there exists a finite time T? such that, for any i ∈ I , it
holds that

ui (t) :=
∑

j∈Ni

uj
i (t) = 0, for all t ≥ T?

Consider the Lyapunov function

V (x) =
1

2
x>x

Then, for t ijk := max{t ij` : t ij` ≤ t, ` ∈ Z≥0}

V̇ (x(t)) ≤ −
∑

{i ,j}∈E:

|xj (t ijk )−xi (t ijk )|≥ε ∧ t ijk 6∈Ξij (0,t)

|xj(t ijk )− xi (t ijk )|
2
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Persistence of communication (PoC) I

To prevent persistent lack of communication after an unsuccessful
transmission

αij :=
1

τ ijd
+

∆ij
∗

τ ijf
< 1

where
∆ij
∗ :=

ε

2(degi + degj)

is the length of the sampling interval after an unsuccessful transmission

θji (t+) =





f j
i (x(t)) if (i , j) ∈ J (θ, t) ∧ t 6∈ Ξij(0, t)

ε

2(degi + degj)
if (i , j) ∈ J (θ, t) ∧ t ∈ Ξij(0, t)

θji (t) otherwise
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Persistence of communication (PoC) II

Proposition (Link PoC)

For any link {i , j} ∈ E , if the DoS signal parameters τ ijd , τ
ij
f satisfy

αij < 1

then for any given unsuccessful transmission attempt t ijk , at least one
successful transmission occurs over the link {i , j} within the interval
[t ijk , t

ij
k + Φij ], where

Φij :=
κij + (ηij + 1)∆ij

∗
1− αij
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Main result

Theorem (DoS-resilient practical consensus)

For every initial condition x̄, let x(t) be the solution to the DoS-resilient
self-triggered control algorithm such that x(0) = x̄ . For each {i , j} ∈ E ,
consider any DoS sequence with ηij and κij arbitrary, and τ ijd and τ ijf such
that αij < 1. Then x converges in finite time to a point x∗ belonging to
the set

E = {x ∈ Rn : |xj − xi | < ε ∀ {i , j} ∈ E}

Time cost under DoS (time to converge)

T := inf{t ≥ 0 : x(t) ∈ E} ≤
[

degmax + degmin

ε
+

4 degmax

ε2
Φ

]∑

i∈I
x̄2
i

Time cost without DoS (time to converge)

T := inf{t ≥ 0 : x(t) ∈ E} ≤ degmax +1

ε

∑

i∈I
x̄2
i
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Main result
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self-triggered control algorithm such that x(0) = x̄ . For each {i , j} ∈ E ,
consider any DoS sequence with ηij and κij arbitrary, and τ ijd and τ ijf such
that αij < 1. Then x converges in finite time to a point x∗ belonging to
the set

E = {x ∈ Rn : |xj − xi | < ε ∀ {i , j} ∈ E}

Time cost under DoS (time to converge)

T := inf{t ≥ 0 : x(t) ∈ E} ≤
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+
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]∑
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Senejohnny, Tesi, De Persis. “A jamming-resilient algorithm for self-triggered network

coordination”. IEEE Transaction on Control of Network Systems, under review,

arXiv:1603.02563.
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Simulations I
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Sample evolutions of x on a random graph with n = 40, ε = 0.005, with
(right) and without (left) DoS.
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Simulations II
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DoS pattern for the network links {29, 34}, {5, 33}, {9, 18}, {2, 8}, {22, 40} and {1, 17}
generated as PWM signals with variable period (max 0.15 sec.) and maximum duty

cycle equal to 100% . Vertical gray stripes = DoS time-intervals.
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Conclusions

Results

Coordination with self-triggered information collection (upon need)

Link DoS signals

Persistency of Communication

Robustness to DoS attacks

Extensions

Asymptotic consensus

Scalability

Estimates of the consensus value

Counteracting DoS attacks

Other attacks

De Persis, Postoyan. “A Lyapunov redesign of coordination algorithms for cyber-physical

systems.” IEEE Transactions on Automatic Control, in press, 2016.
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Thank you for your attention
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