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1 Intr oduction

ThispaperintroducegheZootool thathasbeendesignedn theFrenchMetropolisproject,explaining
why Zoo speakdrench;we will soonteachZoo how to speakiEnglish. More technicallyspeaking,
this tool hasseveralcontributions:

¢ It makespossibleto modeltraffic by computingstatisticalmomentsof the traffic. In theory
all momentsfrom first to infinite ordersarerequired. Practically first and secondordersare
sufficientto have agoodrepresentationf traffic processharacteristics;

¢ It allows usersto analyzethe characteristicef differentclassef traffic. Theseclassesan
be definedaswe want: asconcreteapplicationsdependingon the size, or durationof flows,
etc. This canprovide very importantinformationfor handlingthesedifferenttraffic classes
differently, andthenadaptthe protocolandmechanismso their realrequirements;

e measue the quality of serviceprovided by the network in terms of dynamic traffic pa-
rameters. The principle of this QoS evaluationis thenbasedon the oscillationnature,LRD
andself-similarity levels (that are quite closenotionsfor Internettraffic), giventhatthe more
oscillationsandLRD, thelowestthe QoS.It thenwill beimportantin EuQoSto checkthatthe
LRD of theresultingtraffic in theEuQoSsystemis low. It would meanthattheoscillationlevel
is reducedandthenthatthe utilization of resourcess notfar from beingoptimal.

2 Traffic trace manipulation

2.1 Traffic trace format

Thenative formatfor traffic analyzedn Zoois ERF(ExtensibleRecordFormat). Thisis thestandard
packetformatdevelopedby Endacea comparny providing passve monitoringhardwarecalledDAG
cardg[2] [3]. Traffic tracesatthisformatcanbeobtainedrom PCAPdata(capturedvith TCPDUMP
[7] tool for instance)usinga specifictool, called DAGCONVER, developedby LAAS andLIP6
(two Frenchlaboratories)thatconvertsthe pcapformatinto ERFE

Usagefor thistool is:



dagcowert-i pcapdata.pcap-o erf data.dagpcap:erf
where:

e pcapdata.pcaps theinputtraceto translaterom pcapto erf format,

¢ erf data.dags theoutputtracetranslatedn erf format.

2.2 Recordlength

Recordlengthfor microscopicpassie capturess a really importantproblem. Indeed,this length
impactsthe compleity degreethatcanbe madein the future analysis.For working efficiently, Zoo
needgo getthefull TCP/IPheaderfor eachanalysedacket.So,eachcapturemustrecordfor each
packetat least54 bytesof data(14 bytesfor Ethernetheader(without the 4 CRC bytes)+ 20 bytes
for theIP header 20 bytesfor the TCP headewithout optionfield). Oncecollectedin a ERFtrace,
eachrecordrepresent30 bytesof data(54 + 16 morebytesfor ERFheader).

For interestedeadersfigure 1 representgachfield of anERFheader

i ) ) . P 1 1 (rlen —18)
; S_I:{Ite t] b;'tz 1ﬂljfte 2 :?jte 2|t|itf_tu z"tl,liflt: byte byte bytes of
imestamp ype: ags rlen o wle offset | pad packet

Figure 1: Detailsof ERF headerfor packetscapturedwith DAG systemgfor TCP/IP architecture
over 10/100MbpsEthernet)

Detailsfor eachfield aregivenbelow:

¢ timestamparrival datefor capturedpacket,

¢ type:kind of framecollectedat thelink level (Eth, ATM, PoS),

¢ flags:variousinformationon capturestate(interfacenumberrecordnotcompleted, . . ),

¢ rlen (recordlength): full lengthfor the recordexchangedbetweencapturecard and storage
device,

e Ictr (losscounter):numberof packetdost betweerDAG cardandstoragedevice (if PClbusis
overloaded),

¢ wlen (wire length):reallengthfor capturedoacket,

¢ oOffset/ pad: numberof bytesnot capturedat the beginning of dataframe (notimplementedset
in DAG cards).

3 How to useZoo?

3.1 Softwareand hardwarerequirements

Becausef thealgorithmcompleity andthe sizeof tracesZoo hasto work on a powerful computer
with a large memory A standardhardwareconfigurationis PentiumlV at 2 Ghz with 1 Go of
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Figure2: Introductionwindow

RAM. ThissoftwarewasdevelopedunderLinux operatingSystemandneedsaKernel2.2. Moreover,
graphicaluserinterface(GUI) is basedon GTK 2 (Gimp Tool Kit [4]). Thus,GTK library mustbe
installedotherwiseZoowill notwork well.

3.2 Usermanual

Eachfeatureof Zoois describedn this sectionandit alsogivesits GUI detalils.

e Introductionwindow

When launchingZoo, an introductionwindow (cf. figure 2) is openedin front of the main
window. It introduceghe andproposego go aheador quit Zoo. If “Non” buttonis selected,
thesoftwares closedwherea®neclick on“Oui” buttonclosetheintroductionwindow andput

thefocusonthemainone.

¢ Main window
Themainwindow (cf. figure 3) is composeaf:
— Onemenubar: userscanlaunchevery featureof Zoo. It presentghe following menus:
“Fichier”, “Analyse”and“Aide”,.Eachof themwill be detailedin next parts.

— Onetool bar: it presentghe main featuresof Zoo that userscanquickly launch: “Nou-
veau”,“Ouvrir”, “Enregistrer”, “Analyser”,“Afficher”, “Options” and“Quitter”.

— Onenotebook:this printing zoneis usedto displaygraphicsandstatisticresultsof analy-
Sis.

— A statebar:it is usedto displaysomemessage®r users:help,errormessagegtc.

¢ “Fichier’ menu
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Figure4: Main menubardetails

This menu(cf. figure 4(a)) manageshe whole analysisandis alsousedto quit the software.
Userscanfind the following sub-menus:*Nouveau”, “Ouvrir”, “Enregistrer”, “Fermer” and
“Quitter”.

“Nouveau”
This sub-menuallows the creationof a new projectby detailingthe directory and eachfile
namein which theresultswill berecorded.Moreover, the creationof a new projectmakesan
initialization of all optionvalues.
By clicking on “Nouveau”andif ary otherprojectis alreadyopenedihe window depictedn
figure5is displayed.
Ontop of thiswindow, afield is usedto enterthe directoryname(whereresultswill be saved)
eitherdirectly, or with the “Parcourir” buttonthathelpsto selecta specificdirectoryin thefile
system. Then,usercanenternamesfor all files in which resultswill be saved. For easiness
reasonsgefaultvaluesareinitially proposed.
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Finally, the usermustclick on “Appliquer” buttonto applyall its choices.If “Annuler” button
is selectedhe comeshackto the mainwindow without saving the modifiedparameters.

“Ouvrir”

Thesub-mendOuvrir” is aboutanalreadysavedproject. Saveddataarecontainedn thename
of the outputdirectory file namesandthe whole optionsselectedoy user Oncethe project
opens,all valuesareinitialized with the onesreadin the selectedile. It is thenpossibleto
launchanew analysisor displayold results.

If this sub-menus selectecandif ary otherprojectis open,awindow is displayed.Thus,the
usercanchoosea namefor its project.

“Enregistrer”

The sub-menuU’Enregistrer” is usedto save anopenproject. Saved datadealswith the ouput
directoryname esultfile namesandthewhole optionschoserby the user

“Fermer”

This sub-menus aboutthe endof anopenproject. It refresheghe display of main window.
Thefile closingallowsuserdo openanotheiproject. Thesimultaneouspeningof two different
projectsis impossiblewith Zoo.

“Quitter”
This sub-menus for terminatingthe Zoo session.A confirmationmessagés thendisplayed
for theuserto confirmits initial choice.
“Analyse”menu

Thismenu(cf. figure4(b))is aboutthemanagemertdf traceanalysis.Thefollowing sub-menus
areproposed:Lancer”, “Afficher” and“Préférences”.

“Lancer”
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Figure6: Window to launchananalysis

This sub-menu(cf. figure 6) launchesa new analysisif a specificprojecthasbeenalready
openedby the user Oneclick on this menudisplaysa new window wheremain analysispa-
rametersanbedefinedandselected:

— Tracenameto analyze:afield is usedto enterthe tracenameeitherdirectly or with the
“Parcourir” buttonthathelpsto selecta specificfile in thefile system.

— Figuresto display: usercanclick onthe checkboxandthenactivateor nottheanalysisor
aspecifickind of flows. Disablingthis optionshortenghetime of analysiswhich canbe
ratherlong on acomputewith little memoryandlow CPU speed).

— Themainparametersor theanalysis.
Onceanalysisparameterfiave beenselectedthe usercanchooseto launchit with the “Ap-

pliquer” button. If “Annuler” buttonis selectedhe window is closedandthe analysisis not
started.

“Afficher”

This sub-menudisplaysresultingfiguresandstatisticSfor anold analysisf a projectis already
openedNotethateveryresultfigures(PNGfiles) aresavedin thedirectoryreadat the opening
of aspecificproject,otherwiseanerrormessages displayed.
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Figure7: Analysisoptions

“Preferences”

This sub-menuisplaysandmodifiessomespecificparameter®f an analysis. Theseoptions
aredividedinto two groups:

— Analysisoptions(cf. figure7): usercandefinelower andupperboundsfor the analyzed
flow, othersapplicationshe wantsto characterizendthe maximumvaluefor correlation
computing.

— Miscellaneousptions(cf. figure 8): usercandefinea zoomingratio for displayingfig-
ures,andif hewants filesto besasedattheexit of Zoo.

“Aide” (?") menu

This menudisplaysthe userhelpaswell assomemiscellaneousformationon Zoo.

After ananalysis

Oncethe analysisends,the notebookis updatedandselectediguresaredisplayed.Figures9
and10belov showv atypical displayaftera classicabnalysis.

First notebookpagesintroduceglobal analysisstatisticsandthen, detail resultsgot for every
type of applications.Userapplicationsare addedafter main applications.Next pagesdisplay
figuresbasednthekind of decompositiof TCR, ElephantMice, Dragonfliesor Tortoises)and
basednobsenationlevel (packetandflow). If thisanalysishasrunonanotsuficientnumber
of packetsor flows, figuresare not displayedfor the concernectlasses.In this caseanerror
messag@nformstheuser andtherelatedpagesarenotaddedo the notebook.

4 Decompositionexample: Mice vs. Elephant traffic characteri-

zation

We aregoingto illustratethefeaturesof Zoo onasimpleexample.We have analyzedatracecaptured
on RENATER. We aregoingto divide traffic into two differentwell known flow classesimice and
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elephants.We are going to analyzewhich differencescan be highlightedfor thesetwo classedy
takinginto accounthefollowing parameters:
¢ Flow arrival distribution,

Packetarrival distribution,

Correlationlevel for flow arrivals,

Correlationlevel for packetsarrivals,

e LRD level for flow arrivals,
¢ LRD level for packetarrivals,

In this sectionwe are going to startwith mice flows. Then,we will considerelephants. For
characterizingeachflow classwe aregoingto considertwo differentanalysidevels (flowsandthen
packets).This approachoringstwo kinds of modelingresults.Indeed,if we consideranupperlevel
of obsenation (applicationlevel for instance)jt is ratherinterestingto studyflow behaiors. At the
opposite,if the goalis to modeltransportprotocolsfor example,resourceprovisioning, QoS and
performanceavaluation,it canbe moreinterestingto considera low obsenation level with packet
level modelingresults.

4.1 Mice traffic characterization

e Mice flow characterization

Mice aredefinedasflowswith ashorthumberof packetg6]. A goodexampleof anapplication
exchanginga lot of miceis web browsersthatopena lot of mice connectiongo downloadthe
differentobjectsincludedin a HTML page. It is really interestingto modelarrival times of
theseflows becausehey aremostrelatedto applicationlevel andgive amoreaccuratedeaon
userandapplicationbehaiors.
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Figurell: Arrival distribution for mice flows (Granularity= 50 us)

Arrival procesgor miceflows

Firststepfor this characterizatiors aboutthecomputatiorof arrival distribution for miceflows
(cf. figurel1l).

hen,we cannot concludewhetherthe arrival procesdor mice flows canfit a Poissorprocess.
For this purposeywe needto analyzecorrelationlevelsfor thesearrivals.

Auto-correlationstructurefor miceflows

This function(cf. figure 12) extractedfrom mice flow arrival procesgivesa qualitatve infor-

mationonthedegreeof LRD in thetraffic. Indeedthisfiguredepictsacomplex procesgrough
oscillationsandslow decrease)Moreover, every valuesarenotincludedin Gaussiarbounds
(£ 0,0038).So, theseconstantalueshighlight somedependengcin the arrival of miceflows,

thenexhibiting thatthe arrivalsof micedo notfollow a Poissorprocess.

Mice packetsharacterization

Mice packetarrival process

After consideringonly miceflows, we now takeinto accountthe whole packetggeneratedy
theseshortflows. For this purposefigure 13 illustratesthe distribution for packetinter-arrival
time in microseconds$or this classof traffic.

It is obvious thatthis distribution doesnot bring enoughinformationto characterizehis part
of traffic. We need,asin the caseof mice flows, to considerthe auto-correlatiorfunction for
inter-arrival timesof mice packets.

Auto-correlationstructurefor mice packets

This function (cf. figure 14) extractedfrom mice packetarrival processdepictsa comple
procesqslow decreaseandall valuesare not includedin Gaussiarbounds(+ 0,0020). So,
theseconstantsighlighta highlevel of dependengin thearrival of micepacketsthusshaving
it doesnotfollow aPoissorprocess.

Hurstparameteandwaveletbasednethod

To quantitatvely characterizeéhe LRD level of currentinternettraffic, we realizeda wavelet
baseddecompositiorof traffic traces. Interestedreaderscanrefer to [1] for detailson the

11



025

02

Autocorrélation( k)
= =
= th

=
B

Figurel2: Auto-correlatiorfunctionfor miceflow arrival process

Occurences (%)

i} 2000 4000 B000 a0o0 10000 12000 14000 16000 18000 20000
Durées inter-paguets des flux sours (us)

Figure13: Arrival distribution for mice packetgGranularity= 50 us)

12



4.2

0,2

015

01

0,05 \

W

10000 20000 20000 40000 50000 BOOOO fonoo

Autocorrélation( k)

-0,05

K {m=s)

Figurel14: Auto-correlatiorfunctionfor mice packetarrival process

waveletbasedmethodaswell asthe LDestimatetool thatprovidesthe LRD diagramsllustrat-
ing this section. It shavs the signalwith differentgranularitiesof obsenationandthengives
informationon variability degreeof theanalyzedsignal(hereinter-arrival durations)ccording
to therangeof obsenations.

The estimationof Hurstfactorgives H = 0.622. This valueis greaterthan0.5. Thus,there
is LRD in the traffic of mice. Moreover, this value helpsus to quantitatvely compareLRD

degreegeneratedby eachclassof flows: miceandelephantsFigure15 depictsthe LDestimate
diagramthathelpsusto studyscalelaws in thetraffic.

Elephanttraffic characterization

Elephantlow characterization

Theselastyears,Internettraffic knew animportantchange. New applicationssuchas peer
to-peerfor instanceappeared And their big successmpactsin animportantway the profile
of exchangedile length. Thus,traffic hasmoreandmorelong flows (elephantsuchasaudio
or videofiles). It is thenvery importantto betterunderstandhe behaiors of theseflows that
represenhowvadayshe mostimportantpartof datavolumein the Internet.

Elephantflow arrival process
Figurel6illustratesthedistribution of inter-arrival for elephants.
Auto-correlationstructurefor elephantlows

The auto-correlatiorfunction computedon elephantraffic shavs thatdataserieshave lowest
correlationlevels. Indeedmostof the pointsarebetweerthetwo Gaussiarboundy+ 0,048).

This analysison elephanflows shaws thattheir arrival processeemdo fit a Poissonprocess
(with anexponentialdistribution thatdoesnot shav dependeng. Thisresultis not surprising
aswe have alreadysaidthatelephantraffic canberepresentetly very heary transfersof very
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big files: for instance downloadingof audioor videofiles. They arethenindependentrom
eachothers.
¢ Characterizatiofior packetf elephantlows
Elephantpacketarrival process
Figure18depictsthis arrival process.
Auto-correlationstructurefor elephanpackets

The auto-correlatiorfunction (cf. figure 19) shavs a very strongcorrelation(every pointsare
outof Gaussiamounds(+ 0,011)andits behaior shavs a very slow decrease).

Hurstparameteandcomputatiorof LRD level
This diagram(cf. figure 20) extractedwith waveletbasedmethodallows us to analyzescale
laws hiddenin elephantraffic. The Hurstvalue computedwith this methodis H = 0.840.

This valueis very significantbecauset highlightsthatelephanpacketsareresponsiblef the
mostimportantpartof LRD in the traffic. First, we analyzea Hurstfactorreally higherthan
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0.5. Thus,this valueis very closeto Hurstparameteof globaltraffic (# = 0.844). We can
recallthatthis factorwas0.622for mice packets.So, this obsenationis raisingthe following
guestion:How is elephantraffic contrituting so muchto the LRD degreeof currentinternet
traffic?

This answerhasbeenalreadyaddressedThe conclusionis generallythat TCP is not suited
for transmittinglong flows on high speednetworks. Indeed,congestiorcontrol mechanisms
introducelong rangedependencim thetraffic [9] [5] [8], whatcreatedargeoscillationandnon
stability issuesn the network,thusmakingstableQoSdifficult, quiteimpossible o enforcein
the presencef suchatraffic.
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