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1 Intr oduction

ThispaperintroducestheZootool thathasbeendesignedin theFrenchMetropolisproject,explaining
why Zoo speaksFrench;we will soonteachZoo how to speakEnglish. More technicallyspeaking,
this tool hasseveralcontributions:

� It makespossibleto modeltraffic by computingstatisticalmomentsof the traffic. In theory,
all momentsfrom first to infinite ordersarerequired. Practically, first andsecondordersare
sufficient to have agoodrepresentationof traffic processcharacteristics;

� It allows usersto analyzethe characteristicsof differentclassesof traffic. Theseclassescan
be definedaswe want: asconcreteapplications,dependingon the size,or durationof flows,
etc. This canprovide very importantinformationfor handlingthesedifferent traffic classes
differently, andthenadapttheprotocolandmechanismsto their realrequirements;

� measure the quality of serviceprovided by the network in terms of dynamic traffic pa-
rameters. The principleof this QoSevaluationis thenbasedon theoscillationnature,LRD
andself-similarity levels (that arequiteclosenotionsfor Internettraffic), given that themore
oscillationsandLRD, thelowesttheQoS.It thenwill beimportantin EuQoSto checkthatthe
LRD of theresultingtraffic in theEuQoSsystemis low. It wouldmeanthattheoscillationlevel
is reducedandthenthattheutilizationof resourcesis not far from beingoptimal.

2 Traffic trace manipulation

2.1 Traffic trace format

Thenative formatfor traffic analyzedin Zoo is ERF(ExtensibleRecordFormat).This is thestandard
packetformatdevelopedby Endace,a company providing passive monitoringhardwarecalledDAG
cards[2] [3]. Traffic tracesat thisformatcanbeobtainedfrom PCAPdata(capturedwith TCPDUMP
[7] tool for instance),usinga specifictool, calledDAGCONVERT, developedby LAAS andLIP6
(two Frenchlaboratories),thatconvertsthepcapformatinto ERF.

Usagefor this tool is:
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dagconvert -i pcapdata.pcap-o erf data.dagpcap:erf
where:

� pcapdata.pcapis theinput traceto translatefrom pcapto erf format,

� erf data.dagis theoutputtracetranslatedin erf format.

2.2 Record length

Recordlength for microscopicpassive capturesis a really importantproblem. Indeed,this length
impactsthecomplexity degreethatcanbemadein thefutureanalysis.For working efficiently, Zoo
needsto get thefull TCP/IPheaderfor eachanalysedpacket.So,eachcapturemustrecordfor each
packetat least54 bytesof data(14 bytesfor Ethernetheader(without the4 CRCbytes)+ 20 bytes
for theIP header+ 20 bytesfor theTCPheaderwithoutoptionfield). Oncecollectedin a ERFtrace,
eachrecordrepresents70bytesof data(54+ 16morebytesfor ERFheader).

For interestedreaders,figure1 representseachfield of anERFheader.

Figure1: Detailsof ERF headerfor packetscapturedwith DAG systems(for TCP/IParchitecture
over 10/100MbpsEthernet)

Detailsfor eachfield aregivenbelow:

� timestamp:arrival datefor capturedpacket,

� type:kind of framecollectedat thelink level (Eth,ATM, PoS),

� flags:variousinformationoncapturestate(interfacenumber, recordnotcompleted,����� ),

� rlen (recordlength): full length for the recordexchangedbetweencapturecardandstorage
device,

� lctr (losscounter):numberof packetslost betweenDAG cardandstoragedevice(if PCIbusis
overloaded),

� wlen (wire length):reallengthfor capturedpacket,

� offset/ pad:numberof bytesnotcapturedat thebeginningof dataframe(not implementedyet
in DAG cards).

3 How to useZoo?

3.1 Softwareand hardware requirements

Becauseof thealgorithmcomplexity andthesizeof traces,Zoohasto work on a powerful computer
with a large memory. A standardhardwareconfigurationis PentiumIV at 2 Ghz with 1 Go of
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Figure2: Introductionwindow

RAM. ThissoftwarewasdevelopedunderLinux operatingSystemandneedsaKernel2.2.Moreover,
graphicaluserinterface(GUI) is basedon GTK 2 (Gimp Tool Kit [4]). Thus,GTK library mustbe
installedotherwiseZoowill not work well.

3.2 Usermanual

Eachfeatureof Zoo is describedin thissectionandit alsogivesits GUI details.

� Introductionwindow

When launchingZoo, an introductionwindow (cf. figure 2) is openedin front of the main
window. It introducestheandproposesto go aheador quit Zoo. If “Non” button is selected,
thesoftwareis closedwhereasoneclick on“Oui” buttonclosetheintroductionwindow andput
thefocuson themainone.

� Main window

Themainwindow (cf. figure3) is composedof:

– Onemenubar: userscanlaunchevery featureof Zoo. It presentsthe following menus:
“Fichier”, “Analyse”and“Aide”,.Eachof themwill bedetailedin next parts.

– Onetool bar: it presentsthemain featuresof Zoo that userscanquickly launch: “Nou-
veau”,“Ouvrir”, “Enregistrer”, “Analyser”,“Afficher”, “Options” and“Quitter”.

– Onenotebook:thisprintingzoneis usedto displaygraphicsandstatisticresultsof analy-
sis.

– A statebar: it is usedto displaysomemessagesfor users:help,errormessage,etc.

� “Fichier” menu
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Figure3: Main window

(a) “Fichier”
menu

(b) “Analyse”
menu

Figure4: Main menubardetails

This menu(cf. figure4(a))managesthewholeanalysisandis alsousedto quit thesoftware.
Userscanfind the following sub-menus:“Nouveau”, “Ouvrir”, “Enregistrer”, “Fermer” and
“Quitter”.

“Nouveau”

This sub-menuallows the creationof a new projectby detailing the directoryandeachfile
namein which theresultswill berecorded.Moreover, thecreationof a new projectmakesan
initializationof all optionvalues.

By clicking on “Nouveau”andif any otherprojectis alreadyopened,thewindow depictedin
figure5 is displayed.

On top of this window, a field is usedto enterthedirectoryname(whereresultswill besaved)
eitherdirectly, or with the“Parcourir” buttonthathelpsto selecta specificdirectoryin thefile
system.Then,usercanenternamesfor all files in which resultswill be saved. For easiness
reasons,defaultvaluesareinitially proposed.
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Figure5: “Nouveau”window

Finally, theusermustclick on “Appliquer” buttonto applyall its choices.If “Annuler” button
is selected,hecomesbackto themainwindow withoutsaving themodifiedparameters.

“Ouvrir”

Thesub-menu“Ouvrir” is aboutanalreadysavedproject.Saveddataarecontainedin thename
of the outputdirectory, file namesandthe whole optionsselectedby user. Oncethe project
opens,all valuesare initialized with the onesreadin the selectedfile. It is thenpossibleto
launchanew analysisor displayold results.

If this sub-menuis selectedandif any otherprojectis open,a window is displayed.Thus,the
usercanchoosea namefor its project.

“Enregistrer”

Thesub-menu“Enregistrer” is usedto save anopenproject. Saveddatadealswith theouput
directoryname,resultfile namesandthewholeoptionschosenby theuser.

“Fermer”

This sub-menuis abouttheendof anopenproject. It refreshesthe displayof main window.
Thefile closingallowsusersto openanotherproject.Thesimultaneousopeningof twodifferent
projectsis impossiblewith Zoo.

“Quitter”

This sub-menuis for terminatingtheZoo session.A confirmationmessageis thendisplayed
for theuserto confirmits initial choice.

� “Analyse”menu

Thismenu(cf. figure4(b))isaboutthemanagementof traceanalysis.Thefollowingsub-menus
areproposed:“Lancer”, “Afficher” and“Préférences”.

“Lancer”
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Figure6: Window to launchananalysis

This sub-menu(cf. figure 6) launchesa new analysisif a specificprojecthasbeenalready
openedby theuser. Oneclick on this menudisplaysa new window wheremainanalysispa-
rameterscanbedefinedandselected:

– Tracenameto analyze:a field is usedto enterthe tracenameeitherdirectly or with the
“Parcourir”buttonthathelpsto selectaspecificfile in thefile system.

– Figuresto display:usercanclick onthecheckboxandthenactivateor not theanalysisfor
aspecifickind of flows. Disablingthisoptionshortensthetimeof analysis(whichcanbe
ratherlongon acomputerwith little memoryandlow CPUspeed).

– Themainparametersfor theanalysis.

Onceanalysisparametershave beenselected,the usercanchooseto launchit with the “Ap-
pliquer” button. If “Annuler” button is selectedthe window is closedandthe analysisis not
started.

“Afficher”

Thissub-menudisplaysresultingfiguresandstatisticsfor anold analysisif a projectis already
opened.Notethateveryresultfigures(PNGfiles)aresavedin thedirectoryreadat theopening
of a specificproject,otherwiseanerrormessageis displayed.
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Figure7: Analysisoptions

“Préférences”

This sub-menudisplaysandmodifiessomespecificparametersof an analysis.Theseoptions
aredividedinto two groups:

– Analysisoptions(cf. figure7): usercandefinelower andupperboundsfor theanalyzed
flow, othersapplicationshewantsto characterizeandthemaximumvaluefor correlation
computing.

– Miscellaneousoptions(cf. figure8): usercandefinea zoomingratio for displayingfig-
ures,andif hewants,files to besavedat theexit of Zoo.

� “Aide” (’?’) menu

Thismenudisplaystheuserhelpaswell assomemiscellaneousinformationon Zoo.

� After ananalysis

Oncetheanalysisends,thenotebookis updatedandselectedfiguresaredisplayed.Figures9
and10below show a typicaldisplayaftera classicalanalysis.

First notebookpagesintroduceglobalanalysisstatisticsandthen,detail resultsgot for every
typeof applications.Userapplicationsareaddedaftermainapplications.Next pagesdisplay
figuresbasedonthekind of decomposition(TCP, Elephant,Mice,Dragonfliesor Tortoises)and
basedonobservationlevel (packetandflow). If thisanalysishasrunonanotsufficientnumber
of packetsor flows, figuresarenot displayedfor the concernedclasses.In this case,anerror
messageinformstheuser, andtherelatedpagesarenotaddedto thenotebook.

4 Decompositionexample: Mice vs. Elephant traffic characteri-
zation

Wearegoingto illustratethefeaturesof Zooonasimpleexample.Wehaveanalyzedatracecaptured
on RENATER. We aregoing to divide traffic into two differentwell known flow classes:miceand
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Figure8: Miscellaneousoptions

elephants.We aregoing to analyzewhich differencescanbe highlightedfor thesetwo classesby
takinginto accountthefollowing parameters:

� Flow arrival distribution,

� Packetarrival distribution,

� Correlationlevel for flow arrivals,

� Correlationlevel for packetsarrivals,

� LRD level for flow arrivals,

� LRD level for packetarrivals,

In this sectionwe aregoing to startwith mice flows. Then, we will considerelephants.For
characterizingeachflow class,we aregoingto considertwo differentanalysislevels(flowsandthen
packets).This approachbringstwo kindsof modelingresults.Indeed,if we consideranupperlevel
of observation(applicationlevel for instance),it is ratherinterestingto studyflow behaviors. At the
opposite,if the goal is to model transportprotocolsfor example,resourceprovisioning, QoSand
performanceevaluation,it canbe moreinterestingto considera low observation level with packet
level modelingresults.

4.1 Mice traffic characterization
� Mice flow characterization

Mice aredefinedasflowswith ashortnumberof packets[6]. A goodexampleof anapplication
exchanginga lot of miceis webbrowsersthatopena lot of miceconnectionsto downloadthe
differentobjectsincludedin a HTML page. It is really interestingto modelarrival timesof
theseflowsbecausethey aremostrelatedto applicationlevel andgivea moreaccurateideaon
userandapplicationbehaviors.
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Figure9: Displayof analysisstatistics
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Figure10: Displayof figuresproducedafteranalysis
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Figure11: Arrival distributionfor miceflows(Granularity= 50us)

Arrival processfor miceflows

Firststepfor thischaracterizationis aboutthecomputationof arrivaldistributionfor miceflows
(cf. figure11).

hen,we cannot concludewhetherthearrival processfor miceflowscanfit a Poissonprocess.
For this purpose,we needto analyzecorrelationlevelsfor thesearrivals.

Auto-correlationstructurefor miceflows

This function(cf. figure12) extractedfrom miceflow arrival processgivesa qualitative infor-
mationonthedegreeof LRD in thetraffic. Indeed,thisfiguredepictsacomplex process(rough
oscillationsandslow decrease).Moreover, every valuesarenot includedin Gaussianbounds
( � 0,0038).So,theseconstantvalueshighlight somedependency in thearrival of miceflows,
thenexhibiting thatthearrivalsof micedo not follow a Poissonprocess.

� Mice packetscharacterization

Mice packetarrival process

After consideringonly miceflows, we now takeinto accountthewholepacketsgeneratedby
theseshortflows. For this purpose,figure13 illustratesthedistribution for packetinter-arrival
time in microsecondsfor this classof traffic.

It is obvious that this distribution doesnot bring enoughinformationto characterizethis part
of traffic. We need,asin thecaseof miceflows, to considertheauto-correlationfunction for
inter-arrival timesof micepackets.

Auto-correlationstructurefor micepackets

This function (cf. figure 14) extractedfrom mice packetarrival processdepictsa complex
process(slow decrease)andall valuesarenot includedin Gaussianbounds( � 0,0020). So,
theseconstantshighlightahighlevel of dependency in thearrivalof micepackets,thusshowing
it doesnot follow aPoissonprocess.

Hurstparameterandwaveletbasedmethod

To quantitatively characterizethe LRD level of currentInternettraffic, we realizeda wavelet
baseddecompositionof traffic traces. Interestedreaderscan refer to [1] for detailson the
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Figure12: Auto-correlationfunctionfor miceflow arrival process

Figure13: Arrival distributionfor micepackets(Granularity= 50 us)
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Figure14: Auto-correlationfunctionfor micepacketarrival process

waveletbasedmethodaswell astheLDestimatetool thatprovidestheLRD diagramsillustrat-
ing this section. It shows thesignalwith differentgranularitiesof observationandthengives
informationonvariability degreeof theanalyzedsignal(hereinter-arrival durations)according
to therangeof observations.

The estimationof Hurst factor gives � �	�
����
�
 . This valueis greaterthan0.5. Thus,there
is LRD in the traffic of mice. Moreover, this valuehelpsus to quantitatively compareLRD
degreegeneratedby eachclassof flows: miceandelephants.Figure15depictstheLDestimate
diagramthathelpsusto studyscalelaws in thetraffic.

4.2 Elephant traffic characterization
� Elephantflow characterization

Theselast years,Internettraffic knew an importantchange.New applicationssuchaspeer-
to-peerfor instanceappeared.And their big successimpactsin an importantway the profile
of exchangedfile length.Thus,traffic hasmoreandmorelong flows (elephantssuchasaudio
or videofiles). It is thenvery importantto betterunderstandthebehaviors of theseflows that
representnowadaysthemostimportantpartof datavolumein theInternet.

Elephantflow arrival process

Figure16 illustratesthedistributionof inter-arrival for elephants.

Auto-correlationstructurefor elephantflows

Theauto-correlationfunctioncomputedon elephanttraffic shows thatdataserieshave lowest
correlationlevels. Indeed,mostof thepointsarebetweenthetwo Gaussianbounds( � 0,048).

This analysison elephantflows shows that their arrival processseemsto fit a Poissonprocess
(with anexponentialdistribution thatdoesnot show dependency). This resultis not surprising
aswehave alreadysaidthatelephanttraffic canberepresentedby veryheavy transfersof very
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Figure15: Logscalediagramcomputedwith wavelet basedmethodon inter-arrival timesof mice
packets

Figure16: Distributionfor elephantflows(Granularity50 us)

Figure17: Auto-correlationfunctionfor elephantflow arrival process
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Figure18: Distributionfor elephantpacketarrivals(Granularity50us)

Figure19: Auto-correlationfunctionfor elephantpacketarrivals

big files: for instance,downloadingof audioor video files. They arethenindependentfrom
eachothers.

� Characterizationfor packetsof elephantflows

Elephantpacketarrival process

Figure18depictsthisarrival process.

Auto-correlationstructurefor elephantpackets

Theauto-correlationfunction(cf. figure19) shows a very strongcorrelation(every pointsare
outof Gaussianbounds( � 0,011)andits behavior showsa veryslow decrease).

Hurstparameterandcomputationof LRD level

This diagram(cf. figure20) extractedwith wavelet basedmethodallows us to analyzescale
laws hiddenin elephanttraffic. The Hurst valuecomputedwith this methodis � ���
������� .
This valueis very significantbecauseit highlightsthatelephantpacketsareresponsibleof the
mostimportantpart of LRD in the traffic. First, we analyzea Hurst factor really higherthan
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Figure20: Logscalediagramcomputedwith waveletbasedmethodon inter-arrival timesof elephant
packets

0.5. Thus,this valueis very closeto Hurstparameterof global traffic ( � �	�
������� ). We can
recall that this factorwas0.622for micepackets.So,this observationis raisingthefollowing
question:How is elephanttraffic contributing so muchto theLRD degreeof currentInternet
traffic?

This answerhasbeenalreadyaddressed.The conclusionis generallythat TCP is not suited
for transmittinglong flows on high speednetworks. Indeed,congestioncontrol mechanisms
introducelongrangedependencein thetraffic [9] [5] [8], whatcreateslargeoscillationandnon
stability issuesin thenetwork,thusmakingstableQoSdifficult, quiteimpossible,to enforcein
thepresenceof sucha traffic.
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