
Marc-Olivier Killijian · Nicolas Rivière · Matthieu Roy

Experimental Evaluation of Resilience for Ubiquitous
Mobile Systems

Received: date / Accepted: date

Abstract In this position paper, we address the needs
and motivations for practical evaluation of ubiquitous
mobile systems. We are particularly interested in the val-
idation of resilience mechanisms for such systems. We
advocate the use of real experiments that complement
simulation for the evaluation of actual prototypes. In-
deed, experimental validation is particularly appealing
when resilience properties such as safety or availability
are an issue. We then propose and discuss some techno-
logical trails for the implementation of such an evalua-
tion platform and its validation.
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1 Introduction

Weiser’s vision of ubiquitous computing [Wei99] is that of
a society where technology has merged with the physical
environment, and where systems have become ubiqui-
tous, offering services to users while remaining invisible.
This stealthiness implies two important aspects. First, it
assumes excellent interfaces and a rigorous design. Sec-
ond, it requires a level of trustworthiness such that users
can forget the very presence of the technology, under any
conditions and threats. To allow ubiquitous systems to
achieve that level of trustworthiness, resilience mecha-
nisms aimed at improving their security, reliability and
availability must be devised.

Mobility has a significant impact on resilience of ubiq-
uitous computing. Mobility of the physical devices im-

This work was partially supported by the Hidenets project
(EU-IST-FP6-26979), and the ReSIST network of excellence
(EU-IST-FP6-26764).

M.-O. Killijian, N. Rivière, M. Roy
LAAS-CNRS
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plies open and highly dynamic environments, stressing
usage conditions with multiple interactions and multiple
sources of failures. Thus, new risks stem from mobility,
along with new threats which can be both accidental and
malicious. Indeed, risk of loss, theft or physical damage
is exacerbated by mobility, but risks of energy (and other
resources) exhaustion or dangerous encounters (such as
malicious service discovery and usage) are new to mobile
ubiquitous systems.

Nevertheless, positive impacts of mobility and ubiq-
uity ought to be taken into account as well. For instance,
heterogeneity of the services available in a ubiquitous
system can be regarded as a source of diversity that
resilience mechanisms can benefit from. Using specific
fault-tolerance mechanisms such as triple modular repli-
cation with voting, a system can benefit from diversity
to tolerate common mode failures. Without diversity, i.e.
with equivalent replicas of a service, a single fault might
lead the various replicas to fail in the same manner, in a
common mode. Taking diversity into account, and using
an appropriate mechanism, this risk is reduced.

Our main goal is the study of both positive and neg-
ative impacts of mobility and ubiquity on system re-
silience. To this respect, we believe that it is essential
to practically validate and experimentally evaluate the
proposed solutions for increasing the resilience of mobile
ubiquitous systems.

2 Evaluation of Resilient Ubiquitous Mobile
Systems

To the best of our knowledge, little research has been
done on the evaluation of ubiquitous systems. Most of
the literature in this domain concerns evaluation of users
experience and human-computer interfaces [SK01]. How-
ever, some work is also looking at defining appropri-
ate metrics for the evaluation of distributed applications
running on ubiquitous systems [BKL01,CCKM01].

[BR01] is looking at a general approach to evaluat-
ing ubiquitous systems. In the paper, the authors ar-



gue that quantitative measurements should be comple-
mented with qualitative evaluation. The argument is
that there is a number of problems for which evaluation
cannot be easily quantified. Thus an evaluation should
be conducted using an hybrid quantitative/qualitative
strategy.

The area of resilient computing proposes a number
of contributions concerning the evaluation of distributed
systems. Analytical evaluation is probably the most
popular technique, such as within the Assert project
[ABC+05] in the avionics application domain. More re-
cently, experimental evaluation started to gain atten-
tion. The approach taken is often based on dependabil-
ity benchmarking, for example the DBench IST project
[KMM+05] addresses dependability benchmarking of op-
erating systems.

However, in the ubiquitous and mobile computing
area, evaluation of resilience mechanisms, protocols, or
prototypes remains an open problem. In most cases, the
proposed algorithms are evaluated and validated using
wireless network simulators such as NS-2 [NS2], Glo-
mosim [GLO] or JiST/SWANS [BHvR05]. Since simu-
lators use a model of physical components, such as net-
work cards and location systems, this raises concerns as
to the representativity of the assumptions that underlie
the simulation [CSS02].

Little work concerning the evaluation of algorithms
in a realistic environment is available. Of course, this is
due to practical reasons: how can one realistically set up
a platform allowing the execution of algorithms dealing
with mobility and ubiquity?

In this paper, we elaborate on the development of
a realistic platform, at the laboratory scale, to evalu-
ate and validate fault-tolerance algorithms (e.g., group
membership and replication protocols, backup mecha-
nisms, etc.) targeting systems comprising a large number
of communicating mobile devices equipped with various
sensors and actuators. Our goal is to have an experimen-
tation platform allowing for reproducible experiments
(including mobility aspects) that will complement val-
idation through simulation. As we will see, an important
issue within this platform is related to changes of scale
so as to emulate as many various systems as possible.

3 Building an Experimental Evaluation Platform

3.1 Target Applications and Systems

The mobile ubiquitous systems we seek to evaluate fall
into several categories: automotive applications such as
distributed black-boxes, platooning, etc. [BCF+07]; co-
operative services with both Internet-connected and dis-
connected periods [KPB+04]; smart-spaces; e-health na-
no-devices. These very diverse systems involve different
notions of mobility and represent different scales. In the
remainder of this section we categorize more precisely the

type of mobile systems we want to evaluate and elabo-
rate on their scale.

3.2 What does Mobility Mean?

We think that when discussing about mobile systems, we
should distinguish between the goal and the reason of
mobility. As far as the goal of mobility is concerned, two
notions are distinct: physical mobility, that deals with
the movement of devices within the physical space, and
logical mobility that relates to service roaming within the
resource space, i.e. mobile services or software agents.

Issues related to the reason of mobility differ signif-
icantly depending on whether mobility arises as a con-
sequence of user mobility (in the remainder, this will be
referred to as passive mobility), as is the case with de-
vices such as mobile phones, or whether it is controlled
by the device or service itself (active mobility), as with
autonomous robots for example. With this experimen-
tal platform, we are interested in the evaluation of the
resilience of both mobile services and devices in the con-
text of ubiquitous systems whose mobility can be either
active or passive.

3.3 A Matter of Scales

The experimental evaluation platform is composed of
both fixed and mobile devices. Technically speaking, the
mobile devices are constituted by some programmable
mobile hardware able to carry the device itself, a light-
weight processing unit equipped with one or several
wireless network interfaces, radio-frequency identifiers
(RFIDs), a positioning device and a smart-card reader.
The fixed counterpart of the platform contains the corre-
sponding fixed infrastructure: an indoor positioning sys-
tem, wireless communication support, an identification
system for RFIDs (RFID readers), as well as some fixed
servers.

We consider a platform set up in a room of approxi-
mately 100 square meters where mobile devices can move
around. The room provides services, some of which are
available in the whole room while others are limited to
specific regions. Mobile devices can also offer services
within a limited range and can access the services avail-
able in their environment.

By changing scales, we plan to emulate systems of
different sizes. Hardware modeling of this type of sys-
tem requires a reduction or increase of scale to be able
to conduct experiments within the laboratory. To obtain
a realistic environment, all devices must be modified ac-
cording to the same scale factor. As mentioned above, we
plan to conduct very diverse experiments, for example:
– A system of communicating vehicles (VANET) with

intermittent connection to roadside infrastructure
(e.g., there could be an access-point at each toll-gate
on a motor-way).



– A system of nano-robots subject to mobility (as they
are carried by the blood stream, for instance) offer-
ing services (e.g., delivery of a certain amount of
medicine in a specific region of the human body),
while interacting with their environment and commu-
nicating with each other (using chemicals [CHSL06],
wired or wireless networks[Fre99]).

These two experiments are good examples of the scale
diversity the experimental platform should cope with:
the VANET application needs to be scaled down while
the e-health experiment has to be scaled up. For instance,
if we consider the VANET experiment within a 16x6 me-
ters room (a typical 100 square-meter lab experimental
room), we can estimate the scale factor to be around
50 (for a 800x300 meter simulated environment). Con-
versely, the nano-robot experiment would typically in-
volve �1 µm nodes able to communicate with each other
in a range of tens µm and thus an increase factor in the
order of 106 (for a simulated environment composed of
few �20 µm vessels). In the remainder of this article, we
discuss the technical implications of this scale challenge.

3.3.1 Precise Indoor Location

A first technical issue concerns indoor location. Indeed,
most of the applications and ubiquitous systems we plan
to experiment on this platform benefit from some kind
of geo-positioning, usually using a GPS device. As the
platform will be built indoor, within our laboratory, GPS
devices are not able to receive the GPS satellites signal
and thus cannot be used. An indoor location solution
is thus necessary. Again the question of scaling can be
translated into an precision problem: how precise do we
need the indoor location system to be? For example, if
we come back to the VANET experiment, a typical GPS
in a moving car is 5-20m precise. Then, indoor we need
to have 10-40cm precision.

Several technologies are currently available for indoor
location [HB01], mostly based either on scene analysis
(e.g. using motion capture systems) or on triangulariza-
tion (of RF and ultrasound [SBGP04] or wireless com-
munication interfaces [CKSW03]). For us, the main met-
rics are obviously precision, accuracy, but also size and
weight of the devices.

3.3.2 Realizing Physical Mobility

One of the most important question we have to answer
when designing this platform is how to realize mobility,
i.e. how to make the devices actually mobile. Obviously,
when conducting experiments, we cannot have a human
operator behind each device, mobility has to be auto-
mated. This is why we are considering the use of sim-
ple small robots platforms in order to carry around the
platform devices. These robots task is to “implement”
the mobility of the nodes. If, for a given experiment, the
emulated nodes are actively mobile, the devices need to

have control over the mobility and thus needs to commu-
nicate with the robot controller. Conversely, if the nodes
are passively mobile, there is no need for any communica-
tion between the robots and the devices they carry and
the robot controller can be much simpler as it doesn’t
need any communication means.

We are currently evaluating several robot platforms.
The questions we have to answer during this selection
are:

– Load: is the robot able to carry the device which is
typically composed of a PDA or a laptop, a few ac-
tuators/sensors, a few RFIDs, etc.

– Accuracy: as we want the experiments to be repro-
ducible, how accurate are the movements of the robot
under the specified load?

– Speed: under the load and the accuracy specified
above, what is the maximum speed the robot can
attain?

– Energy: with fully-charged batteries, how long can
last an experiment or how many experiments can be
conducted?

– Scope: is the robot controller communication-enabled
(in order to implement active mobility) ?

– Ease-of-use: how easy is the robot platform to pro-
gram for a given experiment?

– Size: how big/heavy is the robot? This is important
as it can physically limit the number of devices par-
ticipating in an experiment.

3.3.3 How to Scale Down Wireless Communication?

The most important design issue for the platform con-
cerns wireless communications. First, the communica-
tion range of the participants (mobile nodes and in-
frastructure access-points) has to be scaled according to
the experiment being conducted. For example, with the
VANET experiment, a typical automobile have a wire-
less communication range of a few hundred meters, say
200m1. With a scale reduction factor fixed at 50, the mo-
bile devices communication range has to be limited to
4m. However, to cope with other experiments and other
scale reduction factors, this communication range should
ideally be variable. A second problem concerns commu-
nication obstacles. For certain experiments, it might be
necessary to simulate obstacles (like tunnels, mountains,
buildings, etc.) and their impact on wireless communi-
cations. For example, when entering a tunnel, a car can
suddenly be disconnected from its neighbors but also be-
come connected to another network partition. The plat-
form must simulate those communication obstacles. To
summarize, there are two issues to be solved: communi-
cation range reduction and obstacle simulation.

1 The 802.11p Wireless Access in the Vehicular Environ-
ment (WAVE) standard is still under discussion but it will
probably define a communication range of several hundred
meters. We consider here one of the most restrictive options.



Concerning communication range reduction, some
WiFi network interface drivers implement an API for
reducing their transmission power. However, the imple-
mentation of this feature is often limited and many
interface drivers only propose to choose transmission
power between a few pre-selected values. Theoretically,
a limited transmission power should accordingly reduce
transmission range. Yet, this assumption has to be con-
firmed practically. This approach could also be applied
using short range wireless technologies, such as ZigBee,
Wibree2 or Bluetooth.

An alternative solution, based on topology emula-
tors [JN07], could also be envisaged. An emulator is con-
nected through a switch to nodes (one access point per
mobile device). This emulator simulates nodes connec-
tivity according to the topology. Notice that this hybrid
solution, between simulation and a real experiment, is
not really adequate in the plain experimental platform
we are developing.

The last and most appealing solution is the one we
are currently investigating. It consists of using signal at-
tenuators between the WiFi network interfaces and their
antennas. An attenuator is an electronic device that re-
duces the amplitude or power of a signal without appre-
ciably distorting its waveform. Attenuators are usually
passive devices made from resistors. The degree of at-
tenuation may be fixed, continuously adjustable, or in-
crementally adjustable. In our case, the attenuators are
used to reduce the signal received by the network inter-
face and are actually much more efficient than just dis-
connecting the antenna. Then, we plan to use spectrum
analyzers in order to characterize the signal reduction
with respect to the degree of attenuation.

The second technical problem can be solved physi-
cally using Faraday’s cages (or tents3). An alternative
solution based on topology emulation could also be en-
visaged but again we would prefer not to rely on this type
of technical solution. In any case, it will be important to
take into account room reflection, as it could affect the
awaited results.

Therefore, these different technical solutions need to
be evaluated according to several metrics:

– Range accuracy: how accurate is the actual transmis-
sion range compared to the specified limit?

– Setting accuracy: how accurate is the lab setup com-
pared to a real experiment? Indeed, lab walls, floor
and ceiling will have an impact on the wireless com-
munication, so these effects needs to be evaluated as
well.

– Obstacles accuracy: how good are the simulated
(physical or logical) communication obstacles?

2 www.wibree.com
3 see, e.g., www.faradaycages.com

3.3.4 Validation

Validation of the platform is an important issue to gain
confidence in the platform and its results. We will thus
need to evaluate both the representativity, validity and
reproducibility of the experiments. Validity compares the
results obtained with the platform against “reality” and
reproducibility measures the stability of the results in
a sequence of repeated experiments. The approach we
plan to use is inspired by benchmarking. A benchmark
application for which data is available (on Crawdad[?]
for example) is experimented on the platform. The re-
sults can thus be compared with the real data to eval-
uate their consistency. Concerning reproducibility, one
must remember that the applications we are interested
in involve many nodes. Henceforth concurrency should
probably introduce some variability in the obtained re-
sults during a series of experiments. However, the bench-
marking technique mentioned above could be repeated in
order to measure the variability of the results and com-
pare it with results obtained from simulators and/or real
experiments.

4 Conclusion and Future Work

We believe that experimental evaluation of resilient ubiq-
uitous systems is necessary to complement the usual
analysis based on simulation. In this article we elabo-
rate on the technical implementation details for an ex-
perimental platform for mobile ubiquitous systems. With
such a platform we plan to evaluate mobile systems com-
ing from diverse application areas: automotive, health,
smart spaces, etc. This variety introduces a big scaling
challenge. We discuss three different scaling problems:
indoor location, actual mobility and wireless communi-
cation. We present a few solutions to these challenging
tasks, and propose some evaluation metrics. We have also
to design a validation technique for this platform. To
conclude, although the problem of indoor location seems
easier to solve as much work is available on the subject,
the two last problems are still open. We are currently
evaluating several technical solutions to these challenges.
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