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Abstract. Can a chess player play anonymously in the Internet? This
question is critical for all tournament players: games are collected and
gathered on online database. Identifying a player is “only” a problem of
data mining, i.e. players characterization, pattern matching, and hypoth-
esis testing. This abstract presents the general issues in the analysis and
identification of a chess player. The problem depicted has consequences
for many other domains in which privacy can be jeopardized. Chess is
certainly the Drosophila of privacy for online games.
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1 Introduction

John McCarthy [1] has referred to chess as the Drosophila of AI, speaking
metaphorically about the pioneer works on genetics with fruit flies. The au-
thor’s opinion is that chess is also the Drosophila of online game privacy. The
main question of this paper is about the privacy of players in online games.
Can my chess moves reveal my identity? The main issue is that chess players
cannot control the access to the most sensitive information: the record of their
own games! Chess players privacy looks harmless at a first sight and we have
been confronted to such question numerous time in computer science. So nothing
seems new under the sun.

Why studying chess fantasy while there are far more worrying applications
like geo-localization [2] or the Facebook [3, 4]? Apart from being fun, there are
four reasons:

• Chess is a finite game. It simplifies significantly the analysis task over mod-
ern real-time-strategy or massively multiplayer online role-playing games in
which the players actions are difficult to model.

• It is easy to access large database of games. Therefore, statistical tools can
be used and tested to verify hypothesis.

• Understanding the data mining problem found in chess might be very useful
for data mining over the Facebook.



• The author was rated FIDE 2131 in 2006. Several of his own games appear
in these databases. . .

The project envisioned by the author is particularly time consuming since
large games database (more than four billions of games) must be explored to con-
struct players profiles and many characteristics must be computed. This abstract
details the goal and expectation of the author.

2 Player characteristics

To start our study, we need to secure a good source of information. Most of
the organizers digitize all the tournament games and send them to free online
databases such as TWIC [5]. Commercial products like the Big Database of
Chessbase [6] can also be used. The primary purpose of these databases is to
increase/share the knowledge on chess games and positions.

We do not remember the conduct of a chess game, the readers who have
never approached a chessboard can consult [7] for the strict rules or [8] for a
more entertaining way to learn chess.

A chess player can be characterized in many ways by his games. All chess
players have their pet openings and some move orders they favor in specific
positions. The Fig. 1 show the profile of five top grandmasters (Anand, Carlsen,
Aronian, Kramnik and Ivanchuk) when they play their first move with the white.
The number of games analyzed for each player is between 700 and 1500. It
corresponds to all their known recorded games. The Fig. 1 shows the statistics
of each grandmaster.

0.1

0.3
0.4

1.b3

M
ov
e
p
ro
b
a
b
il
it
y

0.9
0.8
0.7
0.6
0.5

0.2

0
1.CF31.d41.e4 1.c4 1.g3

Anand
Carlsen
Aronian
Kramnik
Ivanchuk

Fig. 1. Opening profile for the first move of five top grandmasters.

Let define χ = (χ1, χ2, · · ·χn) a vector of n characteristics χi, i ∈ [1, n]
obtained from the database exploration for a given player. A characteristic can
correspond to the first move occurrence and so on. . . Everything can be con-
sidered. Let χ′ = (χ′

1
, χ′

2
, · · ·χ′

n
) be the observed characteristics collected from



several online games. The challenge is to apply hypothesis testing [9] on χ and χ′

to determine whether or not the anonymous player matched a given profile. We
need also to determine the average minimal number of games needed to identify
a player.

3 Conclusion

The contribution of chess to privacy looks marginal at a first sight: only the 200
000 players found in the database are concerned. However, chess is the unique
opportunity to understand precisely all the difficulties encountered by a mali-
cious user who wants to track or identify anonymous gamers or users based on
their chess habits. Compared to other games, chess is finite and games database
are easy to find offering a primary source of information to the malicious player.
The results of this exploration look very promising to establish a theoretical
foundation for more sensitive applications like the Facebook.
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