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1. Motivation 

 
 

Privacy by design is often praised by lawyers as an essential step towards a better privacy protection 
[3]: in a world where privacy is more and more jeopardized by new information and communication 
technologies, the growing view is that part of the remedy should come from the technologies 
themselves. On the technological front, privacy enhancing technologies (PETs) have been an active 
research topic in computer science during the last decades and a variety of techniques have been 
proposed (including anonymizers, identity management systems, privacy proxies, encryption 
mechanisms, filters, etc.). However, privacy by design is more than the use of PETs: it relies on the 
idea that privacy requirements should be taken into account in the early stages of the design of a 
system and can have a potential impact on its overall architecture. In other words, privacy by design 
represents a paradigm shift: prevent rather than cure [6].  

As an illustration of the current trend towards privacy by design, the Article 29 Working Party 
released an opinion in December 2009 [1] stating that “The principle of Privacy by Design should be 
introduced in the new framework: privacy and data protection should be integrated into the design of 
Information and Communication Technologies. […] This principle of Privacy by Design should not 
only be binding for data controllers, but also for technology designers and producers. On top of that, as 
the need arises, regulations for specific technological contexts should be adopted which require 
embedding data protection and privacy principles into such contexts.” In same vein, the 32nd 
International Conference of  Data Protection and Privacy Commissioners adopted in October 2010 a 
resolution on Privacy by design urging all countries to : “Recognize Privacy by Design as an essential 
component of fundamental privacy protection; […] to Proactively encourage research on Privacy by 
Design”. 

 A number of general privacy principles have been proposed, which can form the foundations 
of privacy by design, such as the “Fair Information Practices” back in 1974, including minimization of 
data, control on personal data, transparency of the treatments or accountability. However no precise 
characterization of these criteria and no method has been proposed so far to help in the design or 
assessment of “privacy compliant systems”. The long term goal of the work sketched here is to 
provide formal foundations for privacy by design that encompass, as much as possible, the 
aforementioned privacy principles and can be used in practice both in the design phase (e.g. to explore 
the design space when conflicting requirements have to be met) and in the evaluation phase (thus 
paving the way to rigorous privacy assessment procedures).  

 
In this abstract, we focus on the data minimization principle: we use “pay as you drive” as a 

motivating case study (Section 2) and sketch a formal framework for reasoning about data 
minimization (Section 3) before drawing some perspectives for further work (Section 4). 
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2.  Case study: Pay as you drive 

 

 

The goal of “pay as you drive” systems (or “electronic traffic pricing”) is to make it possible to collect 
taxes on the usage of roads based on parameters such as the time, type of road, congestions, 
environmental conditions, etc. A possible architecture consists in equipping each car with a GPS, 
GSM and an on board computer sending all location data and vehicle identification numbers to the 
server of the operator. This server can then easily compute the fees due for each car. This solution, 
which was proposed by the Dutch government, is obviously highly intrusive since it allows the 
operator to know all the whereabouts of all the vehicles [5]. Other solutions have been proposed to 
provide the same service while better protecting privacy, for example: 

• The VPriv system [7] in which the on board equipment (OBE) commits to a fixed set of  
anonymous tags, sends the location data to the server with anonymous tags, adds the fees 
corresponding to its own tags and returns the sum to the server. The operator computes the fee 
due for each location data received, returns to each car all the individual fees (end of each 
quarter) and conducts the verification protocol to check the sum returned by the OBEs 
(dedicated protocol for secure multi-party computation). This solution offers better privacy 
protection but it requires anonymous communications and it still has to face the risks of de-
anonymization. 

• A location commitment based system [5] in which the OBE sends vehicle identification and 
hashes of the location data to the server, performs the computations of the fees, sends the fee 
to the operator at the end of each quarter and discloses partial sums in case of spot-checks. 
The operator can spot-check the cars to detect misbehaviours or failures of the OBEs and 
conduct a verification protocol. This solution is flexible but requires an interactive verification 
protocol and leads to non minimal disclosures of data during spot-checks. It has been 
improved with commitment trees [5] and homomorphic commitments [2].  

 
 

3.  Formal framework for data minimization 
 

The examples in the previous section show that, for given functional objective, different architectures 
can be proposed, with different privacy and security guarantees for the actors involved. So far, these 
possibilities have been studied on a case by case basis, without any principled, systematic approach. 
The first step towards a more systematic approach is to provide a formal model for the system and the 
requirements of the actors. The formal model sketched here is based on two main ingredients: 

• The service represented as a set of equations. 

• A control function defining the actor controlling the computation of each variable. 

• The requirements of the actors represented as constraints on variables and the control function. 

• An inference system allowing us to derive properties of architectural options. 

 

The correctness of the inference system is proven with respect to an operational model which defines 
the semantics of each operation (Receive, Spot-Check, Commit, Open, Compute, etc.). More 
precisely, we can show that if  C ├ X, then in the context C, the data collector can detect any error in 
the computation of X. Technically speaking, using only the operations in C, the data collector can 
extend the trace σ into a trace σ’ which add enough information to his environment to show that X is 
not correct. 



The context C itself is a set of triples (R, D, G) with: 

• R : set of variables which can be received by the data collector in a run. 

• D : set of variables which can be committed and opened by the data collector in a run. 

• G : set of variables which can be spot-checked by the data collector in a run. 

The intuition is that C is the set of operations available to the data collector to perform his 
verifications. 

As an illustration, for the “Pay as you drive” application, the set of equations defines the computation 
of the quarterly fee T. If ρ denotes the control function, ρ(T) = VH means that the computation of T 
must remain within the control of the vehicle. The constraint ∀ (R,D,G) ∈ C, R ⊆ {T}                      
means that the only data that the data collector can collect is T (which prevents, for example, the OBE 
from sending the location data to the data collector). The constraint ∀ (R,D,G) ∈ C, Card (G) ≤ 1           
means that only one spot-check in a quarter is allowed. Other applications, such as smart metering 
follow a very similar pattern [4] and can be treated using the same techniques (unless the goal is to 
meet stronger requirements, such as differential privacy, which would require additional techniques 
such as the perturbation of the collected data). 

    

 
4. Conclusion 

 
 

The main benefit of the formal approach sketched in the previous section is to allow us to explore the 
design space systematically and discover architectures which are strong enough to deliver the service 
while satisfying the constraints. In some cases, we can also prove that a set of constraints is 
inconsistent. The work described here is still preliminary though, and needs to be extended in several 
directions: 

• A higher level requirement language would be useful for the data subject to better 
understand the impact of his choices (set of requirements).  

• A more powerful threat model should be used involving malicious third parties, and 
data collectors. 

• Last but not least, it would be interesting to quantify the level of privacy (for the data 
subject) and security (for the data controller) and study whether the logical framework 
sketched here could serve as a basis for the definition of a probabilistic framework. It 
would also be interesting to be able to use it to assess the architectures by the 
yardstick of strong privacy measures such as differential privacy. 

 

As a conclusion, there is a wide consensus nowadays on the fact that the privacy by design approach 
should be promoted, supported by legal instruments and more widely adopted. There is also a 
consensus on a number of general principles such as data minimization, informed consent, 
transparency, etc.) and we have a range of techniques already available (anonymization, commitments, 
secure multiparty computation, homomorphic encryption, etc.). What is badly needed at this stage is a 
systematic approach and tools to support privacy by design. Because privacy is a complex issue with 
potentially conflicting requirements, we believe that formal methods can be play an instrumental role 
in this context. 
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