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Abstract

Stochastic Petri nets (SPNs) have emerged over the years
as a favored approach for performance and dependability
modeling and evaluation. Their usual utilization assumes
that systems specification and design do not evolve, in
opposition to real-life. This paper is aimed at a preliminary
exploration of how to take advantage of the existing body of
results on SPNs for modeling the evolution of computer
systems, i.e. to model non-stationary stochastic processes.
It focuses on dependability evolutions which result from
successive releases.

Introduction

Modeling and evaluating computer systems, with respect to
either or both performance and dependability, is
undoubtedly aflourishing domain.

Modeling and evaluation of performance, or of
dependability with respect to physical faults, has largely
focused on the influence of system structure, together with
a) workload when performance is of interest, b) fault
occurrence and manifestation for dependability, and c) both
workload and faults when performance and dependability,
i.e. performability is of interest. Out of the corresponding
methods and techniques, stochastic Petri nets (SPNs) and
their many flavors (generalized SPNs, extended SPNs,
deterministic and stochastic Petri nets, stochastic activity
networks; see [2] for a recent survey) have emerged over
the years as a widely favored approach. From a system
modeler viewpoint, SPNs enable attention to be focused on
the logic of the system, especially on the interactions and
dependencies (either functional or stochastic, or both)
between classes of components, and to handle in a modular
way the number of components within each class. Over the
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years, the underlying stochastic processes which can be
handled by SPNs (see eg. [3]) have evolved from
homogeneous Markov  processes, to semi-Markov
processes, and more recently to Markov regenerative
processes, without leaving aside the transformation of non-
Markov situations into Markov processes via the device of
stages, also called (phase-type expansionQ Keeping the
above-mentioned essential property of expressing the
system logic, the handling of non-Markov situations, and
thus of the influence of the past history on the future system
behavior, is expressed at the Petri net level. Thisincreasein
the expressiveness power of the SPNs has been
accompanied by important developments in the processing
of the SPNs for evaluating the performance, dependability
or performability measures for complex SPNs, either via
direct simulation of the net (for instance thanks to the
variance reduction techniques), or via the processing of the
Markov chain isomorphic to the reachability graph (for
instance thanks to the randomization techniques).

The net result of the evolution briefly recalled above, is that
SPNs have reached a degree of maturity such that they can
handle realistically the current complex computer systems;
the corresponding models can be built and processed under
less and less strong assumptions, and powerful software
packages are available to assist the modeler, such as ESPN,
GreatSPN, SPNP, SURF-2, TOMSPIN, UltraSAN, etc.

However, a strong implicit assumption is that the modeled
system is not evolving over time, i.e. its specification and
design do not change. In terms of the underlying stochastic
processes, this means that all those studies are concerned
with  stationary processes, be the performance or
dependability measures evaluated for transient or steady-
state situations.

On the other hand, modeling and evaluation of
dependability with respect to design faults has naturally
focused on non-stationary processes, mainly devoted to
software reliability evaluation. A large number of reliability



growth models (see e.g. [7]) have been produced, which are
usualy targeted at single-component systems, i.e. atomic
systems or (hlack boxO systems. Those models thus
generally ignore the system structure; a few structura
software reliability models have been proposed, which
however do not account for the removal of faults, i.e. model
in fact stationary processes, with the exception of our work
[5, 15]. Practica utilization of reliability growth models is
eased by the existence of software packages, such as
SMERFS, SRMP, SoRel, SRE Toolkit, M-ZopZe, etc.

Users of computer systems know from their practice that
computer systems do evolve with time, because of a) the
progressive removal of the unavoidable design and
realization faults, of b) the improvement in performance of
some functionalities, and of c) the addition of new
functionalities. Furthermore, the corresponding evolutions
are usually carried out selectively on some system
components, and, last but not least, any hewO computer
system generaly result from evolutions on previously
existing hardware and/or software platforms (see e.g. [1,
12, 18] for examples of such selective evolutions of
complex systems, with respect to either or both
performance and dependability).

This paper is precisely devoted to a (preliminary)
exploration of how to take advantage of the existing body
of results on SPNs for modeling the evolution of computer
systems, i.e. to model non-stationary stochastic processes.
It focuses on dependability evolutions which result from
successive releases.

The paper is composed of three sections. In the first
section, the behavior of atomic systems is characterized and
several elementary SPNs are proposed for modeling
evolutions via multi-stage homogeneous Markov processes,
multi-stage semi-Markov processes, and non homogeneous
Markov processes. The second section addresses the
utilization of the SPNs proposed in the first section in the
modeling of multi-component systems, i.e. when
accounting for the system structure. Findly, the third
section summarizes the approach reported in [15], which is
based on the simulation of reliability growth via an
hyperexponential phase-type expansion.

1- Characterization and modeling of
dependability evolutions

1.1- Characterization of system behavior

The reliability of asystem is conveniently illustrated by the
failure intensity, i.e. the instantaneous average number of
failures, as it is a measure of the frequency of the system
faillures as noticed by its user(s). Failure intensity is
typically first decreasing (reliability growth), due to the

removal of residual design faults, either in the software or
in the hardware. It may become stable (stable reliability)
after a certain period of operation; the failures due to
internal faults occurring in this period are due to either
physical faults, or to design faults which are admitted not to
be removed. Failure intensity generally exhibits an increase
(reliability decrease) upon the introduction of new releases
incorporating modified functionalities; it then tends towards
an asymptote again, and so on?.

Typica variations of the failure intensity may be
represented as indicated on figure 1, curve (&), which may
generally be smoothed into a continuously decreasing curve

(b).
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Figure 1 - Typical variations of a system's failure intensity

We have above identified three classes of behavior: stable

reliability, reliability growth, and reliability decrease. They

may be defined asfollows:

¥ stable reliability: the system's ability to deliver proper
service is preserved; the successive times to failure are
stochastically identical;

¥ reliability growth: the system's ability to deliver proper
service is improved; the successive times to failure are
stochastically increasing;

¥ reliability decrease: the system's ability to deliver
proper service is degraded; the successive times to
failure are stochastically decreasing.

Practical interpretations of stable reliability and of

reliability growth are asfollows:

¥ dable reliability: at a given restoration, the system is
identical to what it was at the previous restoration; this
corresponds to the following situations: in the case of a
hardware failure, the failed part is changed for another
one, identical and non failed; in the case of a software
falure, the system is restarted with an input pattern
different from the one having led to failure;

1 1tis noteworthy that such a behavior is not restricted to the operational
life of a system, but also applies to situations occurring during the
development-validation phases of a system, e.g. a) during incremental
development, or b) during system integration.



¥ reliability growth: the fault whose activation has led to
failure is diagnosed as a design fault (in software or in
hardware) and is removed.

Reliability decrease is theoretically, and practicaly,

possible. In such a case, it has to be hoped that the decrease

is limited in time, and that reliability is globally growing

over along observation period of time.

Clearly, stable reliability is modeled in terms of stationary
processes, whereas evolving reliability (growth or decrease)
leads to non-stationary processes.

The user@ vision of the system behavior with respect to
failure occurrence, fault removal and introduction of new
releases via a continuously time-varying failure intensity
has its source in the system under the form of discrete
modifications of the failure rate, as exemplified by figure 2;
zero, one or several failures can occur between two
modifications, where modifications can be consecutive to
corrections and/or the introduction of improved or added
functionalities; modifications generally do not coincide
with failures. For a detailed mathematical formulation of
the relationship between failure rate and failure intensity for
non-stationary processes, see [14].
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Figure 2 - Typical variations of a system's failure rate

1.2- Dependability modeling

The system behavior characterization conducted in the

previous paragraph enables the reliability growth models

which appeared in the literature to be classified asfollows:

1) Models based on the relation between successive failure
rates, which can be termed as failure rate models; these
models describe the behavior between two failures. Two
categories of failure rate models can be distinguished
according to the nature of the relationship between the
successive failure rates: @) deterministic relationship,
which is the case for most failure rate models (see e.g.
[17]), and we shall term the corresponding models as
deterministic  failure rate models; b) stochastic
relationship [16], and we shall term the corresponding
models as stochastic failure rate models;

2) Models based on the failure intensity, thus called failure
intensity models; these models describe the failure

process, and are usually expressed as non-homogeneous
Poisson processes; see eg. [8].

Most of the reliability growth models consider reliability
growth stricto sensu, without consideration of possible
stable reliability or reliability decrease periods: they assume
that the failure rate and/or the failure intensity decrease
monotonously and become asymptotically zero with time. It
is however noteworthy that a) the so-called S-shaped
models [19] express initia reliability decrease followed by
reliability growth, and that b) our hyperexponential model
[15] expresses reliability growth converging towards stable
reliability.

Most of the falure rate models assume that the system
behavior is governed by a piece-wise Poisson process
similar to the representation of figure 2, with however less
generality as these models generaly assume that each
failure is followed by a modification. The constancy of the
successive failure rates is lost in the stochastic failure rate
models, consecutive to the mixture of distributions enabling
to express the successive failure rates as a series of random
variables.

The derivation of dependability models is strongly
influenced by the considered reliability growth model.
Failure rate models provide a system view, and as such
necessitate the restoration and modification policies to be
explicitly modeled. On the other, failure intensity models
embody the modifications whose influence is captured by
therate of variation of thefailure intensity.

Let us consider first failure rate models. The relationship
between restorations and modifications can vary to a large
extent, depending upon the computer system application,
and criticality. We will restrict ourselves to two extreme
situations: @ modifications are undertaken after each
failure, and the system is restored after modification only,
and b) modifications are not explicitly related to failures,
and are governed by a specific stochastic process. These
two situations may be viewed as relating respectively to
critical systems and to non-critical systems. In the sequel,
we will assume that the modification and restoration
processes do not vary with time, that is that the
corresponding random variables (time to restoration, time
to modification) are stochasticaly identical. This
assumption will enable to emphasize the reliability growth
phenomena, without loss in generality as it has been shown
in [13] that the evolutions of the restoration-modification
processes are of much lesser influence than the evolutions
of reliability.

As deterministic failure rate models are piece-wise Poisson
processes, the corresponding dependability models are
multi-stage homogeneous Markov chains. The model of a
critical system is given by figure 3, where it is assumed that



the piece-wise Poisson process converges toward a Poisson
process after r modifications took place: the sequence of
failure rates is {1, A2, E , As}. Furthermore, it is assumed
that the modification-restoration process is a Poisson
process of rate u. A SPN generating the Markov chain of
figure 3 is given by figure 4, where a generalized SPN
(GSPN) is used; black rectangles represent timed
transitions, and white rectangles represent instantaneous
transitions. The transition rate A1g, is marking dependent
where m(C) denotes the marking of place C.
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Figure 3 - Multi-stage Markov chain for a critical system
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Figure 4 - GSPN for a critical system

Similar models are easily derived for non-critical systems,
as given by figures 5 and 6, where v is the modification
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Figure 5 - Multi-stage Markov chain for a non critical system
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Down NV
Mo r= N withj=f(m(NV)) = m(NV) + 1

Figure 6 - GSPN for a non-critical system

As it could be expected, figures 4 and 6 exhibit the usual
compactness and modularity of SPNs as compared to the
Markov chains of figures 3 and 5.

If the system evolution is modeled by a stochastic failure
rate model, the loss of constancy of the failure rates
consecutive to the distribution mixture operation leads to
semi-Markov chains instead of Markov chains, where the
inter-state transition probabilities are evaluated via the so-
called competitive model [4].

Finaly, if the system evolution is modeled by a failure
intensity model, the corresponding dependability model is a
non homogeneous Markov chain, which is illustrated by
figure 7, which gives the elementary chain as well as the
(equally elementary) GSPN. In this figure, h(t) denotes the
failure intensity.

Up

} TR h(t)
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Figure 7 - Failure intensity models

The apparent reduced complexity of the model of figure 7
as compared to the models of figures 3 to 6 has to be
balanced with the increased difficulty for processing the
model in order to obtain the dependability measures
(reliability, availability, etc.). The issue of model
processing will be adressed in section 2.

2- Dependability growth of multi-component
systems

Modeling multi-component systems enables the impact of
each component on system dependability to be anayzed.
As an example, Figure 8 (extracted from [15]) plots the
unavailability evolution of a two component system: the
unavailability of the system is conditioned by the
unavailability of component C2 at the beginning and by the
unavailability of component C1 later. This example shows
that a seemingly smooth and orderly reliability growth of a
system can mask different situations for its components.
Another example of such a phenomenon, from the field
datareported in [11], is given by figure 9 in terms of failure
intensity.
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Figure 9 - Failure intensity of a two component system

When system components are stochastically independent,
the derivation of system dependability measures from the
solution in isolation of components models is easy (using
for instance Kronecker Algebra). However, in most realistic
systems, there exist stochastic dependencies among
components that have to be accounted for explicitly. Such
dependencies are conveniently modeled by stochastic Petri
nets and their extensions, under the form of synchronization
and cooperation among concurrent processes. As discussed
in section 1, non-stationary processes can be modeled by
stochastic Petri nets. This approach can also be applied to
multi-component systems as follows: firstly, build a GSPN
model of the system from the models of its components
assuming stable reliability, and then use the generic Petri
net models introduced in section 1 for each process
exhibiting non-stationarity in order to incorporate reliability
growth.

We illustrate this approach on a two-component fault-

tolerant system with imperfect coverage and single repair

facility. Let:

¥ ). and AP denote the failure rates corresponding to
covered and non-covered errors, respectively,

¥ w1, up, and ugz denote the restoration rates after the first
covered failure, the first non-covered failure, and a
second covered failure, respectively.

The stable reliability GSPN together with the
corresponding Markov chain are given on figures 10 and
11. These models account for the fact that the components
of the system are identical. The Markov chain generated
from the GSPN model reachability graph is aggregated
according to the Kemeny-Snell theorem for Markov chain
reduction.

Following similar steps as in section 1 for modeling
reliability growth, we consider now in turns deterministic
failure rate models, stochastic failure rate models, and
failure intensity models.

Figure 10 - GSPN for a two-component fault-tolerant system in
stable reliability

State Marking
1 {2P1,P'1}
2 {P1,P2,P'1}
3 {2P3,P'1}
4 {2P1,P'2}

Figure 11 - Markov chain of a two-component fault-tolerant system
in stable reliability

Deterministic failure rate models. We have to specify the
modification policy and its relation to restoration. In order
to exemplify the ability of SPNs to handle various
restoration and modification policies, we assume the
following:

1) At each occurrence of a non covered failure, the critical
component ensuring error detection and recovery is
modified. The stochastic process associated to non
covered failures is described by a deterministic failure
rate reliability growth model with parameters Az .qgg
(after s-1 modifications the failure rate stabilizes);

2) With regards to covered failures, modifications are
performed according to a Poisson process with
parameter v. Then, the stochastic process associated to
covered failures is described by a deterministic failure
rate reliability growth model with parameters Acqg |



(the failure rate A, reaches the asymptotic value Acr
after the introduction of the (r-1)th release).

These assumptions can be easily incorporated in the stable
reliability GSPN model using the generic Petri net models
for each elementary process. The GSPN model obtained is
given on figure 12. The evolution of the failure rates A
and A, are respectively determined by the marking
evolution of places C1 and NV.

The Markov chain derived from the reachability graph of
the GSPN model of figure 12, reduced in the Kemeny-Snell
sense, is given by figure 13.
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Figure 12 - GSPN for a two-component fault-tolerant system in
reliability growth (deterministic failure rate model)

Figure 13 - Markov chain of a two-component fault-tolerant system
in reliability growth (deterministic failure rate model)

A multi-stage Markov chain is obtained where inter-stage
transitions are governed by the modifications of rates v and
uo. Each stage has a structure which is similar to the stable
Markov chain of figure 11. Each state I, | = {1, 2, 3, 4}
identifies the number of modifications performed (m) and
the number of releases (n) already introduced (0! m! s1,
0! n! r1). A maor drawback of this technique is the
increase of the state space compared to the stable reliability
Markov chain. For instance, in this example, the number of
states of the reliability growth Markov chain is 4.r.s that
should be compared to 4 states corresponding to the stable
reliability Markov chain. This drawback is however to be
balanced by the utilization of classical, and systematic,
processing techniques such as randomization, possibly
accounting for the fact that such multi-stage chains have
sparse transition matrices.

When considering systems in reliability growth, in addition
to the conventional measures of dependability and
performability which are interesting for systems in stable
reliability (e.g., system reliability, system availability), the
falure intensity is of prime interest, particularly its
evolution in response to the modifications performed on the
system. The failure intensity can be calculated using for
example the tagging concept [9], or using a reward
structure without discounting [10], where a bonus of 1 is
associated with failure transitions and O with the others.



Stochastic failure rate models. The combination of
several multi-stage semi-Markov chains is faced with the
problem that the combined stochastic process cannot be
described by a semi-Markov process. In order to be a semi-
Markov process, each visit to a system's state must
correspond to a regeneration point (or at most the starting
instant of one state only is not a regeneration point).
Clearly, this requirement is not satisfied due to the presence
of competitive processes which are not exponentially
distributed. For instance in the example of figure 13, states
1, and 27 do not correspond to regeneration points. In
some specific cases, Markov regenerative processes or the
method of supplementary variables can be used to solve the
model of the system; however in the general caseit is likely
that Monte-Carlo simulation is a convenient approach to
obtain quantitative results.

Failure intensity models. If each elementary process is
characterized by its failure intensity function, the
underlying stochastic process characterizing the behavior of
the multi-component system can aso be described by a
non-homogeneous Markov chain. In this case, the Markov
chain of the system in reliability growth has the same
structure as the Markov chain of the system in stable
reliability, however the state transitions are characterized
by the corresponding failure intensity functions. For
instance, in the example presented above, we obtain the
same model as figure 11 where A, and AP are replaced by
h(t) and

hﬁ)(t) , respectively.

Quantitative results from the system's non homogeneous
Markov chain can be obtained from the resolution of the
associated Kolmogorov forward differential equations in
which the transition rate matrix is time-dependent.
Obtaining explicit solutions is generally cumbersome, if at
al possible. Possible alternatives are: @ numerical
integration techniques to solve the differential equations, b)
approximation of the continuoustime process with
discrete-time equivalents? (because numerical integration
involves some degree of approximation, this is frequently a
good choice), or ¢) Monte-Carlo simulation.

3- The transformation approach

The previous section allowed to retain two approaches for
modeling non-stationarity: the multi-stage approach and
the non-homogeneous Markov chains approach. Processing
of a multi-stage model can be performed by classica
methods, and al the materia available for Markov chains

2 The major diffi culty with this technique is that many transition rates
that are effectively zero in the continuous-time differential transition
rate matrix assume small but nonzero probabilities in the discrete-time
transition probability matrix.

processing can be used. However, its main drawback is the
dramatic increase of the number of states, which is a
function of the number of stages considered for each
component. On the other hand, the models associated to
non-homogeneous Markov chains are more compact, but
necessitates complex solutions. In order to overcome these
difficulties, the behavior of a single-component can be
approximated (or simulated) by a Non-Homogeneous
Poisson Process (NHPP) model: the hyperexponential
model. The latter can be considered as resulting from the
transformation of a traditional Markov model (stable
reliability, exponential failure rate) into another model
which, through a suitable addition of states, enables
reliability growth phenomena to be accounted for. We first
present the main properties of the hyperexponential model,
then the transformation approach is presented and applied
to atwo component system.

3.1- Single-component systems

The hyperexponential model is defined as a non-homoge-
neous Poisson process of failure intensity given by:

o Csup st + Cinf gGinft
o eosupt 4 o g Ginft

h(t) = O o!'l,o+tw=1

h(t) is non-increasing with time, from h(0) = w Cgyp +@ Gjnf
to h(") = Cinf, as indicated on figure 14. The rate of
decrease of h(t) can be adjusted via the values of the three
parameters® Cgyp, Cinf, .

AN

" !sup+# Vinf

Vinf

»

Figure 14 - Typical failure intensity for the hyperexponential model

An important property of NHPPs is: the failure rate for the
ith failure cannot be distinguished from the failure intensity.
We can thus, from a prediction viewpoint, consider our
model as originating from a 2-stage hyperexponential Cox
law (hence its name): it can be interpreted as a Markov
model, where, instead of asingle U state, there are two such
states, with initial probabilities  and w. The reliability
growth model of a system can then be modeled from the
transformation of a traditional Markov model (stable

3 Thismodel admits as special cases:
¥ thestablereliability situation, with exponential timesto failures: a)
Csup =Cinf,0orb) o =00rw=0;
¥ afailureintensity tending asymptotically towards zero: Cjnf = O.



reliability, exponential failure process) into another Markov
model, as indicated by figure 15.
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Figure 15 - Markov interpretation of the hyperexponential model

When considering availability, the transformation approach
introduced in figure 15 leads to the model of figure 16-b,
obtained from the classicad Markov model of a single-
component system in stable reliability (figure 16-a).
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a: Stliability @

c: Conventional device of stage

b: Reliability growth

Figure 16 - Availability models

The unavailability curve corresponding to the model of
figure 16-b is given by figure 17, curve &, curves b and ¢
are relative to stable reliability (figure 16-a), ether
pessimistic before reliability growth took place (b) or
optimistic after (c). The unavailability decrease, as depicted
by figure 17, curve a is in agreement [15] with both
theoretical properties and practical results observed on real
systems.

0 Cgyp + @ Ginf

Figure 17 - Unavailability curves

Interpretation of the model of figure 16-b as representing a
behavior such as reaching steady-state after having left the
transient state U1l would be misleading since such an
interpretation does not account for the fact that initial
probabilities of states U1 and U2 are both different from O
or 1. The Markov chain of figure 16-b is different from the
Markov chain which would be transformed via the
conventional device of stages in order to account for a
distribution of the time to failure exhibiting a decreasing

hazard rate [6] in a stationary process. The latter is given in
figure 16-c and corresponds to the following probability
density function:

f(t) =01 1 el + w2 T2 go2t , 0l w1, 2! 1, w1 +wo =1
3.2- Multi-component systems

Owing to the Markov interpretation of the hyperexponen-
tial model, a natural approach to modeling multi-
component systems is to build a Markov model for the
system from models of its components which incorporate
reliability growth. We outline below a general approach,
based on stochastic Petri nets, then we apply it to the two-
component fault-tolerant system considered in section 2.

Considering the hyperexponential model of a single-
component, the GSPN modeling approach leads to the
models of figure 18. In the GSPN of figure 18-b, the
instantaneous transitions enable the assignment of initial
probabilities distinct from 1 or O to the initia states of the
associated Markov chain to be modeled (this is in fact a
relaxation of the implicit assumption in classical GSPNs
about the equivalence of the initial marking and a proba-
bility equal to 1 assigned to theinitia state of the associated
Markov chain).
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b: Reliability growth

Figure 18 - GSPN models for single-components systems

The transformation approach when using GSPNs then

consists in the following steps:

S1) Construction of the GSPN of the system assuming
stable reliability.

S2) Transformation of the GSPN according to figure 18.

S3) Derivation of the reachability graph of the
transformed GSPN, which is the Markov chain
accounting for reliability growth.

We illustrate this approach on the two-component system
with imperfect coverage and single repair facility already
considered in section 2. The GSPN model in stable
reliability is given by figure 10. The transformed GSPN in
order to account for reliability growth via the
hyperexponential model is given by figure 19, where C¢ sup



, and Cgiinf result from the transformation of A., and
Cf:)sup and ?;f-?mf result from the transformation of k@

m(P11)! csup

Figure 19 - GSPN for a two-component fault-tolerant system in

reliability growth (transformation approach)

The Markov chain corresponding to the GSPN of figure 19
isgiven by figure 20.

Processing the Markov chain of figure 20 by the SURF-2
program led to the results plotted on figure 21, where:

¥

the covered failure rate and the non-covered failure rate
after reliability growth (Ccinf and TRinf ), have been
taken as equal to 104/h and 5 10°7/h, respectively (thus
Ceinf [Ceinf =5 10°9);

1
> T,sup

C,sup

T Gint—e—— m
!E,int
State Marking State Marking State| Marking
1 | {2P12,P'11} 6 | {2P11,P'12} || 11 | {2P12,P2}
2 {({P11,P12,P'11} 7 |{P12,P2,P'11} 12 | {2P3,P'11}
3 | {2P11,P11} 8 |[{P11,P2,P'11} || 13 | {2P3,P'12}
4 | {2P12,P'12} 9 [{P12,P2,P"12} || 14 {{P11,P12,P2}
5 [{P11,P12,P'12}|| 10 |{P11,P2,P'12} 15 | {2P11,P'2}

Figure 20- Markov chain of ta two-component fault-tolerant system

in reliability growth (transformation approach)
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Figure 21 - Unavailability curves for model of figure 20

¥ the extent of reliability growth for both sources of

failuresis equal to 10, we have thus:

10%h! Ac! 103hand51077/h! Ag ! 5100/,
the restoration rates are such that: Cejinf /Mg = 51073 ;
Ceiinf /M2 = Cejinf /U3 = 103 (restoration is consudered
easier when one of the components is still operating
than when the system is totally down);
curve C1 (respectively C5) corresponds to stable
reliability conditions (stationary case), with A¢c and Ag



taking their minimal values (respectively maximal
values);

C4 corresponds to reliability growth, with A¢ and Ag

decreasing from their maximal values to their minimal
values respectively and w¢ = wg = 0.5;

Curves C2 and C3 are displayed in order to show the
influence of the reliability growth of the covered failure
rate and of the uncovered failure rate taken in isolation,
respectively.

The results illustrated by figure 21 clearly highlight the fact
that if non stationarity arizing from reliability growth is not
taken account, the dependability measures evaluated under
the stable reliability behaviour assumption may not be
representative of the observed behavior of the system.

The main limitation of the transformation approach lies in
the increase in the state space with respect to the stable
reliability models. However the increase in the number of
states is not very high compared to the additional number of
states needed when using a multistage modeling approach
to take into account reliability growth as performed in
sections 1 and 2. In fact, the cardinality of the state space
for an n-component system in stable reliability with 2-state
components is comprised between n+1 (all components
identical) and 2" (all the components different), and it
ranges from (n+1)(n+2)/2 to 3" in the case of reliability
growth. This limitation is not so drastic as it would have
been a few years ago, thanks to the powerful current
methods for processing Markov models. These cardinalities
assume stochastic independence. However, stochastic
dependencies generally have more impact on the interstate
transitions than on the state space cardinality. It is
noteworthy that the model of figure 20 is relative to a
system whose components have more than two states, and
are stochastically dependent.

Conclusion

In this paper we have explored the possibility to use
stochastic Petri nets and their extensions to model non-
stationary processes and take into account dependability
growth arising from continuous improvement and
evolutions of computer systems. Firstly, we have analyzed
atomic systems, we have shown that non-stationary
processes can be described by multi-stage Markov or semi-
Markov chains, or by non-homogeneous Markov chains,
which can be easily described by simple stochastic Petri net
models. Then, we have considered multi-component
systems and analyzed the stochastic process which is
obtained from the combination of the non-stationary
processes of system components. Different cases have been
discussed with an indication of the applicability of available
results for model analysis and processing.
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A gignificant am of performing performance and
dependability evaluations is to assist the decision making
process regarding business decisions. Such business
decisions usually involve trade-offs which necessitate
realistic assumptions in the modeling and evaluation
exercises, where the trade-offs can be relative either to the
products (e.g. architecture), to the process (e.g. time to
release vs. quality achieved), or both (eg. market
introduction, modifications). The corresponding evaluations
are al the more effective in the sense of helping the
decision process as they are based on realistic assumptions.
As such, evolutions of computer systems are definitely part
of real-life, and it is hoped that the preliminary results
reported in this paper will lead to further investigations in
order to include non-stationary processes, which are nedded
to take evolutions into account, in the performance and
dependability models of computer systems.
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