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Abstract

It is well-known that, in an asynchronous system where
processes are prone to crash, it is impossible to design a
protocol that provides each process with the set of processes
that are currently alive. Basically, this comes from the fact
that it is impossible to distinguish a crashed process from a
process that is very slow or with which communications are
very slow. Nevertheless, designing protocols that provide
the processes with good approximations of the set of pro-
cesses that are currently alive remains a real challenge in
fault-tolerant distributed computing. This paper proposes
such a protocol. To that end, it considers a realistic com-
putation model where the processes are provided with non-
synchronized local clocks and a function ����� . That function
takes a local duration as a parameter, and returns an in-
teger that is an estimate of the number of processes that
can crash during that duration. A simulation-based exper-
imental evaluation of the protocol is also presented. The
experiments show that the protocol is practically relevant.

1 Introduction

Detecting process crashes A synchronous message-
passing system is a system in which there are bounds on
message transfer delay and processing time. Moreover,
these bounds are known by the processes that can conse-
quently use them in their computation. Considering a syn-
chronous message-passing system prone to process crashes
(without recovery), a main problem in fault-tolerant dis-
tributed computing consists in designing an algorithm that
allows a process to determine an estimate of the number
of crashes. An easy algorithm suited to synchronous sys-
tems is as follows. Let us assume, without loss of gener-
ality, that the processing of a message takes no time (the
processing time of a message can be included in its transfer
delay). Moreover, let a process answers an inquiry message
by return. To compute an estimate of the current number of
crashed processes, a process broadcasts an inquiry message,

sets a timer to the maximal round trip delay, and waits until
the timer expires. It can then safely conclude that all the
processes from which it has not received an answer before
the timer expiration, have crashed. Moreover, this estima-
tion is an under-estimate as a process can crash just after
having sent its answer.

Differently, an asynchronous message-passing system is
characterized by the fact that there is no assumption on mes-
sage transfer delay (except the fact that any delay is finite)
[5]. It follows that there is no notion of “maximal round-
trip delay” in pure asynchronous systems. Consequently,
even if a process is allowed to use timers, there is no way
for it to safely detect process crashes, whatever the timeout
values it uses. The impossibility to distinguish a crashed
process from a process with which communication are very
slow is one of the main difficulties one has to face when in-
terested in designing distributed fault-tolerant services. The
most celebrated related result is the impossibility to solve
the consensus problem in asynchronous systems prone to
even a single process crash failure [3].

The classical asynchronous distributed system model
Let � be the number of processes the system is made up of
(we consider here only static systems). A classical way to
address the previous drawback consists in augmenting the
asynchronous system model with an additional parameter,
usually denoted � ( �
	�� ), that is assumed to be an upper
bound on the number of processes that can crash. This pa-
rameter � can be seen as a guess on the future behavior of
the system.

Let us consider, in that model, the simple problem of a
process � that wants to obtain data from “as many processes
as possible”. To that end, � broadcasts a query. Classically,
the model parameter � is used to define a logical deadline af-
ter which the querying process stops waiting for responses:
it waits until it has received ���� responses (without using
any timer).

Let us define the response quality associated with a given
query as the number of responses (to that query) that are
received. The classical asynchronous system model has two



weaknesses when we are interested in the response quality
criterion. Let � be the actual number of process crashes.

� If ��	�� , as the querying process waits only for ����
responses, it is missing ���� responses. This can be
particularly penalizing when � is small, as the more
responses the querying process obtains, the better it is.
More precisely, the response quality is always ����
(whatever the actual number of process crashes), while
it could be comprised between ���� and ���� .

� If ����� , the querying process blocks forever. This be-
cause, after it has received ���� responses, the query-
ing process keeps on waiting for the ���� missing re-
sponses that will never be sent.

In the first case, the response quality can be severely
reduced. In the second case, while the model parameter �
is assumed to be an upper bound on the number of process
crashes in any execution, it appears that it is not such an
upper bound in some executions. Of course a greater value
of � could have been chosen, but in that case, the response
quality could become very low in the executions where � is
much smaller than � . Finding a good approximation of the
current number of crashed processes is consequently one of
the main challenges one has to take up, as soon as we want
to ensure a good response quality while preventing process
permanent blocking.

The problem posed by process crashes has received a
lot of attention in distributed agreement problems. The im-
possibility to solve such problems in asynchronous systems
prone to process crashes has been proved in [3]. Ways to cir-
cumvent this impossibility are presented in [1] (failure de-
tector approach; see [10] for a survey of this approach), [2]
(additional synchrony), and [9] (randomized algorithms).

Content of the paper The paper is on the on the fly deter-
mination of the processes that are alive in an asynchronous
message-passing system. It has several contributions.

� The first contribution is a new model for asynchronous
message-passing systems. As we have seen, the clas-
sical parameter � is an assumption that can be satisfied
or not in a given execution. The proposed model re-
places that assumption by another assumption on the
maximum number of processes that can crash during
a given time duration (taking always � would provide
the classical asynchronous model).
More precisely, the model assumes that the processes
are provided with non-synchronized local clocks and
can invoke a function (denoted ��� � ) that takes a du-
ration as a parameter. ����!
� returns to the invoking
process an integer that is an estimate of the number of
processes that can crash during ! units of time.

� An ��� � -based distributed algorithm is presented and
proved correct. That algorithm provides each process
with an estimate of the processes that are currently
alive. The proposed algorithm is based on a simple
query-response mechanism and the local clock of the
querying process (to make easier the presentation, a
global clock-based algorithm is first presented). That
algorithm has the following noteworthy properties: it
imposes no constraint on the number of processes that
can crash, and always terminates. So, it does not suffer
the previous limitation inherent to the explicit � -based
model.� A simulation study is presented that evaluates the qual-
ity of the set currently output at each process. It ap-
pears that this quality is pretty good as an alive pro-
cess does not remain suspected for a long time, and a
crashed process is quickly suspected.

Roadmap The paper is made up of 5 sections. Section
2 presents the computation model. Then Section 3 intro-
duces two distributed algorithms that provide each process� with a set containing the processes that � can consider
as the processes currently alive. The presentation of these
algorithms is incremental: the first algorithm is based on a
global clock that all the processes can read. The second pro-
tocol shows that that global clock is not mandatory and can
be replaced by non-synchronized local clocks. Then, Sec-
tion 4 presents a simulation study of the local clock-based
algorithm. It shows that the algorithm is both meaningful
and fast. “Meaningful” means that the probability to suspect
an alive process is very small; “fast” means that an alive
process that is currently suspected becomes very quickly
non-suspected. Section 5 proposes an extended computa-
tion model including both the parameter � and ����� .
2 System model

Asynchronous system The system is made up of a set"$#&% �('*),+-+,+()��/.10 of � processes (nodes) that communi-
cate by exchanging messages. Each process proceeds at its
own speed and, though each message takes an finite time
for going from its sender to its receiver, there is no bound
on message transfer delays. This means that, on both the
process side and message side, the system is asynchronous.

Failure model The underlying network is assumed to be
reliable in the sense that no message can be lost, duplicated
or corrupted. Moreover, if a message is received, it has pre-
viously been sent by a process. While the asynchronous
communication network is reliable, processes are not. A
process can crash (i.e., it definitely stops executing opera-
tions). Given a system execution, a process that crashes is



said to be faulty (in that execution). A process that does not
crash is said to be correct (in the corresponding execution).
A process is alive until it (possibly) crashes.

Broadcast operation The processes are provided with a
BROADCAST �32�� operation, where 2 is a message. Such an
operation is not atomic. It can be seen as a shortcut for:

“for each �5476 "
do 8:9<;*=1�32��?>A@��B4 end do.

This means that, if the sender does not crash while execut-
ing this operation, the message 2 is sent to all the processes,
including its sender. If the sender crashes, the message 2 is
sent to an arbitrary subset of the processes.

Local clock Each process is provided with a local clock.
It obtains the current local date by invoking the operation
local clock(). The local clocks of the processes are not
synchronized: they can have different values at the same
real-time instant C .

We assume that the local clocks are drift-free. (Consid-
ering local clocks that have a drift upper and lower bounds
is possible. We do not consider it as it would only add a
syntactic burden to our presentation.) A local clock is used
only to measure the time duration that elapses during two
local events. It is assumed that the grain of a local clock
is such that the clock increases between consecutive local
events.

��� � function As we have seen in the introduction, in order
to design useful non-trivial protocols despite process crash
occurrences, a system model has to include some assump-
tion on the system behavior. Such an assumption is a guess
that, when satisfied by the system, allows designing correct
and non-blocking protocols (as we have seen in the intro-
duction, the classical parameter � is such an assumption).

The parameter � is static in the sense that it is defined
once and forever. So, instead of � , we propose a system
model that provides the processes with an operation, de-
noted ��� � that, taking a duration ! as a parameter, returns
to the invoking process an integer belonging to D E5+F+ ��HGJI .
That integer is an estimate of the number of processes that
can crash during ! time units. As we can see, the function��� � provides a guess on the system behavior, but this guess
is more dynamic than � . To be useful, the function ����� has
to satisfy the following properties:� ! 'LK !�MON ��� ! ' � K ��� !PM*� (non-decreasing).� It eventually increases according to the duration: (the

more time elapses, the more processes can crash).
More formally: QR! ' such that ����! ' �S	T�HUG ,V !�MW��! ' such that ����!�M*�X�O����! ' � .

From a practical point of view, ��� � can be defined from
observations of previous system runs, these runs providing
a realistic value for the number of processes that crash per

time unit.

Remark When we consider the particular case where the
function ����� always returns �Y?G (whatever the value of ! ),
we obtain the particular case of the classical asynchronous
model where, at any time, the only assumption a process can
rely on is that at most � # ���G processes have crashed.

3 Computing approximations of the set of
alive/crashed processes

This section presents an algorithm that provides each
process with the set of the processes that are deemed to be
alive. An estimate of the set of crashed processes can eas-
ily be computed by subtracting this set from

"
(the whole

set of processes). To make it understanding easier, the al-
gorithm is presented in two steps. We first assume that the
processes have access to a common global clock. Then, that
global clock is approximated with the non-synchronized lo-
cal clocks. Without loss of generality, we assume that local
processing by the processes takes no time, only message
transfer takes (arbitrary) time.

3.1 A global clock-based algorithm

So, let us assume that the system provides the processes
with a common clock that they can read by invoking the op-
eration Z5[ @]\*^_[ `a[ @B`cbd��� . Each process regularly executes the
operation 9-8A>fehgL^i>A9d��� described in Figure 1, that provides it
with the set of processes deemed to be alive. This set is
returned at line 09.

Local variables Each process �kj manages three local
variables.� The variable lam,� j is composed of two fields: lam-� j +nmili�

and lam-� j + o_pd�Al . lam-� j +nmil-� represents � j ’s current estimate
of the processes that are currently alive. As we will
see, all the processes belonging to this set were alive at
time C # l*m-�Aj:+ o_p_�Al (when lam-�AjA+ o_pd�Alq�rE ). (Initially,lam-�AjA+nm-li� #s"

and lam,�:jA+ odp_�Al # E .)1

� The variable tal*u �1tav*2�j is also composed of two
fields; tal*u �1tav*2�jf+ mili� is the last set of processes
from which � j has received response messages;tal*u �1tav*2 j + o_p_�Al is a conservative date indicating that
the processes of tal*u �1tav*2 j + mili� where not crashed at
time tal*u �1tav*2 j + o_p_�Al .� m-�Ap_ti� �xwy2�l*j is an auxiliary variable that contains the
last date at which �1j sent a query message.

1As shown in Theorem 2, it is actually possible to initialize z|{A}�~y� {�z�}
to any subset of � . The simulations described in Section 4 consider that,
initially, each process falsely suspects some other processes (varying from
0% up to 95%).



Process behavior As indicated, until it possibly
crashes, each process �kj repeatedly executes the operation9,8A>fehg�^i>A9<��� . That operation consists of a query/response
mechanism as introduced in [6]: � j issues a query (line 02)
and waits for corresponding responses (line 03). after � j
stops waiting are discarded.) Then � j computes the new
values of tal*u �1tav*2 j and l*m-� j as follows.� taliu �1t*v*2�j�+ mili� is the set of processes from which� j , during its waiting period (lines 03-04), has re-

ceived responses to its last query. Let us observe
that, whatever the round trip delays associated with
these query/responses, all the processes that sent a re-
sponse were alive when � j issued the query, i.e., at timem-�Apdt*� �xwy2�lij . Consequently, t*l*u �1tav*2�j:+ o_pd�Al is set tom-�Apdt*� �xwy2�lij (lines 05).� When a response to a query (issued by a process � j ) is
sent back to � j by a process �54 , that response carries
the current value of the local variable tal*u �1tav*2 4 (see
the background task).
The union of the sets tal*u �1tav*2 4 + mili� received by �1j
are used to define the new value of lam,��j�+ mili� (line 08),
these processes are the processes deemed alive by �(j .
Moreover, as the processes in t*l*u �1tav*2 4 +nmil-� were
alive at time C 4 # tal*u �1tav*2 4 + o_p_�Al , we can con-
clude that the processes in lam,��jA+nm-li� were alive at time�
��� ��C|4A�c),+-+,+()�C|4<),+-+,+R)�C|4x�c� (where each C�4 correspond
to a response received by � j during its waiting period);lam,� j + o_p_�Al is accordingly set to that date (line 07).

It now remains to specify, for each query, how many re-
sponses a process �1j has to wait for (lines 03-04). This
is where the ����� function provided by the model comes
into play. Until it stops waiting, �kj repeatedly evaluates� # ����Z][ @5\a^_[ `c[ @B`ab<����Ol*m-�Aj:+ o_p_�Al*� (line 04). The current
value of

�
is an approximation of the the number of pro-

cesses that could crashed since the date C # lam-� j +nmili� up to
now. Then, � j waits until it has received response messages
from � lam-� j +nmili�,�5 �

processes, i.e., the set of processes it
considers alive at time C # lam-� j +nmili� , minus the processes
that could have crash since that time (line 03). (As already
indicated, the responses that arrive too late are discarded.)

Properties It is important tot see that a set l*m-��jA+nmil-� can
decrease or increase according to the values of the setst*l*u �1tav*2�4<+ mili� received by its process � j .

The following theorems state the properties provided by
the algorithm. Theorems 1 and 2 define the safety property
ensured by the algorithm. More precisely, Theorem 1 states
that every crash is eventually detected, while Theorem 2
gives its meaning to lam-�:jA+ odp_�Al (namely, the processes re-
turned by an invocation were alive at time l*m-��j:+ o_p_�Al ). The-
orem 3 addresses the liveness of the algorithm.

Theorem 1 Let us consider an execution in which �(� is a
faulty process and �1j is a correct process. There a time after
which � � does not belong to lam-� j +nmili� .
Proof Let C be a time after which no process receives re-
sponses from � � (as � � crashes, it sends only a finite number
of response messages, and consequently the time C does ex-
ist). This means that, from C , no process �]4 includes � � in
its set t*l*u �1t*v*2�4<+nmil-� . It is possible that, at C , there are re-
sponse messages that are in transit and carry a set including�1� ; if it is the case, the number of such messages is finite.
Let C5� K C be a time after which no process receives a
response carrying a t*l*u �1tav*2�+ mili� set including �(� (due to
the previous observation and the fact that any message takes
a finite time, C � does exist). It follows from lines 03 and
08 that, after C5� , no process �1j insert �k� in its set lam-�AjA+nmil-� .���k�i�:�:�|�x� '
Theorem 2 Let us consider an invocation 9,8:>fehgL^i>A9d� � is-
sued by a process �1j . None of the processes in the lam-�:jA+nmili�
returned by that invocation was crashed at time C #
lam,�Aj:+ o_p_�Al .

Proof Let us first observe that any process placed in the settaliu �1t*v*2 4 +nmil-� by a process � 4 was alive when � 4 issued the
corresponding query (otherwise that process could not send
back a response to that query). The processes that are placed
in taliu �1t*v*2�4d+nmil-� were consequently alive at the time CJ4 #
taliu �1t*v*2�4d+ odp_�Al (the date at which �54 issued the query).

let us now consider a process � j that computes lam-� j + o_p_�Al
and lam-� j + odp_�Al at line 07 and line 08, respectively. The
theorem follows from the facts that (1) lam-� j + mili� is the
union of the tal*u �1tav*2 4 +nm-li� just received, and (2) lam,�:j:+ o_p_�Al
is the smallest of the associated taliu �1tav*2 4 + o_p_�Al dates.���k�i�:�:�|�x� M
Theorem 3 Let us consider an execution in which � j is a
correct process. � j never blocks forever in the wait until
statement (line 03-04).

Proof Let us assume that a correct process �(j blocks forever
in the wait until statement. Due to line 04, it continuously
computes a new value for

�
. As lam-�:j:+ o_p_�Al does not change

between successive computations of
�

, and the values re-
turned by the successive invocations Z][ @5\a^_[ `a[ @B`abd� � always
eventually increase, it follows from the properties of ��� �
that the local predicate � lam-�:jA+nmil-�,�5 ��� G becomes true.
As the links are reliable, �1j receives at least its response to
its own query. Consequently, there is a time after which� lam-� j +nmili�,�� ��� G is true and � j has received its own re-
sponse. When this occurs, � j stops waiting, contradicting
the initial assumption.

� �k�i�:�:�|�x���



operation �A �¡�¢ £¥¤�¡3��¦¨§ :
(01) {A}3©,ªf} }¨«¬�z�~/®°¯-± ²-³|¤J± ´|± ²,´|µ,¦§ ;
(02) ³f¶h²J¤f·J´:¤f �¡ QUERY();
(03) wait until ¸y¹ zf{:}3~y� {�z:}A¹�º¼»B§3½ corresponding RESPONSE ¦Fª|zf¾ ¿*ª�Àf¬XÁ-§ have been received
(04) where »7Â�ÃÄ¸F¯-± ²-³|¤J± ´f± ²,´fµ-¦¨§Bº�zf{:}3~y� ÅJ©,}3z�½ is continuously evaluated;

% If any, when they arrive, the other corresponding response messages are discarded %
(05) ª|zf¾ ¿*ª�Àf¬L~A� ÅJ©J}3zR®Æ{:}3©Jª|} }¨«¬Lzf~ ;
(06) ª|zf¾ ¿*ª�Àf¬L~A� {:z�}�® the set processes from which Çd~ has received RESPONSE() at line 03;
(07) zf{:}3~y� ÅJ©,}3zR®°ÈYÉnÊ over the ª�zf¾ ¿*ª�À�¬XÁc� ÅJ©J}3z received at line 03;
(08) zf{:}3~y� {�z:}�®ÆË of the ª|zf¾ ¿*ª�Àf¬�Á<� {�z:} received at line 03;
(09) ¶Ì�A¡ ÍJ¶Î*¦zf{:}3~y� {�z:}�§
background task Ï :

when QUERY() is received from Ç-Á do  ��fÎ|· RESPONSE ¦�ª�z�¾ ¿aª|Àf¬�~�§<¡3²1Ç-Á end do

Figure 1. The 9,8:>fehgL^i>A9<� � operation (version based on global time)

3.2 A local clock-based algorithm

This section adapts the previous algorithm to a setting
without global clock, each process being provided only with
a local clock. As the local clocks are not synchronized, each
clock is a“purely” local object (which means that the value
of a given clock is meaningless outside its process).

The problem consists, for each process �(j , in associat-
ing a local date C-j with each set lam-�Aj:+ mili� , such that C-j is
as recent as possible, and all the processes that belong tol*m-�Aj:+ mili� were alive at time C,j (assuming an external ob-
server that uses the local clock of �kj to timestamp all the
events that occur in the system). As soon as such a time
value is determined, �kj can use it to compute an approxima-
tion of the number of processes that can have crashed since
the last computation of lam,� j + mili� (as done at lines 03-04 of
the global time-based algorithm described in Figure 1).

Local variables To attain the previous goal, each process
is provided with some of the previous data structures plus
new ones.� lam,�Aj : This local variable is the same as previously. It

has two fields lam-�Aj:+ mili� and lam-�AjA+ o_pd�Al with the same
meaning. The only difference is that now lam-��j�+ o_p_�Al
refers to a local date defined from the local clock of �(j .� taliu �1t*v*2�j : this local variable is now a simple set
whose meaning is the same as taliu �1t*v*2�j�+nm-li� in the
previous algorithm.� Each process maintains two additional local arrays, de-
noted Ð/l*ÑÌ�/w �kÒ odp_�Al*j�DhGd+�+ �kI and Ñ�pBm,� o_p_�Al*j�D�G<+F+ �kI . Their
meaning is the following. When a process �]4 returns
a response to a query issued by � j , it sends its current
local time value (see the background task of Figure 2).
When, it receives that time value (that is meaningful
only for �54 ) � j stores it Ñ�pBm-� odp_�Al j D Ó<I (line 05). In that
way, �1j is able to indicate to � 4 the date (measured with� 4 ’local clock) at which � 4 sent its last response to �kj .

Unfortunately (as we will see in Theorem 4), this is not
sufficient to guarantee the property stated above relat-
ing lam-�Aj�+ mili� and lam-�AjA+ odp_�Al (all the processes of lam-�:jA+nmili�
were alive at C-j # l*m-�Aj:+ o_p_�Al ). We need to send back to� 4 not the last date, but the previous one. That date is
kept by � j in Ð/l*ÑÌ�/w �kÒ odp_�Al j D Ó<I .

Process behavior The behavior of �kj is described in Fig-
ure 2. It is nearly the same as the behavior defined for
the global time-based algorithm. When �kj sends a re-
sponse message to � 4 , it sends the current value of the settaliu �1t*v*2�j , the current value of its local clock (to be helped
by �54 ), and the current value of Ð]l*ÑÌ�/wy�kÒ odp_�Al j D Ó<I to help �54
in its duration computation.

When it receives a value Ð/l*ÑÌ�]wy�kÒ o_p_�Al 4 D w I from a pro-
cess � 4 (line 02), �1j uses it to computes the date lam-�:j�+ o_p_�Al it
associates with the set lam-�:jA+nm-li� (line 07).

Properties The Theorems 1, 2 and 3 remain true when we
consider the local clock-based algorithm described in Fig-
ure 2. While the proofs of the Theorem 1 and 3 are nearly
the same, this is no longer true for Theorem 2. So, we pro-
vide here a proof suited to the non-synchronized local clock
model.

Theorem 4 Let us consider an invocation 9,8:>fehgL^i>A9d� � is-
sued by a process � j as described in Figure 2. None of the
processes in the lam,� j + mili� returned by that invocation was
crashed at time C # l*m-�:jA+ o_pd�Al .

Proof To prove the theorem, we consider a process �R� that
belongs to a set t*l*u �1t*v*2 4 that �1j uses to define the new
value of lam-� j + mili� (line 08). We show that � � was alive at� j ’s local time l*m-� j + odp_�Al .

The corresponding situation is depicted in Figure 3
where two queries issued by � 4 are described such that the



operation �A 3¡�¢ £¥¤�¡3��¦§ :
(01) ³|¶h²J¤f·J´:¤f 3¡ QUERY();
(02) wait until ¸ ¹ z|{:}3~y� {:z�}A¹�º¼»B§ ½ corresponding RESPONSE ¦�ª�zf¾ ¿aª|Àf¬XÁcÔ Õ�À|¾A©,Õ ÅJ©,}3z Á<Ô�Ö<z�Õ Ça«×dØ ÅJ©,}3z Á<Ù «FÚ�§
(03) have been received where »�Â�Ã ¸ ± ²-´:¤J± ´f± ²,´fµ-¦¨§Bº�zf{:}3~y� ÅJ©,}3z ½ is continuously evaluated;

% If any, when they arrive, the other corresponding response messages are discarded %
(04) ª�zf¾ ¿aª|Àf¬�~]® the set of processes from which Çd~ has received RESPONSE() at line 02;
(05) for each Ç-ÁXÛÜª�zf¾ ¿aª|Àf¬�~ do ÖczfÕ Ça«×_Ø ÅJ©,}3z�~:Ù Ý�Ú*®ÞÕh©-{:} ÅJ©J}3zf~�Ù Ý�Ú ;
(06) Õh©-{:} ÅJ©J}3zf~:Ù Ý�Ú ®ÞÕhÀ|¾A©,Õ ÅJ©J}3zyÁ end do;
(07) z|{A}�~y� ÅJ©J}3zR®°ÈYÉnÊ of the ÖczfÕ Ça«×_Ø ÅJ©J}3zyÁ<Ù «�Ú received at line 02;
(08) z|{A}�~y� {:z�}�®Æß of the ª�z�¾ ¿*ª�Àf¬XÁ sets received at line 02;
(09) ¶h�x¡ ÍJ¶Îà¦Fz|{:}3~x� {�z:}�§
background task Ï : when QUERY() is received from Ç-Á

do  ��fÎf· RESPONSE ¦Fª|zf¾ ¿*ª�Àf¬L~AÔy± ²-´:¤J± ´f± ²,´fµJ¦§:ÔyÖcz�Õ Ça«×dØ ÅJ©,}3z�~�Ù Ý�Ú�§a¡3²1Ç-Á end do

Figure 2. The 9,8:>fehgL^i>A9<��� operation (version based on non-synchronized local time)
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Figure 3. Using the happened before relation

two corresponding response messages sent by �(j are pro-
cessed by � 4 . Let C 'j and C Mj the current value of �1j ’s lo-
cal clock when that process sent the corresponding response
messages.

Due to the algorithm, we have the following after � 4 has
processed the message talam��/v*�÷mil Mj from �/j and the messaget*lam��/v*�÷mil M� from � � :� Ð]l*Ñh�]wy�kÒ odp_�Al,4dD w�I # C 'j and Ñ�pBm,� o_p_�Al,4dD w I # C Mj (lines

05-06 executed by �54 ).� � � 6�t*l*u �1tav*2�4 (line 04 executed by �54 ).

Let us first observe that � � can crash just after send-
ing the message t*lam��/v*�÷mil M� (this is indicated with a dotted
cross in the figure). Such a crash might happen before � j re-
ceives the ø*ùklitiú M4 message, which means that it is possible
the �k� crashes before �1j local clock becomes equal to C Mj .
We conclude from that observation that, when it receives
from � 4 the message talam:�1v*�÷mil 4 (carrying taliu �1tav*2 4 such
that �1�P6�taliu �1tav*2 4 ), �1j cannot conclude that �(� was alive
when its local time was C Mj .

As indicated by the algorithm, the message tal*m��1v*�÷m-li4
sent by �54 carries Ð/l*ÑÌ�]wy�kÒ o_p_�Al,4<D w I # C 'j , and accordingly,� j uses that local date when it computes lam-� j + odp_�Al (line 07).
We then have lam-� j + o_p_�Al � C 'j . We show that � � was alive
when � j local clock was equal to C 'j . This follows from the
following observation based on Lamport’s happened before
relation [4].

� � 4 issues its second query ( ø*ùklitiú M4 ) after it has pro-
cessed the talam��/v*�÷mil 'j message from �1j .� �1� sends the talam��/v*�÷mil M� message after it has received
the corresponding query ( ø*ù1lit*ú M4 ).� It follows from the happened before relation and the
previous items that the event l_G precedes the event liû ,
from which we conclude that � � was alive when � j
local clock was equal to C 'j , which proves the theorem.

� �k�i�:�:�|�x��ü
Improvements of the algorithm are described in [7].

4 Simulation-based experimental evaluation

As indicated in the introduction, in a pure asynchronous
system, there is no way for a process to know whether a
given process has crashed or only very slow. The com-
putation model considered in the previous sections allows
only each process to (1) use a local clock to measure time
durations and (2) invoke a predefined ����� function2. It is
not powerful enough to allow circumventing the previous
impossibility3. As we have seen, the previous algorithms
“only” provide each process with a local estimate of the
processes that are alive. The formal properties associated
with these estimates are stated by the theorems 1-4.

So, an important issue concerns the practical relevance
of the estimate sets that are computed. This can be sum-
marized in the following question: “how accurate is the
estimate each process is provided with by the algorithm?”
To answer this question simulation-based experiments have

2Let us notice that the outputs of the Ã1¦§ could be arbitrary, e.g., al-
ways equal to ×Lº�ý . (but such “bad” values would have an impact on the
“quality” of the estimate sets that are computed).

3Allowing a process to safely know which processes are crashed and
which process are alive require a perfect failure detector [1, 10], and the
implementation of such a failure detector requires a stronger additional
equipment than local clocks and Ã1¦§ .



been realized. The simulation considers the algorithm based
on non-synchronized local clocks (Figure 2).

4.1 The simulation model

The answer to the previous question depends on several
parameters including the communication sub-system, the
distribution of the message transmission delays, the crash
pattern and the definition of the ����� function.

The underlying network The simulator executes a se-
quence of rounds. A round corresponds to an execution of
the operation 9-8A>fehgL^i>A9<� � by each process. At each round,
the simulator computes randomly (using a normal distribu-
tion law) the transfer delays of the messages. At the end
of a round, each process obtains a local estimate of the set
of the processes that are alive. This estimate is then used
by the algorithm to bound the number of responses that the
process waits for during the next round.

In order to simulate a realistic communication sub-
system, the simulation is as follows. The network is defined
by routers. The processes and the routers are randomly dis-
tributed in a two-dimensional geometric space (uniform dis-
tribution law). There are a given number of routers and
each process is connected to its closest router (so, no two
processes communicate directly, some processes communi-
cate through one router, while other processes communi-
cate through several routers). The communication between
routers is assumed to be more costly than the communica-
tion between a process and its router. The simulator consid-
ers three routers and assumes that the communication be-
tween two routers is three times more costly than the com-
munication between a process and the router it is connected
to. (In fact, we run our simulator with different numbers of
routers, and the conclusion was that the number of routers
-despite the fact that this number is much smaller than the
number of processes- does not affect the results in a note-
worthy manner.

Crash pattern and function ����� The simulation consid-
ers � # G-E<E processes, and the worst case scenario for
the crash pattern. As we are interested in measuring the
false suspicions, the worst case scenario is when no process
crashes. This is because a process �kj wrongly suspects a
process � 4 (to have crashed) as soon as � 4 does not appear
in the estimate set of �kj .

The function ����� used in the simulation considers that
one process can crash per time unit. It is important to notice
that, as a time unit is defined with respect to communica-
tion, this definition of ��� � favors erroneous suspicions.

4.2 How accurate is the algorithm

Accuracy of an estimate We have seen (Theorem 1) that
a crashed process is eventually suspected. So, from a user
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Figure 4. Proba to correct false suspicions

point of view, we define the accuracy of the algorithm as
the probability that each estimate set it computes contains
the processes that are currently alive. (If the application
layer considers the assumption “no estimate set misses cor-
rect processes”, the accuracy notion can be seen as a mea-
sure of the coverage of that assumption [8].)

The following experiments have been realized to deter-
mine the accuracy provided by the algorithm. In order to
measure the probability not to suspect a correct process after
the execution of þ rounds, each run of the simulation con-
siders that, initially, each process wrongly suspects some
number of correct processes. The results are depicted in
Figure 4.

What we learn from Figure 4 Figure 4 represents four
curves for different values of þ namely 40, 20, 10 and 5
rounds. (Let us notice that the number of rounds can be in-
terpreted as the duration needed by the algorithm to provide
each process with an accurate estimate set.)

Figure 4 shows that, when, initially, the number of wrong
suspicions does not bypass the majority of processes, the
probability for a process to have an estimate including all
processes after only 5 rounds is practically equal to one.
This can be seen as the normal case.

In unstable periods (i.e., when the communication de-
lays are particularly erratic), an estimate set can miss cor-
rect processes. This situation can be seen as if the algo-
rithm starts with initial wrong suspicions. The figure shows
that, when such a period terminates, the estimate of a pro-
cess does not miss correct processes after þ # û_E rounds,
even if, initially, each process falsely suspects 80 processes.
(The figure also shows that this can be obtained in much less
rounds when there are less initial wrong suspicions, which
is the case in practice).

Interestingly, Figure 4 also shows that the only cases



where the algorithm is unable to compute accurate estimate
sets in a reasonable number of rounds is when the number
of initial wrong suspicions is around 95% of the processes
(i.e., in a case that practically never occurs).

4.3 How fast is the algorithm convergence

Another important question concerns the convergence
speed (measured in number of rounds) of the algorithm.
This issue is addressed in Figure 5.
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What we learn from Figure 5 Assuming an initial num-
ber of wrong suspicions (horizontal axis), Figure 5 gives
the number of rounds (vertical axis) required for a process
to obtain an estimate that does not miss correct processes.
As an example the figure shows that, if a process initially
misses up to 55% of the correct processes, these wrong
suspicions are corrected after only two rounds. Then the
number of rounds naturally increases. If a process initially
misses up to 80% of the correct processes, these wrong sus-
picions are corrected after only thirteen rounds. The num-
ber of rounds drastically increases only when the number of
initial suspicions bypasses 95% of the processes.

5 A system model including both ÿ and �
���

Let us consider the traditional asynchronous message-
passing model where the model parameter � is an upper
bound on the number of processes that might crash (which
means here that there is no system execution in which more
than � processes crash). The previous results encourage us
to enhance this model by considering a model providing
both the parameter � and the function ��� � .

Let us consider the following basic statement usually
used after the broadcast of a query in the traditional asyn-
chronous message-passing model:

“wait until �3����:� messages have been received”.

As noticed in the introduction, this is the “best” that can be
done with respect to the response quality criterion when the
only “additional knowledge” on the system behavior is the
parameter � .

In the proposed extended model, this basic statement
can be left unchanged, or rewritten as follows: “wait
until ����� ��� lam,� j + mili�,�Bs����!
��)�����:� messages have been
received”, where lam-�:j:+nmili� and ! are provided by the
underlying algorithm described in Section 3.

It is important to notice that, when we consider the num-
ber of messages received as the quality of service crite-
rion associated with the wait until statement, the behavior
of the extended system model is usually better, and never
worse, than the one provided by the classical � -based sys-
tem model. This follows directly from the fact that, for each
wait until statement, the number of messages received (1)
is never less than � �� , and (2) is usually greater according
to the current value of � l*m-� j + mili�,�*�����!
� . In that sense, the
extended system model provides a better quality of service
at a “small” additional price (namely, including the function��� � ). Moreover, both waiting conditions (with or without��� � ) can be used by an upper layer application according to
its needs.
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