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Abstract

Unreliablefailure detectos introducedby Chandia and
Tougy are abstract mehanismsthat provide information
aboutprocesscrashes.On the onehand, failure detectos
allow a statemenbf the minimal requirementson process
failuresthat allow solutionsto problemsthat cannototh-
erwisebe solvedin purely asyntironoussystems Howev-
er, on the other hand, they cannotbe implementedn sud
systemstheir implementatiorrequiresthat the underlying

distributedsystenbeenrichedwith additionalassumptions.

Classicfailure detectorimplementationsely on addi-
tional syndirony assumptionssudh as partial syndirony.
More recently a new appmoacd for implementingfailure
detectos has been proposed: it relies on behavioal
propertieson the flow of messgesexchanged. This paper
showsthat theseapproachesare not antagonisticand can
be advantayeouslycombined. A hybrid protocol (the first
to our knowledg) implementingfailure detectos with
eventual accuracy propertiesis presented. Interestingly
this protocol benefitsfrom the best of both worlds in
the sensethat it corvemes (i.e., provides the required
failure detector) as soon as either the systembehaves
syndironouslyor the required messge exchange patternis
satisfied. This showsthat, to expeditecorvergence it can
be interestingto considerthat the underlying systemcan
satisfyseveral alternativeassumptions.

Keywords:  Asyndironous distributed systems, Dis-

tributed algorithm, Corvergence Hybrid algorithm, Fault
tolerance Processrash,Unreliablefailure detector

1 Introduction

Context of the study The designandimplementatiorof
reliableapplicationsontop of asynchronoudistributedsys-
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tems proneto processcrasheds a difficult and comple

task. The main reasonfor this lies in the impossibility of

correctly detectingcrashesn the presenceof asynchron.

In sucha contet, some problemsbecomevery difficult

or even impossibleto solve. The mostfamousof those
problemsis the Consensuproblemfor which thereis no

deterministicsolutionin asynchronouslistributed systems
whereprocessegevenonly one)maycrash[9].

To overcomethis impossibility, Chandraand Toueg in-
troducedthe conceptof anUnreliable Failure Detector|5].
A failuredetectorcanbeseenasanoracle[15, 20] madeup
of asetof modulesgachassociatewith aprocessThefail-
ure detectormoduleattachedo a processprovidesit with
a list of processest suspectof having crashed. A fail-
uredetectomodulecanmalke mistales(whencethe epithet
“unreliable”) by not suspecting crashedorocesor by er-
roneouslysuspectinga correctone. In their seminalpaper
[5], Chandraand Toug introducedsereral classef fail-
uredetectorsA classis definedby two abstraciproperties,
namelya CompletenesgropertyandanAccuracy property
Completenesss on the actualdetectionof crasheswhile
accurag restrictserroneoususpicions As anexample,let
us considerthe classof failure detectorsdenoted®S. It
includesall failure detectorssuchthat (1) eventually every
crashedorocesss permanentlysuspectedby every correct
proces$, and(2) thereis a correctprocesghat, aftersome
finite but unknawvn time, is never suspectedy the correct
processegaccurag). Interestingly several protocolsthat
solve the consensugproblemin asynchronouslistributed
systemsaugmentedvith a failure detectorof the class<S,
and including a majority of correctprocesseshave been
designede.g.,[5, 17)). It hasbeenshownn that ¢S is the
wealestclassof failure detectorghatallows the consensus
problemto be solved [6] (with the additionalassumption
thata majority of processearecorrect).

As definedand adwcatedby Chandraand Toue [5],

1A correctprocesss a procesghatdoesnot crash.SeeSection2.1.



thefailure detectorapproachs particularlyattractve. Fail-
ure detectorsare not definedin termsof a particularim-
plementatior{involving network topology messageéelays,
local clocks, etc.) but in termsof abstractproperties(re-
latedto the detectionof failures)thatallow problemsto be
solved despiteprocesscrashed The failure detectorap-
proachallows a modulardecompositiorthatnot only sim-
plifies protocol designbut also providesgeneralsolutions.
More specifically duringa first step,a protocolis designed
and proved correctassumingonly the propertiesprovided
by a failure detectorclass. Thus, this protocolis not ex-
pressedn termsof low-level parametershut dependonly
on awell-definedsetof abstracproperties. Theimplemen-
tationof afailuredetectorF’ D of theassumedlasscanthen
be addressethdependentlyadditionalassumptionsanbe
investigatecandthe oneswhich aresufficientto implement
FD canbe addedto the underlyingdistributed systemin
orderto definean augmenteaystemon top of which FD
canbeimplementedThus,F' D canbeimplementedn one
way in somecontet andin anothemway in anothercontext,
accordingto the particularfeaturesof the underlyingsys-
tem. It follows thatthis layeredapproacHavorsthedesign,
the proofandtheportability of protocols.

Related work Several works have consideredthe im-
plementationof someor all of Chandra-6ueg’s classes
of failure detectorq2, 4, 5, 8, 10, 13, 14, 21]. Basically
these works consider that, eventually the underlying
systembehaesin a synchronousvay. More precisely
they considerthe partially syntronoussystemmodel [5]
which is a generalizationof the modelsproposedin [7].
A partially synchronousystemassumeshereare bounds
on processspeedsand messagédransferdelays,but these
boundsare not known and hold only after somefinite but
unknavn time (called Global Stabilization Time). The
protocolsimplementingfailure detectorsin such systems
usetimeoutsandareconsequentlyimer-based.They obey
the following principle: using successie approximations,
each process dynamically determinesa value A that
eventuallybecomesanupperboundon transferdelays.

Anotherapproachthatdoesnotrely on the useof time-
outs, hasrecentlybeenintroducedin [16]. This approach,
which usesexplicitly the valuesof n (the total numberof
processesand f (the maximal numberof processeshat
cancrash),consistsn statinga propertyonthe messagex-
changepatternthat, whensatisfied allows the construction
of afailuredetectorof someclass.

2As anexampledifferentfrom the consensugroblem,we canconsider
the Global Data Computation(GDC) problem(a variant of the Interac-
tive Consistencyroblem[18] in asynchronouslistributed systemsvhere
processesancommitonly crashfailures). It appearghat perfectfailure
detectorsthe onesthat never make erroneoususpicionsareboth neces-
saryandsuficientto solve GDC [11].

Assumingthat eachprocesscan broadcastjueriesand
then,for eachquery wait for the correspondingesponses,
we saythataresponseo aqueryis awinningresponsef it
arrivesamongthefirst (n — f) responseto thatquery(the
otherresponseso that query are calledlosing responses).
We are now in orderto state,as an example, the follow-
ing property: “There area correctprocessp; anda set@
of (f + 1) processesuchthat eventually the responseof
p; to eachqueryissuedby ary p; € @ is alwaysa win-
ning responséuntil -possibly-thecrashof p;)”. It is shavn
in [16] that failure detectorsof the class<®S canbe im-
plementedvhenthis propertyis satisfied. This meanshat
it is possibleto designa protocolsatisfyingthe complete-
nessandaccuray propertieof &S ontop of asynchronous
distributedsystemssatisfyingthe previousrequirementin-
terestingly sucha requirementoesnot involve boundson
communicatiortimes(they canbearbitrary). A probabilis-
tic analysisfor thecasef = 1, presentedh [16], shavsthat
suchabehaioral propertyon messagexchangess practi-
cally alwayssatisfied.

Content of the paper This papershows that the previ-
ous approachesire not antagonisticand can be combined
in a hybrid protocolimplementingeventualfailure detec-
tors. This protocol benefitsfrom the bestof both worlds
in thatit corvergesas soonas either the systembehaes
synchronouslyor the requiredmessagexchangepattern
occurs(finding sucha combinationof conditionswasuntil
now an openproblem). While hybrid protocolshave been
proposedo solve consensuge.g.,[3, 17] usebothafailure
detectorandarandomoracle),to our knowledge thisis the
firsthybrid protocolto implementeventualfailuredetectors.
More explicitly, if only oneof thefollowing assumptiongs
satisfied:

e Partial synchroly,
e Behavioral propertyon the messagexchangepattern,

then,the proposedybrid protocolimplementsafailurede-
tectorthatis eventuallyaccurate.If both assumptiongre
satisfied et ts bethetime afterwhich the underlyingsys-
tembehaessynchronouslyandt,, bethetime afterwhich

the behavioral property on the messagesxchangepattern
is satisfied.In that case the eventualaccuray is obtained
frommin(tg, tar). Moreover, aswewill seein theprotocol
description,usinga behavioral propertyin additionto par

tial synchrory canbe doneat no additionalcost. It follows
thatsucha hybrid approachs practicallyappealing.

Organization of the paper The paperis madeup of five
sections.Section2 definesthe computatiormodel,andthe
classesof eventualfailure detectorswe are interestedin.
Thesearedenoted®S (eventuallystrongfailure detectors)
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Figure 1. Query/Response Mechanism

and <P (eventuallyperfectfailure detectors).This section
alsointroduceshe additionalassumptionsve considerfor
implementingfailure detectorof theseclassesThen,Sec-
tion 3 presentsa hybrid protocolimplementingfailure de-
tectorsof theclass¢S. Sectiond considerghe caseof fail-
ure detectorof the classOP. Finally, Section5 concludes
thepaper

2 Computation Model and Assumptions

2.1 Computation Model

Asynchronous distributed system with process crash
failures We considera systemconsistingof a finite set
Il of n > 3 processesnamely IT = {p1,p2,... ,pn}. A
processanfail by crashing i.e., by prematurelyhalting. It
behaescorrectly (i.e., accordingto its specification)until
it (possibly)crashes.By definition, a correct processs a
procesghat doesnot crash. A faulty procesds a process
thatis not correct. As previously indicated, f denoteghe
maximumnumberof processethatcancrash(l < f < n).

Processesommunicateandsynchronizeby sendingand
receving messageshroughchannels. Every pair of pro-
cessess connectedoy a channel. Channelsare assumed
to bereliable:they do not createalteror losemessagedn
particulayif p; sendsamessagéo p;, theneventuallyp; re-
ceivesthat messageinlessit fails. Thereis no assumption
aboutthe relative speedof processe®r messagedransfer
delays(let us obsene that channelsare not requiredto be
FIFO).

We assumeheexistenceof a globaldiscreteclock. This
clock is a fictional device which is not known by the pro-
cessesit is only usedto statespecificationsor prove pro-
tocol properties.Therange7 of clock valuesis the setof
naturalnumbers.

Query-response mechanism For our purpose(namely
the implementationof failure detectors)we considerthat
each processis provided with a query-responsenecha-
nism. More specifically any processp; canbroadcasta
QUERY_ALIVE() messag@andthenwait for corresponding
RESPONSE() messagesom (n— f) processeéhesearethe
winning responsesor that query). The other RESPONSE()
messageassociatedvith aquery if ary, aresystematically
discardedthesearethelosingresponsefor thatquery).

A query issuedby p; is terminatedif p; hasreceied
the (n — f) correspondingesponsest was waiting for.
We assumethat a processissuesa nev query only when
the previous one hasterminated. Without loss of general-
ity, the responsdrom a processto its own queriesis as-
sumedto always arrive amongthe first (n — f) respons-
esit is waiting for. Moreover, QUERY_ALIVE() and RE-
SPONSE() areassumedo beimplicitly taggedin ordernot
to confuseRESPONSE() messagesorrespondingo differ-
entQUERY_ALIVE() messages.

Figure 1 depictsa query-responsenechanisnin a sys-
tem madeup of n = 6 processesand f = 2. After
ps broadcastQUERY_ALIVE(), then — f = 4 first RE-
SPONSE() messagest recevesarefrom ps, ps (itself), ps
andpg. Theseresponsearethewinning responsefor that
qguery Noticethatp, hascrashed.

2.2 Eventual Failure Detectors

Failuredetector$ave beenformally definedby Chandra
andToug [5]. Informally, a failure detectorconsistsof a
setof modules,eachone attachedo a process:the mod-
ule attachedto p; maintainsa set(namedsuspected;) of
processeg currentlysuspectso have crashed Any failure
detectormoduleis inherentlyunreliable:it can malke mis-
takesby notsuspecting crashegrocessor by erroneously
suspecting correctone. Moreover, suspicionsrenot nec-
essarilystable: a processp; canbe addedto or removed



from a setsuspected; accordingto whetherp;’s failurede-
tectormodulecurrentlysuspectg; or not.

As indicatedin the Introduction,a failure detectorclass
is formally definedby two abstractproperties,namely a
Completenespropertyandan Accuracy property The up-
perlayerprotocolthatuseshe correspondindailuredetec-
tor relieson thesepropertiesto ensureits liveness. More
precisely the completenessgproperty prevents a process
from enteringa deadlock while the accurayg propertypre-
ventsit from enteringalivelock(eitherdeadloclor livelock
couldpreventthe procesdrom terminating).

Chandraand Tougg have definedseveral classef fail-
ure detectord5]. In this paperwe areinterestedn two of
them. They are definedfrom the following completeness

property:

e Strong Completeness: Eventually every process
thatcrashess permanentlysuspectedy every correct
process.

andthefollowing accurag properties:

e Eventual Strong Accuracy: Thereis a time after
whichno correctprocesss suspected.

e Eventual Weak Accuracy: Thereis a time after
which somecorrectprocesss never suspected.

Combiningthecompletenespropertywith thepreviousac-
curag propertiegprovidesthefollowing classe®f eventual
failuredetectorgbs]:

e OP: Theclassof EventuallyPerfectfailure detectors.
This classcontainsall the failure detectorghat satisfy
strongcompletenesandeventualstrongaccurag.

¢ OS: Theclassof EventuallyStrong failure detectors.
This classcontainsall the failure detectorghat satisfy
strongcompletenesandeventualweakaccurag.

Clearly &P C ©8. As alreadynoticedin theIntroduction,

©S§ isthewealestclassof failuredetectordor solvingcon-

sensusn asynchronousystemsproneto processcrashes
[6]. ©P isthewealestclassof failuredetectordor solving

guiescenteliablecommunicatiorin asynchronousystems
with processrashesaindlossylinks [1]°.

2.3 Additional Assumptions

This sectionstatestwo typesof additionalassumption-
s thatallow the implementationof failure detectorsn the
classOS or OP.

3The quiescenteliable communicatiorproblemconsistsin achieing
reliablecommunicatiorwith protocolsthat eventually stopsendingmes-
sagesn anasynchronoudistributedsystemwhereprocessesancrashand
links canbelossy

Partial synchrony Thepartial syndronyassumptioras
beenstatedn theIntroduction[5, 7]. Werecallit here:

e PropertyPS: Thereis atimetg afterwhich
thereareboundonprocesspeedandmes-
sagetransferdelays(but thoseboundsare
notknown).

The intuition that underliesthis propertyis the follow-
ing. Generallyasystemevolvesthroughasequencef long
stableperiodsseparatetby (usually relatively short)unsta-
ble periods. The stableperiodsare when “the behaior is
predictable”j.e.,whenthereareboundson messageelays
andprocessingimes. This is exactly whatis capturedby
the PS property The hopeis thenthat eachstableperiod
will be“long enough’for thepropertiesof thefailuredetec-
tor to berealizedduringthatperiod.As “long enough”can-
notbemeasureqremembethatwe arein anasynchronous
systemwherethereis no timing assumption)it is captured
in the statemenbdf the P.S propertyby “thereis atime tg
afterwhich..” (A similar clausewill be usedin the other
propertiesstatecbelow.)

Behavioral properties on the message exchange pattern
We stateheretwo behavioral properties. The first one has
alreadybeenstatedin the Introduction. Both are proper
tiesonthe messagexchangeatterninvolvedin thequery-
responsemechanism.(M P, w ands standfor “Message
Pattern”,“weak” and“strong”, respectiely.)

e PropertyM P, (WeakMessagdPattern):
Thereareatime t,y,,, a correctprocesyp;
andasetQ of (f + 1) processe$t s, pi
and(@ arenotknown in advance)suchthat,
aftert s, eachprocesp; € () getsawin-
ning responsérom p; to eachof its queries
(until p; possiblycrashes).

e PropertyM P, (StrongMessagédPattern):
Thereis atime tj;, afterwhich,V p;, there
isaset@; of (f + 1) processep; suchthat
ary suchp; getsawinningresponsérom p;
to eachof its querieguntil p; or p; crashes).
As previously, thetime ¢, andthe setsQ);
arenotknown in advance.

The intuition that underliesthesepropertiesis the fol-
lowing. Evenif the systemis not stable,it is possiblethat
its behaior hassome“regularity” that canbe exploitedto
build failure detectors.This regularity canbe seenassome
“logical synchroly” (as opposedto “physical” synchroty
capturecby the propertyPS). More precisely M P,, states
that thereis eventually a cluster@ of (f + 1) processes
that(until someof thempossiblycrash)receive winning re-
sponsegrom p; to their queries.This canbeinterpretecas



(9) upon reception of QUERY_ALIVE() from p;

(16) return (suspected;)
17) end do

(1) init: not_rec_from; <+ 0; suspected_M P; + 0; suspected_PS; + 0;

) for each j do A;[4] + defaulttimeoutvalueend do;
task T'1:

repeat periodically
(3) foreach j do sendQUERY_ALIVE() top; enddo;
4) wait until ( correspondingRESPONSE(not_rec.from) recevedfrom (n — f) processe$;
5) let I=thesetof processefrom whichp; receved a RESPONSE message;
(6) let X =thesetof thenot_rec_from setsreceved from the processem I;
) not_rec_from; < I — I,
(8) suspected-MP; + [,cx T

end repeat
task 1'2:

(10) do sendRESPONSE(notrec_from;) top;;

(11) if (p; € suspected_PS;) then A;[j] < A;[5]+ 1 end if;

12) suspected_PS; < {py | NnOQUERY_ALIVE() hasbeenreceved
from pj, duringthelastA; [k] time units };

(13) end do

task 7'3:

(14)when suspecT() isinvoked by the upper layer
(15) do let suspected; = suspected_PS; N suspected_M P;;

Figure 2. Failure Detector Module F'D; Associated with p;

follows: amongthen processeshereis a procesghathas
(f + 1) “favorite neighbors”with which it communicates
fasterthanwith the otherprocesseswhenwe considerthe
particularcasef = 1, M P,, boils down to a simplechan-
nel property namely thereis channel(p;, p;) thatis never
the slowestamongthe channelsconnectingp; to the other
processesit is showvn in [16] thatthe probability that this
propertybe satisfiedin practiceis very closeto 1). Thein-
tuition thatunderliesM P; is similar.

Protocolsimplementingfailure detectorsbelongingto
OP or ©S in asynchronouslistributed systemssatisfying
the assumptionP S aredescribedn [5, 8, 13, 14]. A pro-
tocol implementinga failure detectorbelongingto ¢S in
asynchronoudlistributed systemssatisfying M P,, is de-
scribedin [16].

The next sectionsshov how to build a failure detector
of the class<¢S (resp., ©P) whenthe underlying system
satisfieshepropertyM P,V PS (resp.,M P,V PS). Letus
noticethat M P,, aloneis too weakto build failure detector
of theclassOP.

3 A Hybrid Protocaol for ¢S
3.1 Underlying Principles

The protocolborrovs, combinesandextendsideasfrom
[5] and[16]. It is madeof threetasks(Figure 2). The

aim of thetasksT'1 andT'2 is to managewo setsof sus-
pectedprocessesyamely suspected_M P; (the setof pro-
cessesuspectedvith respecto theassumptionV/ P,,), and
suspected_PS; (thesetof processesuspecteavith respect
to theassumptionPS). Theaim of thetaskT'3 is to answer
the calls issuedby the upperlayer applicationwhenit in-
vokesthe primitive SUSPECT() (line 14). Thecalleris then
providedwith thesetof procesghatarecurrentlysuspected,
namely suspected_M P; N suspected_PS; (lines15-16).

The otherlocal variablesmanagedy a processp; are
a set not_rec_from; and an array A;[1..n]. The set
not_rec_from; is usedto keepthe processeswhosere-
sponseso thelastqueryof p; have notbeenrecevedamong
the (n — f) first ones.A;[4] is atimer usedby p; to detect
the possiblecrashof p; whenconsideringthe assumption
PS.

Periodically p; issuesQUERY_ALIVE() messagegline
3). Let usnoticethatthe repetitionperiodof task7T'1 has
no incidenceon the correctnes®f the protocol. (It does
of courseinfluencethe lateng in a practical system.) A
QUERY_ALIVE() messagéasa doubleaim: activationof a
guery-responsmechanisntthis is relatedto the M P,, as-
sumption),andindicationto the other processeshat p; is
alive (this is relatedto the PS assumption). After it has
issueda query, p; waitsuntil it hasreceved (n — f) corre-
spondingresponsegline 4). Thenit determineghe setof
f processe$rom which it hasnot receved responsesnd



updatesiot_rec_from; accordingly(line 7).

Themanagemertf thesetsuspected_M P; is moresub-
tle. Let us obsenre thateachrRESPONSE() messagearries
the currentvalueof the setnot_rec_from; of its sendep;
(line 10). After having recevedthefirst (n — f) respons-
esit waswaiting for, p; updatessuspected_M P; to be e-
qualto thetheintersectionof the (n — f) not_rec_from;
setsit considergline 8). This meanshat suspected_M P;
consistsof the processeshat have not senta RESPONSE()
messag¢o thelastqueryof p; (becausehey have crashed)
or whoseRESPONSE() messagewerelosing messagefor
thatquery As wewill shav in theproof,if thesystensatis-
fiesthepropertyM P,,, thesetssuspected_M P; satisfythe
propertiedefining®S.

Let us now consider the managementof the set
suspected_PS;.  Each time a processp; receves a
QUERY_ALIVE() messagefrom some processp;, it in-
crementsthe timeout value associatedwvith p; if p; €
suspected_PS; (line 11). Then,p; recomputeshevalueof
this setwhich, from now on,includesthe processeg;, from
whichp; hasnotreceveda QUERY_ALIVE() messagsince
A;[k] time units(thetimeoutvaluehasbeenexceededvith-
outreceving a QUERY_ALIVE() message)Let us obsene
thattherecomputedalueof suspected_M P; atline 12 will
notincludep; sincep; justrecevedaQUERY_ALIVE() mes-
sagefrom p; andA;[j] > 0.

As we will shaw in the proof, if the systemsatisfieshe
propertyPS, the setssuspected_PS; satisfytheproperties
defining<s.

3.2 Proof of the Protocol

Let usfirst obsenethat,asthereareatmostf (1 < f <
n) processeshat cancrashand channelsdo not lose mes-
sagesno F'D; modulecanblock forever. Moreover, we as-
sumeby definitionthatthenot_rec_from; setof acrashed
proces; is equalto (). (This definitionis motivatedby the
factthata crashedbrocessever sendsits not_rec_from;
setto theotherprocesses.Jheproofof Lemmal andLem-
ma4 arefrom [5].

Lemmal Every processthat crasheseventually belongs
permanentlyo thesetsuspected_PS; of everycorrectpro-
cesy;.

Proof Letp; beaprocesshatcrashesittimet. Let usfirst
obsere that p; doesnot sendQUERY_ALIVE() messages
aftert. Moreover, as messagealelaysarefinite, thereis a
time ¢t" afterwhich all the QUERY_ALIVE() messagesent
by p; beforet have beenreceved. Moreover, p; receves
QUERY_ALIVE() messageaftert’ = t"” + A;[j] (asp; has
not crashed,it receves at leastits own QUERY_ALIVE()
messages)Eachtime it receives sucha messagefter ¢/,

it includesp; in thesetsuspected_P.S; (line 12). Hence p;

remaingpermanentlyn this set. ULemma 1

Lemma 2 Every processthat crasheseventually belongs
permanentlyto the set suspected_-M P; of every correc-
t procesy;.

Proof After aprocesg; hascrashedit nolongerresponds
to the QUERY_ALIVE() messages receves. It followsthat
eventuallyp; belongspermanentlyto the not_rec_from;
setsof eachprocesgshatdoesnot crash.Hence p; belongs
to theintersectiorof all thesesetsrecevedby a correctpro-
cessp;, andconsequentlyp; becomesa memberof the set

suspected_M P;. ULemma 2

Lemma 3 [Strong Completeness] The protocol de-
scribedin Figure 2 satisfiesthe strong completenesprop-
erty (i.e., everyprocesghat crashess eventuallysuspected
by everycorrectprocess).

Proof The proof follows directly from the Lemmasl and
2 andthe factthatthe setsuspected; is definedasthein-
tersectiorof suspected_PS; andsuspected_M P;: asboth
setseventually containall crashedorocessesso doestheir

intersection. ULemma 3

Let us obsere thatthe previouslemmasdo not involve
ary additionalassumptioro theasynchronousystemmod-
el. Thisis notthe casefor thetwo lemmasthatfollow.

Lemma4 Letusassumehatthe underlyingsystensatis-
fiestheproperty PS. Thenthereis atimet sud that, after
t, for eath pair of correct processe®; and py, we have
p; ¢ suspected_PS;,.

Proof We shaw that,whenthesystemsatisfieghe property
PS, thereis atime after which the set suspected_PS; of
eachcorrectprocesg; includesno correctprocess.Let p;
beacorrectprocesslt senderiodicallyQUERY _ALIVE()
messagesDue to the property PS (eventualexistenceof
boundson messagalelaysand processingime), and the
incrementatiorof the timeoutvalue A;[j], shouldprocess
p; besuspectedline 11), thereis atime ¢ after which the
timeoutvalueA,[j] is greatethanor equalto themaximum
durationthat elapsesetweenany two consecutie recep-
tionsby p; of QUERY_ALIVE() messagesentby p;. It then
follows thatif p; wasin suspected_PS; beforet, it is re-
movedfromit (line 11), andis never addedagainto this set
in the future (line 12). Hence,p; never belongsto the set

suspected_PS; of correctprocesy; aftert. OrLemma 4

Lemma5 Letusassumehatthe underlyingsystensatis-
fiestheproperty M P,,. Then thereis atimet anda correct
proces®; sud that,aftert andfor eadh correctprocesy,,
wehavep; ¢ suspected_M Py,.



Proof Claim If MP, holds, then thereis a time ¢t
and a correct processp; that does not belong to the
not_rec_from; setsof atleast(f + 1) processegsomeof
thoseprocessesanbe crashed).

Proofof the claim. As M P,, holds,thereis atime t after
whichtherearea correctproces; andaset@ of (f + 1)
processesuchthatVp; € Q: p; getsaresponsdrom p; to
eachof its querie(until p; possiblycrashes).

Let p; € Q. If p; hascrashedat a time < ¢, then
by definition we have p; ¢ not_rec_from;. Otherwise,
we concludefrom M P, that (until p; possibly crashes)
the responsdrom p; to eachof its queriesis a winning
responseSo, eachtime it executedine 5, p; putsp; in the
set]. It follows thateachtime p; executedine 7, we have
p; ¢ not_rec_from;. Endof theproofof theclaim.

We now show thatthereis atime ¢t anda correctprocess
p; suchthatthe setsuspected_M Py, of any correctprocess
pi. heverincludesp; aftert.

As M P, is satisfiedjt follows from theclaimthatthere
is a correctprocess; that, after somefinite time ¢, never
belongsto thenot_rec_from; setsof atleast(f + 1) pro-
cesses.Lett > t' be atime after which all RESPONSE()
messagesentbeforet by the processesf @ have beenre-
ceived(or discarded).

After ¢, p; canappealin the RESPONSE() messagesf
at most (n — (f + 1)) processesfrom which we con-
cludethat, for ary correctprocesspy, thereis at leastone
RESPONSE(not_rec_from) messagéhatdoesnotcarrythe
identity of p;, whenit executedine 8. It follows that after
t, p; canno longerappearin the setsuspected_M P, of a

correctprocesy;, aftert. Oremma s

Theorem 1 Letl < f < n. Theprotocoldescribedn Fig-
ure 2implements failure detectorof theclass®S whenthe
underlyingsystensatisfieshe property M P,, or the prop-
erty PS.

Proof Theprooffollows directly from Lemmas3, 4 and5
andthefactthatthesetsuspected; is definedasbeingequal
to suspected_PS; N suspected_M P;. O7heorem 1

4 TheCaseof OP

Interestingly the previous protocolimplementsafailure
detectorof the class&P whenthe underlyingsystemsat-
isfies one of the propertiesM P; or PS (as alreadynot-
ed, M P, aloneis too weakto build a failure detectorof
the class&P while PS aloneis strongenough).Whenwe
considerM P;, the protocoladditionallyrequiresf < n/2.
This is a feasibility condition motivatedby the following
reason.Let us considerthe casewherethereis no failure.
In orderthat M P; might be satisfiedwe need:

e Vp;: (f + 1) processedave to receize winning RE-
SPONSE() messagesrom p; to their queries. This
meansthat n(f + 1) receptionsof winning RE-
SPONSE() messagebave to be possible(i.e., not dis-
carded).

e YV p;: aprocessacceptodnly (n— f) RESPONSE() mes-
sagedo eachof its queriegaslosingresponsearedis-
carded).This meanghatatmostn(n — f) receptions
arepossible.

Combining the two previous obsenations, we get
nin—f) >n(f+1),ie,n > 2f. So,for M P, to be
possiblysatisfiedin anasynchronousystem,a majority of
processekasto becorrect.

Assumingf < n/2, we now shov thatthe protocolde-
scribedn Figure2 implementsafailuredetectoiof theclass
<P whentheunderlyingsystensatisfiesoneof theproper
tiesM P, or PS.

Lemma 6 [Eventual Strong Accuracy] Let us assume
that the underlying systemsatisfiesthe property PS or

M P,. Then,the protocol describedin Figure 2 guaran-

teesthat eventuallyno correct processis suspectedy the

correctprocesses.

Proof (Sketch)
Considering ary correct process p;, and its sets
suspected_PS; andsuspected_M P;, we have:

e Dueto Lemmal, the setsuspected_PS; eventually
containsall crashedrocesses.

e Dueto Lemmaz, the setsuspected_M P; eventually
containsall crashedrocesses.

e When PS is satisfied,it follows from Lemma4 that
thereis atime afterwhich suspected_PS; containsno
correctprocess.

e When M P; is satisfied,jt cansimilarly be shovn that
thereis a time after which the set suspected_M P;
containsno correct process(the proof is similar to
the proof of Lemmab, consideringM P, insteadof
MP,).

It follows from theseobsenationsthat, aftersometime, the
setsuspected; (i.e., suspected_PS; N suspected_M P;) al-
waysincludesall crashegrocessepluspossiblysomecor-
rectprocesseff the systemsatisfiesneitherPS nor M P;.
We thenconcludethat, assoonasPS or M P is satisfied,
the set suspected; of eachcorrectprocessp; satisfiesthe

eventualstrongaccurag property Oremma 6



Theorem 2 Let f < n/2. Theprotocoldescribedn Figure
2implements failure of theclass&P whenthe underlying
systensatisfieghe property M P; or the property PS.

Proof The proof follows directly from Lemmas3 and 6.
I:ITheorem 2

It followsthattheproposedybrid protocolhasageneric
dimensionnpamely withoutany modification,it providesus
with afailuredetectoithatbelongsto theclass:

e OS if the underlying distributed system satisfies
(MP, A f<n) Vv PS.

e OP if the underlying distributed system satisfies
(MP,Af <n/2) vV PS.

5 Conclusion

This paperhasshavn that,whenoneis interestedn im-
plementingfailuredetectorswith eventualaccurag proper
ties,approachebasedon the partial synchrory assumption
or onthestatemenbf behaioral propertiesonthemessage
exchangepattern,arenot antagonistiand canevenbe ad-
vantageouslgombined.A hybrid protocol,basedon such
a combinationandimplementingeventualfailure detectors
has beenpresented. Interestingly this protocol benefits
from the bestof bothworldsin the sensethatit converges
(i.e.,providesafailuredetectowith therequiredproperties)
assoonaseitherthe systembehaessynchronouslyor the
requiredmessagexchangepatternis satisfied.This shavs
thatconsideringhatthe underlyingsystemcansatisfyser-
eralalternatve assumptionsanhelp expeditecorvergence
atnoadditionalcost.Sincecorvergences guaranteed ary
oneof thealternatve assumptionss satisfied the proposed
hybrid approactalsoprovidesincreasedverallassumption
coveragefor free[19].

References

[1] Aguilera M.K., Chen W. and Touegy S., On Quiescen-
t Reliable Communication.SIAM Journal of Computing
29(6):2040-20732000.

[2] Aguilera M.K., Delporte-GalletC., FauconnierH. and
Toug S., StableLeaderElection. Proc. 15th Symposium
on Distributed Computing(DISC'01), Lisbon (Portugal),
SpringerVerlagLNCS #2180,pp. 108-122,2001.

[3] Aguilera M.K. and Tougg S., Failure Detectionand Ran-
domization:a Hybrid Approachto Solve ConsensusSIAM
Journal of Computing 28(3):890-9031998.

[4] Bertier M., Marin O. and SensP, Implementationand
PerformanceEvaluationof an AdaptableFailure Detector
Proc. Int. IEEE Confeecneon DependableSystemsand

(5]

(6]

(7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Network§DSN’'02) IEEE ComputeiSocietyPresspp. 354-
363,WashingtorD.C.,2002.

ChandraT.D. and Tougy S., Unreliable Failure Detectors
for Reliable Distributed Systems.Journal of the ACM,
43(2):225-2671996.

ChandraT.D., HadzilacosV. and Toueg S., The Weak-
estFailure Detectorfor Solving Consensuslournal of the
ACM, 43(4):685-7221996.

Dwork C., Lynch N. and Stockmger L., Consensusn
the Presenceof Partial Synchrory. Journal of the ACM,
35(2):288-3231988.

FetzerC.,RaynalM. andTronelF., An Adaptive FailureDe-
tectionProtocol Proc. 8th IEEE Pacific RimInt. Symposium
onDependable&€omputing PRDC’01) IEEE ComputelSo-
ciety Presspp. 146-153,Seoul(Korea),2001.

FischerM.J., LynchN. andPatersorM.S., Impossibility of
Distributed Consensusvith OneFaulty ProcessJournal of
the ACM, 32(2):374-3821985.

Guptal., Chandral.D. and GoldszmidtG.S.,On Scalable
andEfficient DistributedFailure DetectorsProc. 20thACM

Symposiunon Principlesof Distributed Computing(POD-

C'01), ACM Presspp.170-179 Newport (RI), 2001.

Hélary J.-M., Hurfin M., Mostefaoui A., RaynalM. and
Tronel F., Computing Global Functionsin Asynchronous
Distributed Systemswith ProcesCrashes|EEE Transac-
tions on Parallel and Distributed Systems11(9):897-909,
2000.

Hurfin M., MostefiouiA. andRaynalM., A VersatileFami-
ly of Consensu®rotocolsBasedon Chandra-duey’'s Unre-
liable Failure DetectorsIEEE Transactionson Computes,
51(4):395-4082002.

LarreaM., Arevalo S. and FerrandezA., Efficient Algo-
rithms to ImplementUnreliable Failure Detectorsin Par
tially SynchronousSystems.Proc. 13th Symposiumon
Distributed Computing (DISC’99), Bratislava (Slovakia),
SpringerVerlagLNCS #1693 ,pp. 34-48,1999.

LarreaM., FerrandezA. and Arévalo S., Optimal Imple-
mentationof the WealestFailure Detectorfor Solving Con-
sensusProc. 19th Symposiunon ReliableDistributed Sys-
tems(SRDS’00) IEEE ComputerSocietyPress pp. 52-60,
Nurembeg (Germary), 2000.

Mostefioui A., MourgayaE. andRaynalM., An Introduc-
tion to Oraclesfor AsynchronoudDistributed SystemsFu-
ture Geneation ComputerSystemsl8(6):757-7672002.

MostefiouiA., MourgayaE., andRaynalM., Asynchronous
Implementatiorof Failure DetectorsProc. Int. IEEE Con-
ferenceon DependableSystemsand Networks(DSN'03)
IEEE ComputerSocietyPresspp. 351-360,SanFrancisco
(CA), 2003.



(17]

(18]

(19]

(20]

(21]

Mostefioui A., RaynalM. andTronel F., The Bestof Both
Worlds: a Hybrid Approachto Solve ConsensusProc. Int.
IEEE Confeenceon Dependablé&ystemandNetworkgD-
SN’'00) IEEE ComputerSocietyPresspp. 513-522,New-
York City, June2000.

Peasd.., ShostakR. andLamportL., ReachingAgreement
in Presencef Faults. Journal of the ACM, 27(2):228-234,
1980.

Powell D., Failure Mode Assumptionsand Assumption
Coverage.Proc. of the 22nd Int. Symp.on Fault-Tolerant
Computing(FTCS-22) Boston,MA, pp.386-395,1992.

RaynalM., A Shortintroductionto Failure Detectorsfor
AsynchronoudDistributed Systems.Submittedto publica-
tion, Tech Report IRISA, Universie de Rennesl (France),
November2003.

RaynalM. andTronelF., GroupMembershigrailure Detec-
tion: a Simple Protocolandits ProbabilisticAnalysis. Dis-
tributedSystem&ngineeringlournal, 6(3):95-102,1999.



