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Abstract

Unreliablefailure detectors introducedby Chandra and
Toueg are abstract mechanismsthat provide information
aboutprocesscrashes.On the onehand,failure detectors
allow a statementof the minimal requirementson process
failures that allow solutionsto problemsthat cannototh-
erwisebe solvedin purely asynchronoussystems.Howev-
er, on the other hand,they cannotbe implementedin such
systems:their implementationrequiresthat theunderlying
distributedsystembeenrichedwith additionalassumptions.

Classic failure detectorimplementationsrely on addi-
tional synchrony assumptionssuch as partial synchrony.
More recently, a new approach for implementingfailure
detectors has been proposed: it relies on behavioral
propertieson the flow of messagesexchanged. This paper
showsthat theseapproachesare not antagonisticand can
be advantageouslycombined.A hybrid protocol (the first
to our knowledge) implementingfailure detectors with
eventual accuracy properties is presented. Interestingly,
this protocol benefits from the best of both worlds in
the sensethat it converges (i.e., provides the required
failure detector) as soon as either the systembehaves
synchronouslyor therequiredmessage exchangepatternis
satisfied.This showsthat, to expediteconvergence, it can
be interestingto considerthat the underlyingsystemcan
satisfyseveral alternativeassumptions.

Keywords: Asynchronous distributed systems, Dis-
tributedalgorithm, Convergence, Hybrid algorithm, Fault
tolerance, Processcrash,Unreliablefailuredetector.

1 Introduction

Context of the study Thedesignandimplementationof
reliableapplicationsontopof asynchronousdistributedsys-

temsprone to processcrashesis a difficult and complex
task. The main reasonfor this lies in the impossibility of
correctlydetectingcrashesin the presenceof asynchrony.
In such a context, someproblemsbecomevery difficult
or even impossibleto solve. The most famousof those
problemsis the Consensusproblemfor which thereis no
deterministicsolutionin asynchronousdistributedsystems
whereprocesses(evenonly one)maycrash[9].

To overcomethis impossibility, ChandraandToueg in-
troducedtheconceptof anUnreliableFailureDetector[5].
A failuredetectorcanbeseenasanoracle[15, 20] madeup
of asetof modules,eachassociatedwith aprocess.Thefail-
ure detectormoduleattachedto a processprovidesit with
a list of processesit suspectsof having crashed. A fail-
uredetectormodulecanmakemistakes(whencetheepithet
“unreliable”) by not suspectinga crashedprocessor by er-
roneouslysuspectinga correctone. In their seminalpaper
[5], ChandraandToueg introducedseveral classesof fail-
uredetectors.A classis definedby two abstractproperties,
namelyaCompletenesspropertyandanAccuracyproperty.
Completenessis on the actualdetectionof crashes,while
accuracy restrictserroneoussuspicions.As anexample,let
us considerthe classof failure detectorsdenoted��� . It
includesall failuredetectorssuchthat(1) eventually, every
crashedprocessis permanentlysuspectedby every correct
process1, and(2) thereis a correctprocessthat,aftersome
finite but unknown time, is never suspectedby the correct
processes(accuracy). Interestingly, several protocolsthat
solve the consensusproblem in asynchronousdistributed
systemsaugmentedwith a failuredetectorof theclass��� ,
and including a majority of correctprocesses,have been
designed(e.g., [5, 12]). It hasbeenshown that ��� is the
weakestclassof failuredetectorsthatallows theconsensus
problemto be solved [6] (with the additionalassumption
thata majorityof processesarecorrect).

As definedand advocatedby Chandraand Toueg [5],

1A correctprocessis aprocessthatdoesnot crash.SeeSection2.1.



thefailuredetectorapproachis particularlyattractive. Fail-
ure detectorsare not definedin termsof a particular im-
plementation(involving network topology, messagedelays,
local clocks,etc.) but in termsof abstractproperties(re-
latedto thedetectionof failures)thatallow problemsto be
solved despiteprocesscrashes2. The failure detectorap-
proachallows a modulardecompositionthatnot only sim-
plifies protocoldesignbut alsoprovidesgeneralsolutions.
More specifically, duringa first step,a protocolis designed
andproved correctassumingonly the propertiesprovided
by a failure detectorclass. Thus, this protocol is not ex-
pressedin termsof low-level parameters,but dependsonly
on awell-definedsetof abstractproperties.Theimplemen-
tationof afailuredetector�
	 of theassumedclasscanthen
beaddressedindependently:additionalassumptionscanbe
investigatedandtheoneswhich aresufficient to implement
�
	 canbe addedto the underlyingdistributedsystemin
orderto definean augmentedsystemon top of which �
	
canbeimplemented.Thus, �
	 canbeimplementedin one
way in somecontext andin anotherway in anothercontext,
accordingto the particularfeaturesof the underlyingsys-
tem. It followsthatthis layeredapproachfavorsthedesign,
theproofandtheportability of protocols.

Related work Several works have consideredthe im-
plementationof someor all of Chandra-Toueg’s classes
of failure detectors[2, 4, 5, 8, 10, 13, 14, 21]. Basically,
these works consider that, eventually, the underlying
systembehaves in a synchronousway. More precisely,
they considerthe partially synchronoussystemmodel [5]
which is a generalizationof the modelsproposedin [7].
A partially synchronoussystemassumestherearebounds
on processspeedsand messagetransferdelays,but these
boundsarenot known andhold only after somefinite but
unknown time (called Global Stabilization Time). The
protocolsimplementingfailure detectorsin suchsystems
usetimeoutsandareconsequentlytimer-based.They obey
the following principle: usingsuccessive approximations,
each process dynamically determinesa value � that
eventuallybecomesanupperboundon transferdelays.

Anotherapproach,thatdoesnot rely on theuseof time-
outs,hasrecentlybeenintroducedin [16]. This approach,
which usesexplicitly the valuesof � (the total numberof
processes)and 
 (the maximal numberof processesthat
cancrash),consistsin statingapropertyonthemessageex-
changepatternthat,whensatisfied,allows theconstruction
of a failuredetectorof someclass.

2As anexampledifferentfrom theconsensusproblem,wecanconsider
the Global Data Computation(GDC) problem(a variantof the Interac-
tive Consistencyproblem[18] in asynchronousdistributedsystemswhere
processescancommit only crashfailures). It appearsthat perfectfailure
detectors-theonesthatnever make erroneoussuspicions-arebothneces-
saryandsufficient to solve ����� [11].

Assumingthat eachprocesscan broadcastqueriesand
then,for eachquery, wait for thecorrespondingresponses,
we saythata responseto a queryis a winningresponseif it
arrivesamongthefirst ������
�� responsesto thatquery(the
otherresponsesto that queryarecalled losing responses).
We are now in order to state,as an example, the follow-
ing property: “There area correctprocess��� anda set �
of ��
 �"!#� processessuchthat eventually the responseof
� � to eachquery issuedby any �%$'&(� is always a win-
ningresponse(until -possibly-thecrashof �%$ )”. It is shown
in [16] that failure detectorsof the class ��� can be im-
plementedwhenthis propertyis satisfied.This meansthat
it is possibleto designa protocolsatisfyingthe complete-
nessandaccuracy propertiesof ��� ontopof asynchronous
distributedsystemssatisfyingthepreviousrequirement.In-
terestingly, sucha requirementdoesnot involve boundson
communicationtimes(they canbearbitrary).A probabilis-
tic analysisfor thecase
�)*! , presentedin [16], showsthat
sucha behavioral propertyon messageexchangesis practi-
cally alwayssatisfied.

Content of the paper This papershows that the previ-
ousapproachesarenot antagonisticandcanbe combined
in a hybrid protocol implementingeventualfailure detec-
tors. This protocol benefitsfrom the bestof both worlds
in that it convergesas soonas either the systembehaves
synchronously, or the requiredmessageexchangepattern
occurs(finding sucha combinationof conditionswasuntil
now an openproblem). While hybrid protocolshave been
proposedto solveconsensus(e.g.,[3, 17] usebotha failure
detectorandarandomoracle),to ourknowledge,this is the
firsthybridprotocolto implementeventualfailuredetectors.
Moreexplicitly, if only oneof thefollowing assumptionsis
satisfied:

+ Partial synchrony,

+ Behavioral propertyon themessageexchangepattern,

then,theproposedhybridprotocolimplementsa failurede-
tector that is eventuallyaccurate.If both assumptionsare
satisfied,let ,.- bethetime afterwhich theunderlyingsys-
tembehavessynchronously, and ,./ bethetimeafterwhich
the behavioral propertyon the messageexchangepattern
is satisfied.In that case,the eventualaccuracy is obtained
from 021435��, -76 , / � . Moreover, aswewill seein theprotocol
description,usinga behavioral propertyin additionto par-
tial synchrony canbedoneat no additionalcost. It follows
thatsucha hybridapproachis practicallyappealing.

Organization of the paper Thepaperis madeup of five
sections.Section2 definesthecomputationmodel,andthe
classesof eventual failure detectorswe are interestedin.
Thesearedenoted��� (eventuallystrongfailuredetectors)
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Figure 1. Query/Response Mechanism

and ��M (eventuallyperfectfailuredetectors).This section
alsointroducestheadditionalassumptionswe considerfor
implementingfailuredetectorsof theseclasses.Then,Sec-
tion 3 presentsa hybrid protocol implementingfailure de-
tectorsof theclass��� . Section4 considersthecaseof fail-
uredetectorsof theclass��M . Finally, Section5 concludes
thepaper.

2 Computation Model and Assumptions

2.1 Computation Model

Asynchronous distributed system with process crash
failures We considera systemconsistingof a finite setN

of �PORQ processes,namely,
N )TS<��U 6 �WV 6YXZXZX76 ��[�\ . A

processcanfail by crashing, i.e.,by prematurelyhalting. It
behavescorrectly(i.e., accordingto its specification)until
it (possibly)crashes.By definition, a correct processis a
processthat doesnot crash. A faulty processis a process
that is not correct. As previously indicated, 
 denotesthe
maximumnumberof processesthatcancrash( !�]^
 _`� ).

Processescommunicateandsynchronizeby sendingand
receiving messagesthroughchannels. Every pair of pro-
cessesis connectedby a channel. Channelsare assumed
to bereliable: they do not create,alteror losemessages.In
particular, if � � sendsamessageto �%$ , theneventually�%$ re-
ceivesthatmessageunlessit fails. Thereis no assumption
aboutthe relative speedof processesor messagetransfer
delays(let us observe that channelsarenot requiredto be
FIFO).

We assumetheexistenceof aglobaldiscreteclock. This
clock is a fictional device which is not known by the pro-
cesses;it is only usedto statespecificationsor prove pro-
tocol properties.The rangea of clock valuesis the setof
naturalnumbers.

Query-response mechanism For our purpose(namely,
the implementationof failure detectors)we considerthat
each processis provided with a query-responsemecha-
nism. More specifically, any process� � can broadcasta
QUERY ALIVE() messageandthenwait for corresponding
RESPONSE() messagesfrom �b�c��
�� processes(thesearethe
winning responsesfor thatquery). TheotherRESPONSE()
messagesassociatedwith aquery, if any, aresystematically
discarded(thesearethe losingresponsesfor thatquery).

A query issuedby � � is terminatedif � � has received
the �b�`�"
�� correspondingresponsesit was waiting for.
We assumethat a processissuesa new query only when
the previous onehasterminated.Without lossof general-
ity, the responsefrom a processto its own queriesis as-
sumedto always arrive amongthe first ���d�e
�� respons-
es it is waiting for. Moreover, QUERY ALIVE() and RE-
SPONSE() areassumedto be implicitly taggedin ordernot
to confuseRESPONSE() messagescorrespondingto differ-
entQUERY ALIVE() messages.

Figure1 depictsa query-responsemechanismin a sys-
tem madeup of �f)hg processes,and 
i)kj . After
��l broadcastsQUERY ALIVE(), the �m�n
o)fp first RE-
SPONSE() messagesit receivesarefrom ��V , ��l (itself), ��q
and�Wr . Theseresponsesarethewinning responsesfor that
query. Noticethat ��s hascrashed.

2.2 Eventual Failure Detectors

Failuredetectorshavebeenformally definedby Chandra
andToueg [5]. Informally, a failure detectorconsistsof a
setof modules,eachoneattachedto a process:the mod-
ule attachedto ��� maintainsa set (named tYuvt ��w#xy,?w#z{� ) of
processesit currentlysuspectsto have crashed.Any failure
detectormoduleis inherentlyunreliable: it canmake mis-
takesby notsuspectingacrashedprocessor by erroneously
suspectinga correctone.Moreover, suspicionsarenot nec-
essarilystable: a process�%$ can be addedto or removed



from a set tYu�t ��w#xy,?w#z � accordingto whether� � ’s failurede-
tectormodulecurrentlysuspects�%$ or not.

As indicatedin theIntroduction,a failuredetectorclass
is formally definedby two abstractproperties,namelya
CompletenesspropertyandanAccuracyproperty. Theup-
perlayerprotocolthatusesthecorrespondingfailuredetec-
tor relieson thesepropertiesto ensureits liveness.More
precisely, the completenessproperty prevents a process
from enteringa deadlock,while theaccuracy propertypre-
ventsit from enteringalivelock(eitherdeadlockor livelock
couldpreventtheprocessfrom terminating).

ChandraandToueg have definedseveralclassesof fail-
uredetectors[5]. In this paper, we areinterestedin two of
them. They are definedfrom the following completeness
property:

+ Strong Completeness: Eventually, every process
thatcrashesis permanentlysuspectedby everycorrect
process.

andthefollowing accuracy properties:

+ Eventual Strong Accuracy: There is a time after
whichno correctprocessis suspected.

+ Eventual Weak Accuracy: There is a time after
whichsomecorrectprocessis neversuspected.

Combiningthecompletenesspropertywith thepreviousac-
curacy propertiesprovidesthefollowing classesof eventual
failuredetectors[5]:

+ ��M : Theclassof EventuallyPerfectfailuredetectors.
This classcontainsall thefailuredetectorsthatsatisfy
strongcompletenessandeventualstrongaccuracy.

+ ��� : The classof EventuallyStrong failure detectors.
This classcontainsall thefailuredetectorsthatsatisfy
strongcompletenessandeventualweakaccuracy.

Clearly ��MR|e��� . As alreadynoticedin theIntroduction,
��� is theweakestclassof failuredetectorsfor solvingcon-
sensusin asynchronoussystemsproneto processcrashes
[6]. ��M is theweakestclassof failuredetectorsfor solving
quiescentreliablecommunicationin asynchronoussystems
with processcrashesandlossylinks [1]3.

2.3 Additional Assumptions

This sectionstatestwo typesof additionalassumption-
s that allow the implementationof failure detectorsin the
class��� or ��M .

3The quiescentreliablecommunicationproblemconsistsin achieving
reliablecommunicationwith protocolsthat eventuallystopsendingmes-
sagesin anasynchronousdistributedsystemwhereprocessescancrashand
links canbelossy.

Partial synchrony Thepartial synchronyassumptionhas
beenstatedin theIntroduction[5, 7]. We recall it here:

+ Property}�~ : Thereis a time , - afterwhich
thereareboundsonprocessspeedsandmes-
sagetransferdelays(but thoseboundsare
notknown).

The intuition that underliesthis propertyis the follow-
ing. Generally, asystemevolvesthroughasequenceof long
stableperiodsseparatedby (usually, relatively short)unsta-
ble periods. The stableperiodsarewhen“the behavior is
predictable”,i.e.,whenthereareboundsonmessagedelays
andprocessingtimes. This is exactly what is capturedby
the }�~ property. The hopeis thenthat eachstableperiod
will be“long enough”for thepropertiesof thefailuredetec-
tor to berealizedduringthatperiod.As “long enough”can-
notbemeasured(rememberthatwearein anasynchronous
systemwherethereis no timing assumption),it is captured
in the statementof the }�~ propertyby “there is a time ,.-
after which ...” (A similar clausewill be usedin the other
propertiesstatedbelow.)

Behavioral properties on the message exchange pattern
We stateheretwo behavioral properties.The first onehas
alreadybeenstatedin the Introduction. Both are proper-
tieson themessageexchangepatterninvolvedin thequery-
responsemechanism.( ��} , � and t standfor “Message
Pattern”,“weak” and“strong”, respectively.)

+ Property��}�� (WeakMessagePattern):
Therearea time , / � , a correctprocess�W�
anda set � of ��
���!#� processes( , / � , �W�
and � arenot known in advance)suchthat,
after , / � , eachprocess� $ &�� getsa win-
ning responsefrom � � to eachof its queries
(until �%$ possiblycrashes).

+ Property��}5� (StrongMessagePattern):
Thereis a time ,./�� afterwhich, �
� � , there
is aset � � of ��
��`!�� processes�%$ suchthat
any such� $ getsawinningresponsefrom �W�
to eachof its queries(until ��� or � $ crashes).
As previously, thetime , /2� andthesets�
�
arenot known in advance.

The intuition that underliesthesepropertiesis the fol-
lowing. Even if the systemis not stable,it is possiblethat
its behavior hassome“regularity” that canbe exploited to
build failuredetectors.This regularity canbeseenassome
“logical synchrony” (as opposedto “physical” synchrony
capturedby theproperty }�~ ). More precisely, ��}5� states
that there is eventually a cluster � of ��
��o!�� processes
that(until someof thempossiblycrash)receivewinningre-
sponsesfrom � � to their queries.This canbeinterpretedas



(1) init: �{��� �y�<� �#�y�����W��� ; �?�{�b����������� �� %�¡��� ; �?�{�b�����������  £¢¤�¡�*� ;
(2) for each ¥ do ¦§��¨ ¥ª©«� default timeoutvalueend do;

task ¬c­ :
repeat periodically

(3) foreach ¥ do sendQUERY ALIVE ®A¯ to �Z° enddo;
(4) wait until ± correspondingRESPONSE ®4�²��� �³��� �#�y����¯ received from ®4��´���¯ processesµ ;
(5) let ¶ = thesetof processesfrom which ��� receiveda RESPONSE message;
(6) let · = thesetof the �²��� �y��� �#�y�<� setsreceived from theprocessesin ¶ ;
(7) �{��� �y�<� �#�y�����W��¸¹´�¶ ;
(8) �?�{�b����������� �� %���*º¼»�½�¾2¿

end repeat

task ¬5À :
(9) upon reception of QUERY ALIVE ®A¯ from �Z°
(10) do sendRESPONSE ®:�{��� �y�<� �#�y������¯ to �Z° ;
(11) if ® �Z°�Á��?�{�b�����������  £¢Â�b¯ then ¦Ã�?¨ ¥y©���¦§��¨ ¥y©YÄÅ­ end if;
(12) �.�¤�����<�?���<�  £¢Â�¡�ÇÆ��ÂÈÊÉ no QUERY ALIVE ®A¯ hasbeenreceived

from � È duringthelast ¦§�?¨ ËY© time units Ì ;
(13) end do

task ¬5Í :
(14)when SUSPECT ®Î¯ is invoked by the upper layer
(15) do let �.�¤�����������<�Z�¡ÏÐ�.�¤�����������<�  £¢¤�ÂÑ��?�¤������������� �� %� ;
(16) return ®A�.�¤�����<�?���<�ª��¯
(17) end do

Figure 2. Failure Detector Module �
	 � Associated with � �

follows: amongthe � processes,thereis a processthathas
��
��"!#� “f avorite neighbors”with which it communicates
fasterthanwith theotherprocesses.Whenwe considerthe
particularcase
m)Ò! , ��} � boils down to a simplechan-
nel property, namely, thereis channel�K� � 6 �¡$ ) that is never
theslowestamongthechannelsconnecting�%$ to the other
processes(it is shown in [16] that the probability that this
propertybesatisfiedin practiceis very closeto ! ). Thein-
tuition thatunderlies��} � is similar.

Protocolsimplementingfailure detectorsbelongingto
��M or ��� in asynchronousdistributedsystemssatisfying
the assumption}�~ aredescribedin [5, 8, 13, 14]. A pro-
tocol implementinga failure detectorbelongingto ��� in
asynchronousdistributed systemssatisfying ��} � is de-
scribedin [16].

The next sectionsshow how to build a failure detector
of the class ��� (resp., ��M ) when the underlyingsystem
satisfiestheproperty��} �ÔÓ }�~ (resp.,��}5� Ó }�~ ). Let us
noticethat ��} � aloneis too weakto build failuredetector
of theclass��M .

3 A Hybrid Protocol for Õ×Ö
3.1 Underlying Principles

Theprotocolborrows,combinesandextendsideasfrom
[5] and [16]. It is madeof three tasks(Figure 2). The

aim of the tasks Ø�! and Ø�j is to managetwo setsof sus-
pectedprocesses,namely, tZu�t ��w#xy,?w#z ��} � (thesetof pro-
cessessuspectedwith respectto theassumption��} � ), and
tYuvt ��w#xy,?w#z }�~ � (thesetof processessuspectedwith respect
to theassumption}�~ ). Theaimof thetask Ø�Q is to answer
the calls issuedby the upperlayer applicationwhenit in-
vokestheprimitive SUSPECT() (line 14). Thecaller is then
providedwith thesetof processthatarecurrentlysuspected,
namely, tYuvt ��w#xy,?w#z ��}��ÚÙ tYu�t �Ww#xy,?w#z }�~�� (lines15-16).

The other local variablesmanagedby a process�W� are
a set �ÜÛ#, Ý«w#x 
WÝ«Û#ÞÐ� and an array ����ßK! X4X �và . The set
�ÜÛ#, Ý«w�x 
WÝ#Û#Þ�� is usedto keep the processeswhosere-
sponsesto thelastqueryof � � havenotbeenreceivedamong
the ��� �m
�� first ones. � � ß áÂà is a timer usedby � � to detect
the possiblecrashof �%$ whenconsideringthe assumption
}�~ .

Periodically, � � issuesQUERY ALIVE() messages(line
3). Let us noticethat the repetitionperiodof task Ø�! has
no incidenceon the correctnessof the protocol. (It does
of courseinfluencethe latency in a practicalsystem.) A
QUERY ALIVE() messagehasa doubleaim: activationof a
query-responsemechanism(this is relatedto the ��}5� as-
sumption),and indication to the otherprocessesthat ��� is
alive (this is relatedto the }�~ assumption).After it has
issueda query, ��� waitsuntil it hasreceived ��� �m
�� corre-
spondingresponses(line 4). Thenit determinesthe setof

 processesfrom which it hasnot received responsesand



updates�ÜÛ#, Ý«w#x 
WÝ«Û#Þ � accordingly(line 7).
Themanagementof theset tYuvt �Ww�xª,?w�z ��}�� is moresub-

tle. Let us observe thateachRESPONSE() messagecarries
thecurrentvalueof theset �ÜÛ#, Ý«w#x 
WÝ«Û#Þ $ of its sender� $
(line 10). After having received the first �b�×�`
�� respons-
esit waswaiting for, � � updatestYu�t ��w#xy,?w#z ��} � to be e-
qual to the the intersectionof the ���â�`
����ÜÛ#, Ý«w#x 
WÝ«Û#Þ¹$
setsit considers(line 8). This meansthat tYu�t ��w#xy,?w#z ��} �
consistsof the processesthat have not senta RESPONSE()
messageto thelastqueryof � � (becausethey havecrashed)
or whoseRESPONSE() messageswerelosingmessagesfor
thatquery. As wewill show in theproof,if thesystemsatis-
fiestheproperty��} � , thesetstYuvt �Ww�xª,?w�z ��} � satisfythe
propertiesdefining ��� .

Let us now consider the managementof the set
tZu�t ��w#xy,?w#z }�~�� . Each time a process ��� receives a
QUERY ALIVE() messagefrom some process� $ , it in-
crementsthe timeout value associatedwith �%$ if �%$ã&
tZu�t ��w#xy,?w#z }�~ � (line 11). Then,� � recomputesthevalueof
thissetwhich,from now on,includestheprocesses�Wä from
which � � hasnot receiveda QUERY ALIVE() messagesince
� � ß å²à timeunits(thetimeoutvaluehasbeenexceededwith-
out receiving a QUERY ALIVE() message).Let usobserve
thattherecomputedvalueof tZu�t ��w#xy,?w#z ��} � atline 12will
notinclude�¡$ since� � justreceivedaQUERY ALIVE() mes-
sagefrom � $ and ����ß áÂà7æèç .

As we will show in theproof, if thesystemsatisfiesthe
property}�~ , thesetstZu�t ��w#xy,?w#z }�~�� satisfytheproperties
defining ��� .

3.2 Proof of the Protocol

Let usfirst observe that,asthereareat most 
 ( !�]^
â_
� ) processesthat cancrashandchannelsdo not losemes-
sages,no �
	2� modulecanblock forever. Moreover, weas-
sumeby definitionthatthe �ÜÛ#, Ý«w#x 
WÝ«Û#ÞÐ� setof a crashed
process� � is equalto é . (Thisdefinitionis motivatedby the
fact that a crashedprocessnever sendsits �ÜÛ#, Ý«w#x 
WÝ«Û#Þ �
setto theotherprocesses.)Theproofof Lemma1 andLem-
ma4 arefrom [5].

Lemma 1 Every processthat crasheseventuallybelongs
permanentlyto theset tYu�t �Ww#xy,?w#z }�~ � of everycorrectpro-
cess� � .
Proof Let �%$ beaprocessthatcrashesat time , . Let usfirst
observe that � $ doesnot sendQUERY ALIVE() messages
after , . Moreover, asmessagedelaysarefinite, thereis a
time ,?ê ê afterwhich all the QUERY ALIVE() messagessent
by � $ before , have beenreceived. Moreover, ��� receives
QUERY ALIVE() messagesafter ,?ê7)�,?ê ê%�è���<ß áÂà (as ��� has
not crashed,it receives at least its own QUERY ALIVE()
messages).Eachtime it receivessucha messageafter ,?ê ,

it includes�%$ in theset tYu�t ��w#xy,?w#z }�~ � (line 12). Hence,�¡$
remainspermanentlyin thisset. ëÃìÚí�î§î�ïcU
Lemma 2 Every processthat crasheseventuallybelongs
permanentlyto the set tYuvt ��w#xy,?w#z ��}�� of every correc-
t process��� .
Proof After aprocess�%$ hascrashed,it no longerresponds
to theQUERY ALIVE() messagesit receives.It follows that
eventually �¡$ belongspermanentlyto the �ÜÛ#, Ý#w#x 
WÝ«Û#Þ �
setsof eachprocessthatdoesnot crash.Hence,�¡$ belongs
to theintersectionof all thesesetsreceivedby acorrectpro-
cess��� , andconsequently, � $ becomesa memberof theset
tYuvt ��w#xy,?w#z ��}5� . ë ìÚí�î§î�ï�V
Lemma 3 [Strong Completeness] The protocol de-
scribedin Figure 2 satisfiesthe strong completenessprop-
erty (i.e., everyprocessthat crashesis eventuallysuspected
byeverycorrectprocess).

Proof Theproof follows directly from the Lemmas1 and
2 andthe fact that the set tYuvt �Ww�xª,?w�z � is definedasthe in-
tersectionof tYuvt ��w#xy,?w#z }�~ � and tYuvt ��w#xy,?w#z ��} � : asboth
setseventuallycontainall crashedprocesses,sodoestheir
intersection. ë ìÚí�î§î�ï�l

Let us observe that theprevious lemmasdo not involve
any additionalassumptionto theasynchronoussystemmod-
el. This is not thecasefor thetwo lemmasthatfollow.

Lemma 4 Let usassumethat the underlyingsystemsatis-
fiestheproperty }�~ . Then,there is a time , such that,after
, , for each pair of correct processes� � and �Wä , we have
� �ñð& tYuvt �Ww�xª,?w�z }�~Üä .
Proof Weshow that,whenthesystemsatisfiestheproperty
}�~ , thereis a time after which the set tYuvt ��w#xy,?w#z }�~�� of
eachcorrectprocess��� includesno correctprocess.Let � $
bea correctprocess.It sendsperiodicallyQUERY ALIVE()
messages.Due to the property }�~ (eventualexistenceof
boundson messagedelaysand processingtime), and the
incrementationof the timeoutvalue � � ß áÂà , shouldprocess
�%$ be suspected(line 11), thereis a time , after which the
timeoutvalue � � ß áÂà is greaterthanor equalto themaximum
durationthat elapsesbetweenany two consecutive recep-
tionsby � � of QUERY ALIVE() messagessentby �¡$ . It then
follows that if �¡$ wasin tYuvt �Ww�xª,?w�z }�~ � before , , it is re-
movedfrom it (line 11),andis neveraddedagainto thisset
in the future (line 12). Hence,� $ never belongsto the set
tYuvt ��w#xy,?w#z }�~Ü� of correctprocess�W� after , . ë ìÚí�î§î�ïòs
Lemma 5 Let usassumethat the underlyingsystemsatis-
fiestheproperty ��}�� . Then,thereis a time , anda correct
process� � such that,after , andfor each correctprocess�Wä ,
wehave� �ñð& tYuvt �Ww�xª,?w�z ��}5ä .



Proof Claim: If ��} � holds, then there is a time ,
and a correct process � � that does not belong to the
�ÜÛ#, Ý#w#x 
WÝ«Û#Þ $ setsof at least ��
¹�e!�� processes(someof
thoseprocessescanbecrashed).
Proof of the claim. As ��}5� holds,thereis a time , after
which therearea correctprocess��� anda set � of ��
ó�n!��
processessuchthat �{� $ &×� : � $ getsa responsefrom �W� to
eachof its queries(until �¡$ possiblycrashes).

Let �%$ô&ã� . If �¡$ has crashedat a time ]õ, , then
by definition we have � �dð&o�ÜÛ#, Ý«w#x 
WÝ«Û#Þö$ . Otherwise,
we concludefrom ��} � that (until �%$ possibly crashes)
the responsefrom � � to eachof its queriesis a winning
response.So,eachtime it executesline 5, �%$ puts � � in the
set ÷ . It follows thateachtime �¡$ executesline 7, we have
� �Ôð&Ð�ÜÛ#, Ý#w#x 
WÝ#Û#Þö$ . Endof theproof of theclaim.

We now show thatthereis a time , anda correctprocess
��� suchthat theset tYuvt �Ww�xª,?w�z ��} ä of any correctprocess
� ä never includes��� after , .

As ��}5� is satisfied,it followsfrom theclaim thatthere
is a correctprocess�W� that,after somefinite time , ê , never
belongsto the �ÜÛ#, Ý«w#x 
WÝ«Û#Þ¹$ setsof at least ��
¹�n!#� pro-
cesses.Let ,ÅOÒ,?ê be a time after which all RESPONSE()
messagessentbefore, by theprocessesof � have beenre-
ceived(or discarded).

After , , � � canappearin the RESPONSE() messagesof
at most �b�e�ø��
'�ù!#�.� processes,from which we con-
cludethat, for any correctprocess�vä , thereis at leastone
RESPONSE( �ÜÛ#, Ý«w�x 
WÝ#Û#Þ ) messagethatdoesnotcarrythe
identity of ��� , whenit executesline 8. It follows thatafter
, , ��� canno longerappearin the set tYu�t �Ww#xy,?w#z ��} ä of a
correctprocess� ä after , . ë ì�í�î§î§ïcq
Theorem 1 Let !�]è
×_'� . Theprotocoldescribedin Fig-
ure2 implementsa failuredetectorof theclass��� whenthe
underlyingsystemsatisfiestheproperty ��} � or theprop-
erty }�~ .

Proof Theproof follows directly from Lemmas3, 4 and5
andthefactthattheset tYuvt �Ww�xª,?w�z{� is definedasbeingequal
to tZu�t ��w#xy,?w#z }�~���Ù tYu�t ��w#xy,?w#z ��}5� . ëÃúWû í?ü<ý³í�î'U

4 The Case of Õ×þ
Interestingly, thepreviousprotocolimplementsa failure

detectorof the class ��M whenthe underlyingsystemsat-
isfies one of the properties��} � or }�~ (as alreadynot-
ed, ��}�� aloneis too weak to build a failure detectorof
theclass��M while }�~ aloneis strongenough).Whenwe
consider��} � , theprotocoladditionallyrequires
�_è� ð j .
This is a feasibility condition motivatedby the following
reason.Let us considerthe casewherethereis no failure.
In orderthat ��}5� mightbesatisfiedwe need:

+ �ó� � : ��
��*!#� processeshave to receive winning RE-
SPONSE() messagesfrom � � to their queries. This
means that �£��
"�ÿ!#� receptionsof winning RE-
SPONSE() messageshave to be possible(i.e., not dis-
carded).

+ �Ô� � : aprocessacceptsonly �b���¹
�� RESPONSE() mes-
sagesto eachof its queries(aslosingresponsesaredis-
carded).This meansthatat most �£��� �'
�� receptions
arepossible.

Combining the two previous observations, we get
�£��� �^
��¹O �£��
Ð�ô!#� , i.e., �ôæÒjÂ
 . So, for ��}ò� to be
possiblysatisfiedin anasynchronoussystem,a majority of
processeshasto becorrect.

Assuming
�_P� ð j , we now show that theprotocolde-
scribedin Figure2 implementsafailuredetectorof theclass
��M whentheunderlyingsystemsatisfiesoneof theproper-
ties ��} � or }�~ .

Lemma 6 [Eventual Strong Accuracy] Let us assume
that the underlying systemsatisfiesthe property }�~ or
��}5� . Then, the protocol describedin Figure 2 guaran-
teesthat eventuallyno correct processis suspectedby the
correctprocesses.

Proof (Sketch)
Considering any correct process � � , and its sets
tYuvt ��w#xy,?w#z }�~ � and tYu�t ��w#xy,?w#z ��} � , wehave:

+ Due to Lemma1, the set tYu�t ��w#xy,?w#z }�~ � eventually
containsall crashedprocesses.

+ Due to Lemma2, the set tYuvt ��w#xy,?w#z ��} � eventually
containsall crashedprocesses.

+ When }�~ is satisfied,it follows from Lemma4 that
thereis a timeafterwhich tYu�t ��w#xy,?w#z }�~ � containsno
correctprocess.

+ When ��} � is satisfied,it cansimilarly beshown that
there is a time after which the set tYuvt ��w#xy,?w#z ��}5�
containsno correct process(the proof is similar to
the proof of Lemma5, considering��} � insteadof
��} � ).

It followsfrom theseobservationsthat,aftersometime,the
set tYuvt �Ww�xª,?w�z � (i.e., tZu�t ��w#xy,?w#z }�~ � Ù tYuvt �Ww�xª,?w�z ��} � ) al-
waysincludesall crashedprocessespluspossiblysomecor-
rectprocessesif thesystemsatisfiesneither }�~ nor ��} � .
We thenconcludethat,assoonas }�~ or ��} � is satisfied,
the set tYuvt �Ww�xª,?w�z{� of eachcorrectprocess�W� satisfiesthe
eventualstrongaccuracy property. ë ìÚí�î§î�ï�r



Theorem 2 Let 
â_d� ð j . Theprotocoldescribedin Figure
2 implementsa failureof theclass��M whentheunderlying
systemsatisfiestheproperty ��} � or theproperty }�~ .

Proof The proof follows directly from Lemmas3 and6.
ëÃúWû í?ü<ý³í�î�V

It followsthattheproposedhybridprotocolhasageneric
dimension,namely, withoutany modification,it providesus
with a failuredetectorthatbelongsto theclass:

+ ��� if the underlying distributed system satisfies� ��} ��� 
â_d��� Ó }�~ .

+ ��M if the underlying distributed system satisfies� ��}ò� � 
×_`� ð j � Ó }�~ .

5 Conclusion

This paperhasshown that,whenoneis interestedin im-
plementingfailuredetectorswith eventualaccuracy proper-
ties,approachesbasedon thepartialsynchrony assumption
or on thestatementof behavioral propertieson themessage
exchangepattern,arenot antagonisticandcanevenbead-
vantageouslycombined.A hybrid protocol,basedon such
a combinationandimplementingeventualfailuredetectors
has beenpresented. Interestingly, this protocol benefits
from the bestof both worlds in the sensethat it converges
(i.e.,providesafailuredetectorwith therequiredproperties)
assoonaseitherthe systembehavessynchronouslyor the
requiredmessageexchangepatternis satisfied.This shows
thatconsideringthattheunderlyingsystemcansatisfysev-
eralalternativeassumptionscanhelpexpediteconvergence
atnoadditionalcost.Sinceconvergenceis guaranteedif any
oneof thealternativeassumptionsis satisfied,theproposed
hybridapproachalsoprovidesincreasedoverallassumption
coveragefor free[19].
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